UNIT-1V
Network layer: Internet Protocol, IPv6, ARP, DHCP, ICMP, Routing algorithms: Distance vector,
Link state, Metrics, Inter-domain routing. Sub netting, Super netting, Classless addressing,
Network Address Translation.

[ Network layer ]

o The Network Layer is the third layer of the OSI model.

It handles the service requests from the transport layer and further forwards the service request to the data
link layer.

The network layer translates the logical addresses into physical addresses

It determines the route from the source to the destination and also manages the traffic problems such as
switching, routing and controls the congestion of data packets.

. The network layer is responsible for the delivery of individual packets from the source to the destination
host.

The main functions performed by the network layer are:

o

Routing: When a packet reaches the router's input link, the router will move the packets to the router's
output link. For example, a packet from S1 to R1 must be forwarded to the next router on the path to S2.

Logical Addressing: The data link layer implements the physical addressing and network layer implements
the logical addressing. Logical addressing is also used to distinguish between source and destination system.
The network layer adds a header to the packet which includes the logical addresses of both the sender and the
receiver.

Internetworking: This is the main role of the network layer that it provides the logical connection between
different types of networks.

Fragmentation: The fragmentation is a process of breaking the packets into the smallest individual data
units that travel through different networks.

o

IP address is your digital identity. It’s a network address for your computer so the Internet knows where to
send you emails, data, etc.

IP address determines who and where you are in the network of billions of digital devices that are
connected to the Internet.

Structure

o

An IPv6 address consists of 16 bytes (octets); it is 128 bits long.
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Hexadecimal Colon Notation

o

To make addresses more readable, IPv6 specifies hexadecimal colon notation. In this notation,
128 bits is divided into eight sections, each 2 bytes in length. Two bytes in hexadecimal
notation requires four hexadecimal digits

| 128 bits = 16 bytes = 32 hex digits

1111110111101100 1111111111111111

I FDEC LI 0074 LJ 0000 L[ 0000 LI oooo LJ BOEF LI 0000 LI FEFF J

Abbreviation
e [Itis very long, many of the digits are zeros.
e The leading zeros of a section (four digits between two colons) can be omitted.

e Only the leading zeros can be dropped, not the trailing zeros
Abbreviated IPv6 addresses

Original

FDEC 0074 [alulvlv] [elalelv] 0000 - BOFF - 0000 - FFFO

Abbreviated FDEC: 74 : 0 : 0 : 0 : BOFF : 0 : FFFO

More abbreviated [FDEC 2 74 2,8 BOFF £ 0 § FFFO

Gap

Address Space
e [Pv6 has a much larger address space 2128 addresses are available.

e The designers ofIPv6 divided the address into several categories. A few leftmost bits, called the type prefix,
in each address define its category.
Table 19.5 Type prefives for 1Pv6 addresses

Tywpe Prefix Type Fraction
00000000 Reserved 1/256
00000001 Unassigned 1/256
0000001 ISO network addresses 1/128
0000010 IPX (Novell) network addresses 1/128
0000011 Unassigned 1/128
00001 Unassigned 1/32
0001 Reserved 1/16
001 Reserved 1/8
010 Provider-based unicast addresses 1/8

Types of IPV6 Addresses

Unicast addresses
Unicast address
A unicast address defines a single computer.
»The packet sent to a unicast address must  be —_—
delivered to that specific computer.
>IPv6 defines two types of unicast address:
2Geo-graphically based

>Provider-based
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Figure 19.16 Prefixesfor provider-based unicast address

Subnet prefix

Subscriber prefix

Provider prefix

l 5 1 Provider Subscriber Subnet Node I
identifier identifier identifier identifier
—
INTERNIC 11000
RIPNIC 01000
APNIC 10100
Registry

Fields for the provider based are as follows
0 Type identifier. This 3-bit field defines the address as a provider-base.d address.
0 Registry identifier. This 5-bit field
e Three registry centers:. INTERNIC ,RIPNIC ,APNIC
Provider identifier. This variable-length field identifies the provider for Internet access (such as an ISP). A 16-

bit length is recommended for this field.

0 Subscriber identifier. When an organization subscribes to the Internet through a provider, it is assigned a
subscriber identification. A 24-bit length is recommended for this field.

0 Subnet identifier. The subnet identifier defines a specific subnet work under the territory of the subscriber. A
32-bit length is recommended for this field.

o Node identifier:48 bit field. Define the identity of the node connected to a subnet.

Multicast Addresses

Multicast Addresses

—> Used to define a group of hosts instead of just
one.

Multicast address

Figure 19.17 Multicast address i IPv6

8 bits 4 4 112 bits

Scope Group ID

[
BEESTRIN] |Flag
| )

0000 Permanent

0001 Transient Reserved

0001 DNode local
0010  Link local
0101  Site local
1000 Organizational
1110 Global
Reserved

= A packet sent to a multicast address must be
delivered to each member of the group.

=> Second field is a flag that defines the group
address , either permanent or transient.

=2 A permenent group address is defined by the
Internet authonties and can be accessed at all
umes.

= A transient group address, on the other hand 18
used only temporarily.
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IL.ocal Addresses

—= It is used when an organization wants to use
IPwE protocol withouwut being connected to the
global Internet.

= They provide addressing for private network.

Figure 19.19 Local addresses in IPv6

10 bits 70 bits 48 bits
‘ 1 uunmol All Os Node address 7Ia_ Link local
L0 bits 38 bits 32 birs 48 bits
. Submnet 3
‘ 11111110111 All 0= l address ri_k:_.Nod_e a__ddress_ Ib, Site local

A link local address is used in an isolated subnet; a site local address is used in
an isolated site with several subnets

FEATURES

*Larger Address Space
Mo Broadoast
=Anycast Support
=Maobility
*Extensibility

Advantages of IPv6
Reliability
Faster Speeds: IPv6 supports multicast rather than broadcast in IPv4.This feature allows bandwidth-intensive
packet flows (like multimedia streams) to be sent to multiple destinations all at once.
Stringer Security: IPSecurity, which provides confidentiality, and data integrity, is embedded into IPv6.
e Routing efficiency
e Most importantly it’s the final solution for growing nodes in Global-network.
Disadvantages of IPv6
Conversion: Due to widespread present usage of IPv4 it will take a long period to completely shift to IPv6.
Communication: IPv4 and IPv6 machines cannot communicate directly with each other. They need an

intermediate technology to make that possible

The major differences between IPv4 and IPv6 are:
IPv4 (Internet Protocol Version 4) IPv6 (Internet Protocol Version 6)

Encryption and authentication is not provided in IPv4 (Internet  Encryption and authentication is provided in

Protocol Version 4). IPv6 (Internet Protocol Version 6)

Header of IPv4 is 20 — 60 bytes. Header of IPv6 is fixed at 40 bytes
Checksumfield is available in IPv4. Checksumfield is not available in IPv6.
Packet flow identification is not available in IPv4 (Internet Packet flow identification is available in IPv6.
Protocol Version 4). Flow label field is available in the header.
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IPv4 addresses are usually represented in dot-decimal An IPv6 address is represented as eight groups
notation, consisting of four decimal numbers, each ranging of four hexadecimal digits, each group
from 0 to 255, separated by dots. representing 16 bits.

Sender and forwarding routers performs fragmentation in IPv4  Fragmentation is performed only by the sender

in IPv6.

In IPv4, security features relies on application In IPv6, there is an inbuilt security feature
named IPSEC.

End to end connection integrity cannot be achieved in IPv4. End to end connection integrity can be done in
IPV6.

IPv4 supports DHCP and Manual address configuration IPv6 supports renumbering and auto address

configuration.

IPv4 addresses are 32-bit long IPv6 addresses are 128 bits long.
The address space in IPv4 is 4.29 x109 The address space in IPv6 is 3.4 x1038
IPv4 has a broadcast message transmission scheme. Multicast and Anycast message transmission

scheme is available in IPv6

Ipv4 header format

0 4 8 16 19 24 £
Version lHEEdEF Length ‘ Tos Total length
I identifier Flags Fragment offset
= TTL ‘ Protocol Header checksum

Source IP address

Destination IP address

Options (variable length)

+———1apea

Data

ARP

Address Resolution Protocol is one of the most important protocols of the network layer

n the OSI model which helps in finding the MAC(Media Access Control) address given the IP
address of the system i.e. the main duty of the ARP is to convert the 32-bit IP address(for

Pv4) to 48-bit address i.e. the MAC address.oARP (address Resolution Protocol) is main protocol in the
"CP/IP suite in the network layer of the OSI model. It is used to obtain the Media Access Control address (MAC) of the
10st system. It establishes a mapping between IP address and MAC address of the host system in the database.
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ARP

MnACT

Every host or router on the network receives and processes the ARP query packet, but only the intended recipient
flecognizes its IP address and sends back an ARP response packet. The response packet contains the recipient's IP and physical
dddresses. The packet is unicast directly to the inquirer by using the physical address received in the query packe

MRP operation

Looking for physical address ofa
node with [P address 141.23.56.23

?7 Request i !
System A ¥ I + i System B

a. ARP request is broadeast

The node physical address
15 Ad:6E:F4:59:83:AB

? - 4?
System A | Systemn B

b. ARP reply s unicast

In Figure 21.1a, the system on the left (A) has a packet that needs to be delivered to another system (B) with IP address
141.23.56.23. System A needs to pass the packet to its data link layer for the actual delivery, but it does not know the

hysical address of the recipient. It uses the services of ARP by asking the ARP protocol to send a broadcast ARP request
j[acket to ask for the physical address of a system with an IF address of 141.23.56.23.

This packet is received by every system on the physical network, but only system B will answer it, as shown in Figure 21.1 b.
Yystem B sends an ARP reply packet that includes its physical address. Now system A can send all the packets it has for this
dlestination by using the physical address it received

Packet Format
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32 bits

B bits £ bits 16 bits [
Hardware Type Protocol Type
Hardware Protocol Operation
length length Request 1, Reply 2

Sender hardware address
(For example, 6 bytes for Ethernet)

Sender protocol address
(For example, 4 bytes for [P)

Target hardware address
(For example, 6 bytes for Ethernet)
(It is not filled in a request)

Target protocol address
(For example, 4 bytes for [P)

The helds arc as follows:

Hardware type. This 1s a 16-bit field defiming the type of the network on which
ARP 1s running. Each LAN has been assigned an integer based on its type. For
example, Ethernet i1s given type 1. ARP can be used on any physical network.

Protocol type. This 15 a 16-bit field defining the protocol. For example, the value
ofthis field for the IPv4 protocol 1s 0800 5, ARP can be used with any higher-level

protocol.

Hardware length. This 1s an 8-bit field defining the length of'the physical address
m bytes. For example, for Ethernet the value 15 6.

Protocol length. This 1s an 8-bit field defining the length of the logical address in
bytes. For example, for the IPv4 protocol the value 1s 4.

Operation. This 1s a 16-bit field defining the type of packet. Two packet types are
defined: ARP request (1) and ARP reply (2).

Sender hardware address. This 1s a variable-length field defining the physical
address of the sender. For example, for Ethernet this field 1s 6 bytes long.

Sender protocol address. This 1s a varable-length field defining the logical (for
example, IP) address of the sender. For the IP protocol, this field 1s 4 bytes long.
Target hardware address. This 1s a variable-length field defining the physical
address of the target. For example, for Ethernet this field 1s 6 bytes long. For an ARP
request message, this field 1s allOs because the sender does not know the physical
address of the target.

Target protocol address. This 1s a variable-length field defining the logical (for
example, IP) address ofthe target. For the IPv4 protocol, this field 1s 4 bytes long.
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Encapsulation

An ARP packet is encapsulated directly into a data link frame. For example, in Figure 21.3 an ARP packet is
¢ncapsulated in an Ethernet frame. Note that the type field indicates that the data carried by the frame are an ARP packet.

Figure 21.3 Encapsulation ofARP packet

ARP request or reply packet

Type: Ox(E0o : —
Preamble Destination Source
and 5PD | address address Type Data CRC
% bytes i bytes fibytes 2 bytes 4 bytes
ffour Different Cases
Figure 21.4  Four cases using ARP
Target IP address: Target 1P address:
Destination address in the IP datagram IP address of a rouler
Sender Sender
Host —
E ‘\:\Hm, “a,_Router
. LAN
Receiver Receiver
Case 1. A host has a packet o send to Case 2. A host wants to send a packet o
another host on the same network. anoiher host on another network.

It must first be delivered to a router.

Target IF address:
IF address of the appropriate router
found in the routing table

Target [P address:
Drestination address in the [P datagram

Sender Sender
Host
i Wit [ — .
LAN J LAM®
Receiver Receiver
Case 3. A router receives a packet to be sent Case 4. Arouter receives a packet to be sent
io a host on another network. 1t must first to a host on the same network.

be delivered to the appropriate router.

ProxyARP
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A technique called proxy ARP is used to create a subnetting effect. A proxy ARP is an ARP that acts on behalf of a set of hosts.
Vhenever a router running a proxy ARP receives an ARP request looking for the IP address of one of these hosts, the router
dends an ARP reply announcing its own hardware (physical) address. After the router receives the actual IP packet, it sends
the packet to the appropriate host or router. Let us give an example. In Figure 21.6 the ARP installed on the right-hand host
vill answer only to anARP request with a target IP address of 141.23.56.23.

Figure 21.6 Proxy ARP

141.23.56.21 141.23.56.22  141.23.5623
i

r i~

The proxy ARF router replies [== -;:L\_. = ]

to any ARP request received *‘ m —
for destinations 141.23 5621,
141.23.56.22 and 141.23.56.23.

Added subnetwork

@ Proxy ARP
router

Request

Router or host ¥
.

However, the administrator may need to create a subnet without changing the whole system to recognize
Jubnetted addresses. One solution is to add a router running a proxy ARP. In this case, the router acts on behalf of all the

osts installed on the subnet. When it receives an ARP request with a target IP address that matches the address of one of its
troteges (141.23.56.21, 141.23.56.22, or 141.23.56.23), it sends an ARP reply and announces its hardware address as the
farget hardware address. When the router receives the IP packet, it Sends the packet to the appropriate host.

ARP: ARP stands for (Address Resolution Protocol) it is responsible to find the hardware address of a host from a
know IP address there are three basic ARP terms.

The important terms associated with ARP are:

1) Reverse ARP

i) Proxy ARP

iii) Inverse ARP

ARP Cache: After resolving the MAC address, the ARP sends it to the source where it is stored in a table for
future reference. The subsequent communications can use the MAC address from the table
ARP Cache Timeout: It indicates the time for which the MAC address in the ARP cache can reside

ARP request: This is nothing but broadcasting a packet over the network to validate whether we came across the
destination MAC address or not.

1. The physical address of the sender.
2. The IP address of the sender.
3. The physical address of the receiver is FF:FF:FF:FF:FF:FF or 1’s.
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4. The IP address of the receiver
ARP response/reply: It is the MAC address response that the source receives from the destination which aids in

further communication of the data.

CASE-1: The sender is a host and wants to send a packet to another host on the same network.
e Use ARP to find another host’s physical address

CASE-2: The sender is a host and wants to send a packet to another host on another network.
o The sender looks at its routing table.
« Find the IP address of the next-hop (router) for this destination.
e Use ARP to find the router’s physical address

CASE-3: the sender is a router and received a datagram destined for a host on another network.
e The router checks its routing table.
e Find the IP address of the next router.

Advantages of using ARP

o We can easily find out the MAC address of the device if we know the IP address of that device.
o It is not necessary to configure the address of the end nodes for the MAC address. We can find it

when needed.
Disadvantages of using ARP

o ARP attacks such as ARP spoofing and ARP denial of service may occur.

RARP

RARP Reverse Address Resolution Protocol (RARP) finds the logical address for a machine that knows only its physical
dddress. Each host or router is assigned one or more logical (IP) addresses, which are unique and independent of the physical
(hardware) address of the machine. To create an IP datagram, a host or a router needs to know its own IP address or
dddresses. The IP address of a machine is usually read from its configuration file stored on a disk file.
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Dynamic Host Configuration
Protocol.

€Every computer on a network
has to have an |.P. address.

2 ways that a computer can be
assigned an |.P. address.

DHCP (IPV4/V6) o T B

allows a server to dynamically distribute IP addressing and configuration information to clients.

IP Address
Subnet Mask e =) 0N
Default Gateway ' 1 . )
DNS server :\.' 2 a7
P Mdaresst
Advantages :

Centralized network client
configuration

easier |P address management
Reduced network administration.
large network support
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DHCP Process NETWORY OM INE ACADEMY

@ | >

IP address request

IP address offer

Q |

> :
DHCP client |IP address selection | DHCP server

y
& | @
IP address
l acknowledgment }

The DHCP lease process works as follows:

First of all, a client (network device) must be connected to the internet.
DHCP clients request an IP address. Typically, client broadcasts a query for this information.

DHCP server responds to the client request by providing IP server address and other configuration
information. This configuration information also includes time period, called a lease, for which the
allocation is valid.

When refreshing an assignment, a DHCP clients request the same parameters, but the DHCP server
may assign a new IP address. This is based on the policies set by the administrator.

Components of DHCP

Vhen working with DHCP, it is important to understand all of the components. Following are the list of
omponents:

o

DHCP Server: DHCP server is a networked device running the DCHP service that holds IP
addresses and related configuration information. This is typically a server or a router but could be
anything that acts as a host, such as an SD-WAN appliance.

DHCP client: DHCP client is the endpoint that receives configuration information from a DHCP
server. This can be any device like computer, laptop, 1oT endpoint or anything else that requires
connectivity to the network. Most of the devices are configured to receive DHCP information by
default.
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o IP address pool: IP address pool is the range of addresses that are available to DHCP clients. IP
addresses are typically handed out sequentially from lowest to the highest.

o Subnet: Subnet is the partitioned segments of the IP networks. Subnet is used to keep networks
manageable.

o Lease: Lease is the length of time for which a DHCP client holds the IP address information. When

a lease expires, the client has to renew it.

o DHCP relay: A host or router that listens for client messages being broadcast on that network and
then forwards them to a configured server. The server then sends responses back to the relay
agent that passes them along to the client. DHCP relay can be used to centralize DHCP servers
instead of having a server on each subnet.

Benefits of DHCP

There are following benefits of DHCP:

Centralized administration of IP configuration: DHCP IP configuration information can be stored in a
g§ingle location and enables that administrator to centrally manage all IP address configuration
information.

Pynamic host configuration: DHCP automates the host configuration process and eliminates the need
{o manually configure individual host. When TCP/IP (Transmission control protocol/Internet protocol) is
irst deployed or when IP infrastructure changes are required.

eamless IP host configuration: The use of DHCP ensures that DHCP clients get accurate and timely IP
onfiguration IP configuration parameter such as IP address, subnet mask, default gateway, IP address of
ND server and so on without user intervention.

lexibility and scalability: Using DHCP gives the administrator increased flexibility, allowing the
dministrator to move easily change IP configuration when the infrastructure changes.

HCP provides static and dynamic address allocation that can be manual or automatic.

tatic Address Allocation In this capacity DHCP acts as BOOTP does. It is backwardcompatible with BOOTP, which means a
ost running the BOOTP client can request a static address from a DHCP server. A DHCP server has a database that statically
inds physical addresses to IP addresses.

Dynamic Address Allocation DHCP has a second database with a pool of available IP addresses. This second database makes
[PHCP dynamic. When a DHCP client requests a temporary IP address, the DHCP server goes to the pool of available (unused)
[P addresses and assigns an IP address for a negotiable period of time.

CMP ]
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The IP protocol has no error-reporting or error-correcting mechanism.

The Internet Control Message Protocol (ICMP) has been designed to compensate for the above two deficiencies. It is a
¢ompanion to the IP protocol.

Types of Messages ICMP messages are divided into two broad categories: error-reporting messages and query messages. The
grror-reporting messages report problems that a router or a host (destination) may encounter when it processes an IP
ppacket. The query messages, which occur in pairs, help a host or a network manager get specific information from a router or
gnother host. For example, nodes can discover their neighbors. Also, hosts can discover and learn about routers on their
metwork, and routers can help a node redirect its messages

IMessage Format An ICMP message has an 8-byte header and a variable-size data section. Although the general format of the
header is different for each message type, the first 4 bytes are common to all.

& bits 38 bats 8 b= 8 bits

Type Code I Checksum

Rest of the header

Data section

Error Reporting One of the main responsibilities of ICMP is to report errors. Although technology has produced
increasingly reliable transmission media

ICMP always reports error messages to the original source.

Error
reporting
Deestination Source Time Parameter Redirection
unreachable quench exceeded problems i
Type: 3 Tyvpe: 4 Type: 11 Type: 12 Type: 5

[Pestination Unreachable

Vhen a router cannot route a datagram or a host cannot deliver a datagram, the datagram is discarded and the router or the
Most sends a destination-unreachable message back to the source host that initiated the datagram

Yource Quench

The IP protocol is a connectionless protocol. There is no communication between the source host, which produces the
datagram, the routers, which forward it, and the destination host, which processes it.

Time Exceeded The time-exceeded message is generated in two cases: As we see in Chapter 22, routers use routing tables to
find the next hop (next router) that must receive the packet
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Parameter Problem Any ambiguity in the header part of a datagram can Create serious problems as the datagram travels

through the Internet

Redirection When a router needs to send a packet destined for another network, it must know the IP address of the

mext appropriate route

Query In addition to error reporting, ICMP can diagnose some network problems. This is accomplished through the query
fnessages, a group of four different pairs of messages

o —— P

Query messages

[ |

Echo Timestamp Address-mask Router solicitation
request and reply request and reply | request and reply and advertisement
Types: & and 0 Types: 13 and 14 Types: 17 and 18 Types: 10 and 9

Link State Routing —
_ink state routing is the second family of routing protocols. While distance-vector routers use a
listributed algorithm to compute their routing tables, link-state routing uses link-state routers to
2xchange messages that allow each router to learn the entire network topology. Based on this
earned topology, each router is then able to compute its routing table by using the shortest path
computation.
-eatures of link state routing protocols —

Link state packet — A small packet that contains routing information.

Link state database — A collection of information gathered from the link-state packet.

Shortest path first algorithm (Dijkstra algorithm) — A calculation performed on the
database results in the shortest path

Routing table — A list of known paths and interfaces.

Calculation of shortest path —

[0 find the shortest path, each node needs to run the famous Dijkstra algorithm. This famous

algorithm uses the following steps:

~ Step-1: The node is taken and chosen as a root node of the tree, this creates the tree with a
single node, and now set the total cost of each node to some value based on the information
in Link State Database
Step-2: Now the node selects one node, among all the nodes not in the tree-like structure,
which is nearest to the root, and adds this to the tree. The shape of the tree gets changed.
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Step-3: After this node is added to the tree, the cost of all the nodes not in the tree needs to
be updated because the paths may have been changed.
Step-4: The node repeats Step 2. and Step 3. until all the nodes are added to the tree

_ink State protocols in comparison to Distance Vector protocols have:

L. It requires a large amount of memory.

2. Shortest path computations require many CPU circles.

3. If a network uses little bandwidth; it quickly reacts to topology changes

. All items in the database must be sent to neighbors to form link-state packets.
%. All neighbors must be trusted in the topology.

5. Authentication mechanisms can be used to avoid undesired adjacency and problems.

7. No split horizon techniques are possible in the link-state routing.
Open Shortest Path First (OSPF) is a unicast routing protocol developed by a working
group of the Internet Engineering Task Force (IETF).
It is an intradomain routing protocol.
It is an open-source protocol.
It is similar to Routing Information Protocol (RIP)
OSPF is a classless routing protocol, which means that in its updates, it includes the
subnet of each route it knows about, thus, enabling variable-length subnet masks. With
variable-length subnet masks, an IP network can be broken into many subnets of various
sizes. This provides network administrators with extra network configuration flexibility.
These updates are multicasts at specific addresses (224.0.0.5 and 224.0.0.6).
OSPF is implemented as a program in the network layer using the services provided by
the Internet Protocol
IP datagram that carries the messages from OSPF sets the value of the protocol field to
89
OSPF is based on the SPF algorithm, which sometimes is referred to as the Dijkstra
algorithm
OSPF has two versions — version 1 and version 2. Version 2 is used mostly
DSPF Messages — OSPF is a very complex protocol. It uses five different types of messages.
These are as follows:
L. Hello message (Type 1) — It is used by the routers to introduce themselves to the other
routers.

2. Database description message (Type 2) — It is normally sent in response to the Hello
message.

3. Link-state request message (Type 3) — It is used by the routers that need information
about specific Link-State packets.




l. Link-state update message (Type 4) — It is the main OSPF message for building Link-State
Database.

5. Link-state acknowledgement message (Type 5) — It is used to create reliability in the
OSPF protocol.

Link State Routing Link state routing has a different philosophy from that of distance vector routing. In link state
outing, if each node in the domain has the entire topology of the domainthe list of nodes and links, how they are connected
including the type, cost (metric), and condition of the links (up or down)-the node can use Dijkstra's algorithm to build a
outing table

Figure 22.20 Concept oflink state routing

Pl o————0 1

The figure shows a simple domain with five nodes. Each node uses the same topology to create a routing table,
but the routing table for each node is unique because the calculations are based on different interpretations of the topology.

This is analogous to a city map. While each person may have the same map, each needs to take a different route to reach her
dpecific destination.
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Figure 22.21 Link state knowledge

o ; ; , 25 s -
A's states of links 1 ! | B's states of links

| E's states oflinks

DV's states of links JI.

MNode A knows that it 1s connected to node B with metric 5, to node C with metnc 2,
and to node D with metric 3. Node C knows that it 15 connected to node A with metnc 2,
to node B with metric 4, and to node E with metric 4. Node D knows that 1t is con-
nected only to node A with metric 3. And so on. Although there 1s an overlap 1n the
knowledge, the overlap guarantees the creation of a common topology-a picture of
the whole domain for each node.

Building Routing Tables

In link state routing, four sets of actions are required to ensure that each node has the routing table showing the
[past-cost node to every other node.

]. Creation of the states of the links by each node, called the link state packet (LSP).
2. Dissemination of LSPs to every other router, called flooding, in an efficient and reliable way.
3. Formation of a shortest path tree for each node.

4. Calculation of a routing table based on the shortest path tree. Creation of Link State Packet (LSP) A link state
ppacket can carry a large amount of information. For the moment, however, we assume that it carries a minimum amount

1. When there is a change in the topology ofthe domain. Triggering of LSP dissemination is the main way of quickly
informing any node in the domain to update its topology

. 2. On a periodic basis. The period in this case is much longer compared to distance vector routing. As a matter of
flact, there is no actual need for this type of LSP dissemination. It is done to ensure that old information is removed from the
dlomain. The timer set for periodic dissemination is normally in the range of 60 min or 2 h based on the implementation. A
Ionger period ensures that flooding does not create too much traffic on the network.

WA Jinh ifasti |p£|2’rpc com 18




Figure 22.22  Dijkstra algorithm

. Start
Y
Setroot to local node and
move it o tentative list

Tentative list

- 15 emply.

Mo

Among nodes in tentative list, move the
one with the shortest path to permanent list.

Add each unprocessed neighbor of last moved
node to tentative list 1f not already there.
[f neighbor is in the tentative list with larger
cumulative cost, replace it with new one.

Figure 22.23 Example offormation ofshortest path tree

Topology

t Root Root
ﬁ o, B3 0k {B 5
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I. Set root to A and move A o 2. Move A to permanent list and add 3. Move C to permanent and add
tentative List. B. C, and D to tentative list. E to tentative List.
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0 OHL —(B) 5
2{C) 2

3(n) (E)6 | 3 6

4 Move D o permanent list. 5. Move B to permanent list. . Move E to permanent list
(tentative list is empty).
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Table 22.2  Routing table for node 4

Node Cost Next Rouier
A 0 -
B 5 -
C 2 -
3
E 6 C

Intradomain and interdomain routing protoco

Routing Information Protocol (RIP) is an implementation of the distance vector protocol. Open Shortest Path First

(OSPF) is an implementation of the link state protocol. Border Gateway Protocol (BGP) is an implementation of the
path vector protocol

Figure 22.13 Popular routing protocols

Rowting protocols

lmu"h; —

| Distance vector I | Link state I ’ Path vector I
RIP OSPF BGE

Intra-domain routing

-->routing within an AS(Autonomous System).
-->ignores the internet outside the autonomous system.

-->protocols for intra domain routing are also called interior gateway protocols.
-->popular protocols are RIP ams OSPF.

Inter-domain routing
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-->routing between AS's.

-->assumes that the internet consists of a collection of interconnected AS's.
-->protocol for inter domain routing are also called exterior gateway protocols.
-->routing protocols are BGP.

A path vector protocol

| t does not rely on the cost of reaching a given destination to determine whether each path available is loop free or not.
Instead, path vector protocols rely on analysis of the path to reach the destination to learn if it is loop free or not

Initialization At the beginning, each speaker node can know only the reachability of nodes inside its autonomous
system. Figure 22.30 shows the initial tables for each speaker node in a system made of four ASs.

Figure 22_30 ITnitial rowting rtables in path vecror rowtins

Loop prevention. The instability of distance vector routing and the creation of loops can be avoided in path
vector routing. When a router receives a message, it checks to see if its autonomous system is in the path list to the
destination. If it is, looping is involved and the message is ignored.

Figure 22.31 Srabilized tables for three autonomous systems

Dest. Path Diest. Path Dﬁl: . Path Daest. Path
A | Asy a1 [ASIASL FAl| ASIASLC Al AS4-AS3-A%]
As| AS1_ . AS | ASZ-ASL. AS |TAS3-ASIZ " A5 AS4-ASI-ASI
Bl -Asd Bl | ASZ. . -- Bl [ AS3-AS2- Bl -ﬁs:;-a'sa:_ﬁsz
Ba | AS1-AS] Ba| AS2” ) B4 | ASERSS - B4 | ASANSI &5
c1| Asi-ABS: - C1 | aSzeasIs Cl | AS3 C1 [AS4-AST
ca | Asiass O3 [TASEIASE C3 [iAs3 - 3 | asa-as3
01 | ASEASZ ASa D1 || AS2-AS3_ASET Dl | ASIASET DU ASA
D4 | ASIEASE-ASSE: Da | AS2-AS3-ASE D4 [ ASsckse D4 | ASd S
Al Tablc Bl Tablc 1 Tablc 1 Table

BGP Border Gateway Protocol (BGP) is an interdomain routing protocol using path vector routing. It first appeared in
1989 and has gone through four versions.

Types of Autonomous Systems As we said before, the Internet is divided into hierarchical domains called
autonomous systems. For example, a large corporation that manages its own network and has full control over it is
an autonomous system. A local ISP that provides services to local customers is an autonomous system. We can divide
autonomous systems into three categories: stub, multihomed, and transit.

O Stub AS. A stub AS has only one connection to another AS. The interdomain data
traffic in a stub AS can be either created or terminated in the AS. The hosts in the AS
can send data traffic to other ASs. The hosts in the AS can receive data coming from
hosts in other ASs. Data traffic, however, cannot pass through a stub AS. A stub AS
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0 Multihomed AS. A multihomed AS has more than one connection to other ASs,
but it 1s still only a source or sink for data traffic. It can receive data traffic from
more than one AS. It can send data traffic to more than one AS. but there 1s no tran-
sient traffic. It does not allow data coming from one AS and going to another AS to
pass through. A good example ofa multithomed AS 1s a large corporation that 1s con-
nected o more than one regional or nattonal AS that does not allow transient traffic.

O Transit AS. A transit AS is a multihomed AS that also allows transient traffic. Good
examples of transit ASs are national and mnternational ISPs (Internet backbones).

Figure 22.32  Internal and external BGP sessions

1 =" E-BGP session - = = I-BGP scssions I

The session established between AS 1 and AS2 is an E-BOP session. The two speaker
routers exchange information they know about networks in the Intemet. However. these
two routers need to collect information from other routers in the autonomous systems.
This is done using [-BOP sessions.

Classless Addressing

To overcome address depletion and give more organizations access to the Internet,
classless addressing was designed and implemented. In this scheme, there are no
classes, but the addresses are still granted in blocks.

Address Blocks

In classless addressing, when an entity, small or large, needs to be connected to the
Internet, it is granted a block (range) of addresses. The size of the block (the number of
addresses) varies based on the nature and size of the entity. For example, a household
may be given only two addresses; a large organization may be given thousands of

addresses. An ISP, as the Internet service provider, may be given thousands or hundreds
of thousands based on the number of customers it may serve.

Restriction To simplify the handling of addresses, the Internet authorities impose
three restrictions on classless address blocks:

l. The addresses in a block must be contiguous. one after another.

2. The number of addresses in a block mustbe a powerof2 (I, 2, 4, 8, ... ).

3. The first address must be evenly divisible by the number of addresses.
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Example 195

Figure 193 shows a block of addresses, in both binary and dotted-decimal notation, granted to a
small business that needs 16 addresses.

Figure 19.3 A4 block of 16 addresses granted to a small organization

Block Block _
First 205.16.37.32 11001100 OOO1T0000 0010010 OO0 1 OO0
205.16.37.33 1 VOO 10 COO100 O 100100 OO 100001 g
3
Last 205.16.37.47 11001101 QOO 10000 GO1001O0 [LIMLIER B} =
o Docimal B. Binary -

Mask

A better way to define a block of addresses is to select any address in the block and the
mask. As we discussed before. a mask 1s a 32-bit number in which the n leftimost bits

In 1Pv4 addressing, a block of addresses can be defined as
K.y 2Z.1ln
in which x.v.z.t defines one ofthe addresses and the n defines the mask.

First Address The first address in the block can be found by setting the 32 - » right-
most bits in the binary notation of the address to Os.

The first address in the block can be found by setting the rightmost 32 - n bits to Os.

Last Address The last address in the block can be found by setting the 32 - » right-
most bits in the binary notation of the address to Is.

The last address in the block can be found by setting the rightmost 32 - »n bits to Is.

Mumber of Addresses The number of addresses in the block 1s the difference between
the last and first address. It can easily be found using the formula 2P

The number ofaddresses in the block can be found by using the formula 2P,

Network Addresses

A very important concept in IP addressing is the network address. When an organiza-
tion is given a block of addresses, the organization is free to allocate the addresses to
the devices that need to be connected to the Internet. The first address in the class, how-
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Figure 19.4 A nerwork configuration for the block 205.16.37.32/28

Rest of
the Intcrnet /
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The organization network is connected to the Internet via a router. The router has
two addresses. One belongs to the granted block: the other belongs to the network that
1s at the other side of the router. We call the second address x. y_ z #n because we do not
know anything about the network it 1s connected to at the other side. All messages des-
tined for addresses in the organization block (205.16.37.32 to 205.16.37.47) are sent,
directly or indirectly. to x.y.z.£n. We say directly or indirectly because we do not know

the structure of the network to which the other side of the router 1s connected.
Hierarchy

IP addresses, like other addresses or identifiers we encounter these days, have levels of
hierarchy. For example, a telephone network in North America has three levels of hier-

Figure 19.5 Hierarchy in a relephone network in North America

(_I 408 I)I B641-1 8902
1 I

Arca code:

Exchang Fice
xcl e office o

Subscriber

Two-Level Hierarchy: No Subnetting

An IP address can define only two levels of hierarchy when not subnetted. The n left-
most bits of the address x.y.z.t/n define the network (organization network): the 32 - n

Figure 19.6 Tuwo levels affierarchy in an IPv4 address

28 bits 4 bits

Metwrork profix

Host address

Kokl 1l
L

The prefix is common to all addresses in the network: the

suffix changes from one
dewvice to another.

Each address in the block can be considered as a two-level hierarchical structure:
the leftmost m bits (prefix) define the network;
the rightmost 32 - mn bits define the host.
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Figure 19.8 Three-level hierarchy in an IPvd address

Host address Host address

Subnet 1 Subnets 2 and 3

26 bits I 1 1 5 bits 26 bits | 2 | snies I
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] I 1
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Network Address Translation (NAT)

The number of home users and small businesses that want to use the Internet is ever
increasing. In the beginning, a user was connected to the Internet with a dial-up line,
which means that she was connected for a specific period of time. An ISP with a block of
addresses could dynamically assign an address to this user. An address was given to a

Table 19.3 Addresses for private networks

Range Toterl
10.0.0.0 to 10.255.255.255 224
172.16.0.0 to 172.31.255.255 220
192.168.0.0 to 192.168.255.255 216

Figure 19.10 A NAT implementation

Site using private addresses

1721831 172.18.3.2 17218320

MNAT router

172.15.3.30 2002458 Internet

Address Translation

All the outgoing packets go through the NAT router, which replaces the source address
in the packet with the global NAT address. All incoming packets also pass through the
MNAT router., which replaces the desrination address in the packet (the NAT router global
address) with the appropriate private address. Figure 19.11 shows an example of address
translation.

Figure 19.11 Addresses ima NAT

Source: 172 1831

3 I
i

Source: 2024 5 8

J

— e D

Destination: 1721831 Destination: 20024 5 8

Translation Table

The reader may have noticed that translating the source addresses for outgoing packets
is straightforward. But how does the MNAT router know the destination address for a
packet coming from the Internet? There mav be tens or hundreds of private IP addresses,

VWA Jinh ifastt |p£|n’rpe com

25




Figure 19.12 MNAT address rranslarion

Dicstination: 25.8.2_10
Source: 1T IR 3.1

S

Destinatvomn: 25 8.2 10
Soupce: 200,24, 5.%

Translation able

yd

Private

External

1721831

| -

§

25 B2 ———

Destination:
Source: 25 K. 2 10

172 18.3.1

—t

Source:

Prestinalion: 2MNE24 5.8

2S5 ®. 2100

4—(:[_[_.'—]

25.8.3.2. Ifthe translation table has five columns, instead of two, that include the source
and destination port numbers ofthe transport layer protocol, the ambiguity is eliminated.
We discuss port numbers in Chapter 23. Table 19.4 shows an example of such a table.

Table 19.4 Five-column transfafion rable

FPrivare Privare Exrermnal Exrermnal Transport
Address Poire Address Pore FProrocol
172.18.3.1 14000 25.8.3.2 S50 TCP
172.18.3.2 1401 25.8.3.2 850 TCP

MNote that when the response from HT TP comes back, the combination of source
address (25.8.3.2) and destination port number (1400) defines the-private network host
to which the response should be directed. Note also that for this translation to work. the

temporary port numbers (1400 and 1401) must be unigue.

NAT camd IS5F

An ISP that serves dial-up customers can use MNAT technology to conserve addresses.
For example, suppose an ISP is granted 1000 addresses, but has 100,000 customers.
Each ofthe customers is assigned a private network address. The ISP translates each of
the 100,000 source addresses 1In outgoing packets to one ofthe 1000 global addresses;
it translates the global destination address in incoming packets to the corresponding

private address. Figure 19.13 shows this concept.

Figure 19.13 _dm ISP and NAT

172 1831

172 24 1.1

17230k, 10HD

ISP
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addrcsscs
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Subnetting

Supernetting

S.NO

Subnetting is the procedure to divide the While supernetting is the procedure of combine
1. network into sub-networks. the small networks.

In subnetting, Network addresses’s bits are While in supernetting, Host addresses’s bits are
2. increased. increased.

In subnetting, The mask bits are moved While In supernetting, The mask bits are moved
3. towards right. towards left.

Subnetting is implemented via Variable-length  While supernetting is implemented via
4. subnet masking. Classless interdomain routing.
5. In subnetting, Address depletion is reduced or ~ While It is used for simplify routing process.

removed.
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[ARp

s used to obtain the Media Access Control address (MAC) of the host system. It establishes a mapping between IP address
ind MAC address of the host system in the database.

1~

MNASACT

Every host or router on the network receives and processes the ARP query packet, but only the intended recipient
flecognizes its IP address and sends back an ARP response packet. The response packet contains the recipient's IP and physical
Jddresses. The packet is unicast directly to the inquirer by using the physical address received in the query packe

MRP operation

Looking for physical address ofa
node with [P address 141.23.56.23

Request
1 J J
System A ¥ I + i System B

a. ARP request is broadcast

The node physical address
is Ad:AE:F4:59:83:AR

Q - 4?
System A | Systern B

b. ARP reply s unicast

In Figure 21.1a, the system on the left (A) has a packet that needs to be delivered to another system (B) with IP address
141.23.56.23. System A needs to pass the packet to its data link layer for the actual delivery, but it does not know the

hysical address of the recipient. It uses the services of ARP by asking the ARP protocol to send a broadcast ARP request
j[acket to ask for the physical address of a system with an IF address of 141.23.56.23.
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'his packet is received by every system on the physical network, but only system B will answer it, as shown in Figure 21.1 b.

ystem B sends an ARP reply packet that includes its physical address. Now system A can send all the packets it has for this
dlestination by using the physical address it received

Packet Format

32 bits
& bits . 8 bits 16 bits J
Hardware Type Protocol Type
Hardware Protocol (rperation
length length Fequest I, Reply 2

Sender hardware address
(For example, 6 bytes for Ethernet)

Sender protocol address
(For example, 4 bytes for [P)

Target hardware address
(For example, 6 bytes for Ethernet)
(It 15 not filled 1n a request)

Target protocol address
(For example, 4 bytes for [P)
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The fields arc as follows:

O Hardware type. This is a 16-bit field defining the type of the network on which
ARP 15 running. Each LAN has been assigned an integer based on 1ts type. For
example, Ethernet is given type 1. ARP can be used on any physical network.

O Protocol type. This is a 16-bit field defining the protocol. For example, the value

ofthis field for the IPv4 protocol 1s 0800 ¢, ARP can be used with any higher-level

protocol.

Hardware length. This 1s an 8-bit field defining the length of the physical address

m bytes. For example, for Ethernet the value 1s 6.

Protocol length. This 1s an 8-bit field defining the length of the logical address in

bytes. For example, for the IPv4 protocol the value 1s 4.

Operation. This 1s a 16-bit field defining the type of packet. Two packet types are

defined: ARP request (1) and ARP reply (2).

Sender hardware address. This 15 a varniable-length field defining the physical

address of the sender. For example, for Ethernet this field 1s 6 bytes long.

Sender protocol address. This 1s a variable-length field defining the logical (for
example, IP) address of the sender. For the IP protocol, this field i1s 4 bytes long.

c © O O O O

Target hardware address. This 1s a vanable-length field defining the physical
address of the target. For example, for Ethernet this field 1s 6 bytes long. For an ARP
request message, this field 1s allOs because the sender does not know the physical
address of the target.

O Target protocol address. This is a variable-length field defining the logical (for
example, IP) address ofthe target. For the IPv4 protocol, this field 1s 4 bytes long.

Encapsulation

An ARP packet is encapsulated directly into a data link frame. For example, in Figure 21.3 an ARP packet is
ncapsulated in an Ethernet frame. Note that the type field indicates that the data carried by the frame are an ARP packet.

Figure 21.3  Encapsulation ofARP packet

ARP request or reply packet

Type: Mn0800 —
Preamble Destination | Source .
and SPD address address Type CRC
& bytes & bytes & bytes 2 bytes 4 bytes

our Different Cases
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Figure 21.4  Four cases using ARP

Target IP address: Target IP address:
Destination address in the [P datagram [P address of a router
Sender Sender
. Hewse —
Hiost Host “w,_Router
[ LAN . LAN
Receiver Receiver
Case 1. A host has a packet 1o send to Case 2. A host wanis to send a packet to
another host on the same network. another host on another network.

It must first be delivered to a router.

Target IF address:
IF address of the appropriate router
found in the routing table

Target [P address:
Destination address in the [P datagram

Sender Sender
Host
- Eomlies Rosley’ "
LAY b LAY
Receiver Receiver
Case 3. A router receives a packet to be sent Case 4. Arouter receives a packel to be sent
1o a host on another network. 1t must first to a host on the same network.

be delivered to the appropriate router.

ProxyARP

A technique called proxy ARP is used to create a subnetting effect. A proxy ARP is an ARP that acts on behalf of a set of hosts.
Vhenever a router running a proxy ARP receives an ARP request looking for the IP address of one of these hosts, the router
dends an ARP reply announcing its own hardware (physical) address. After the router receives the actual IP packet, it sends
the packet to the appropriate host or router. Let us give an example. In Figure 21.6 the ARP installed on the right-hand host
vill answer only to anARP request with a target IP address of 141.23.56.23.
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Figure 21.6 Proxy ARP

141.23.56.21 141.23.56.22 141.23.56.23
- - -

The proxy ARP router replies [gl\u ==

to any ARP request received e

for destinations 141.23.56.21, Added subnetwork
141.23.56.22, and 141.23.56.23.
Proxy ARP

routsr

Request

Router or host ¥
.

However, the administrator may need to create a subnet without changing the whole system to recognize

Jubnetted addresses. One solution is to add a router running a proxy ARP. In this case, the router acts on behalf of all the

EOStS installed on the subnet. When it receives an ARP request with a target IP address that matches the address of one of its
roteges (141.23.56.21, 141.23.56.22, or 141.23.56.23), it sends an ARP reply and announces its hardware address as the
arget hardware address. When the router receives the IP packet, it sends the packet to the appropriate host.

ARP: ARP stands for (Address Resolution Protocol) it is responsible to find the hardware address of a host from a
tnow IP address there are three basic ARP terms.

The important terms associated with ARP are:

i) Reverse ARP
il) Proxy ARP

iii) Inverse ARP

ARP Cache: After resolving the MAC address, the ARP sends it to the source where it is stored in a table for
future reference. The subsequent communications can use the MAC address from the table
ARP Cache Timeout: It indicates the time for which the MAC address in the ARP cache can reside
ARP request: This is nothing but broadcasting a packet over the network to validate whether we came across the
destination MAC address or not.

1. The physical address of the sender.

2. The IP address of the sender.

3. The physical address of the receiver is FF:FF:FF:FF:FF:FF or 1’s.

4. The IP address of the receiver
ARP response/reply: It is the MAC address response that the source receives from the destination which aids in
further communication of the data.

CASE-1: The sender is a host and wants to send a packet to another host on the same network.
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e Use ARP to find another host’s physical address
CASE-2: The sender is a host and wants to send a packet to another host on another network.
e The sender looks at its routing table.
o Find the IP address of the next-hop (router) for this destination.
e Use ARP to find the router’s physical address
CASE-3: the sender is a router and received a datagram destined for a host on another network.
e The router checks its routing table.
o Find the IP address of the next router.

Advantages of using ARP

o We can easily find out the MAC address of the device if we know the IP address of that device.

o It is not necessary to configure the address of the end nodes for the MAC address. We can find it
when needed.

Disadvantages of using ARP

o ARP attacks such as ARP spoofing and ARP denial of service may occur.

RARP

RARP Reverse Address Resolution Protocol (RARP) finds the logical address for a machine that knows only its physical
dddress. Each host or router is assigned one or more logical (IP) addresses, which are unique and independent of the physical
(hardware) address of the machine. To create an IP datagram, a host or a router needs to know its own IP address or
dddresses. The IP address of a machine is usually read from its configuration file stored on a disk file.

Dynamic Host Configuration
Protocol.

€Every computer on a network
has to have an |.P. address.

2 ways that a computer can be
assigned an |.P. address.
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DHCP (IPV4/V6) NETWORY ONLINE ACADEAY

allows a server to dynamically distribute IP addressing and configuration information to clients.

IP Address
Subnet Mask Wn OHCR. = == once
Default Gateway ' 1 . )
DNS server :‘:' ) R
:‘ P Adaremst
Advantages :

Centralized network client
configuration

easier |P address management
Reduced network administration.
large network support

DHCP Process NETWORY OMLINE ACADEMY

® 4

IP address request

<a ¢ @
IP address offer
N &) >

DHCP client IP address selection DHCP server

" IP address
acknowledgment

The DHCP lease process works as follows:

o First of all, a client (network device) must be connected to the internet.

o DHCP clients request an IP address. Typically, client broadcasts a query for this information.
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o DHCP server responds to the client request by providing IP server address and other configuration
information. This configuration information also includes time period, called a lease, for which the
allocation is valid.

o When refreshing an assignment, a DHCP clients request the same parameters, but the DHCP server
may assign a new IP address. This is based on the policies set by the administrator.

Components of DHCP

Vhen working with DHCP, it is important to understand all of the components. Following are the list of
omponents:

o DHCP Server: DHCP server is a networked device running the DCHP service that holds IP
addresses and related configuration information. This is typically a server or a router but could be
anything that acts as a host, such as an SD-WAN appliance.

o DHCP client: DHCP client is the endpoint that receives configuration information from a DHCP
server. This can be any device like computer, laptop, 0T endpoint or anything else that requires
connectivity to the network. Most of the devices are configured to receive DHCP information by
default.

o IP address pool: IP address pool is the range of addresses that are available to DHCP clients. IP
addresses are typically handed out sequentially from lowest to the highest.

o Subnet: Subnet is the partitioned segments of the IP networks. Subnet is used to keep networks
manageable.

o Lease: Lease is the length of time for which a DHCP client holds the IP address information. When
a lease expires, the client has to renew it.

o DHCP relay: A host or router that listens for client messages being broadcast on that network and
then forwards them to a configured server. The server then sends responses back to the relay
agent that passes them along to the client. DHCP relay can be used to centralize DHCP servers
instead of having a server on each subnet.

Benefits of DHCP

There are following benefits of DHCP:

Centralized administration of IP configuration: DHCP IP configuration information can be stored in a
g§ingle location and enables that administrator to centrally manage all IP address configuration
information.
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ynamic host configuration: DHCP automates the host configuration process and eliminates the need
o manually configure individual host. When TCP/IP (Transmission control protocol/Internet protocol) is
irst deployed or when IP infrastructure changes are required.

eamless IP host configuration: The use of DHCP ensures that DHCP clients get accurate and timely IP
onfiguration IP configuration parameter such as IP address, subnet mask, default gateway, IP address of
ND server and so on without user intervention.

lexibility and scalability: Using DHCP gives the administrator increased flexibility, allowing the
dministrator to move easily change IP configuration when the infrastructure changes.

HCP provides static and dynamic address allocation that can be manual or automatic.

tatic Address Allocation In this capacity DHCP acts as BOOTP does. It is backwardcompatible with BOOTP, which means a
ost running the BOOTP client can request a static address from a DHCP server. A DHCP server has a database that statically
inds physical addresses to IP addresses.

Dynamic Address Allocation DHCP has a second database with a pool of available IP addresses. This second database makes
[DPHCP dynamic. When a DHCP client requests a temporary IP address, the DHCP server goes to the pool of available (unused)
[P addresses and assigns an IP address for a negotiable period of time.

CMP ]

The IP protocol has no error-reporting or error-correcting mechanism.

The Internet Control Message Protocol (ICMP) has been designed to compensate for the above two deficiencies. It is a
d¢ompanion to the IP protocol.

Types of Messages ICMP messages are divided into two broad categories: error-reporting messages and query messages. The
grror-reporting messages report problems that a router or a host (destination) may encounter when it processes an IP
packet. The query messages, which occur in pairs, help a host or a network manager get specific information from a router or
gnother host. For example, nodes can discover their neighbors. Also, hosts can discover and learn about routers on their
metwork, and routers can help a node redirect its messages

[Message Format An ICMP message has an 8-byte header and a variable-size data section. Although the general format of the
header is different for each message type, the first 4 bytes are common to all.

8 buts 8 bats 8 buis 8 bits

Type Code | Checksum

Rest ofthe header

Data section
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Error Reporting One of the main responsibilities of ICMP is to report errors. Although technology has produced
increasingly reliable transmission media

ICMP always reports error messages to the original source.

Ermor

reporting
Destination Source Ttme Parameter Redirection
unreachable quench exceeded problems i
Type: 3 Tyvpe: 4 Type: 11 Type: 12 Type: 5

[Pestination Unreachable

NVhen a router cannot route a datagram or a host cannot deliver a datagram, the datagram is discarded and the router or the
Most sends a destination-unreachable message back to the source host that initiated the datagram

Yource Quench

The IP protocol is a connectionless protocol. There is no communication between the source host, which produces the
dlatagram, the routers, which forward it, and the destination host, which processes it.

Time Exceeded The time-exceeded message is generated in two cases: As we see in Chapter 22, routers use routing tables to
find the next hop (next router) that must receive the packet

Parameter Problem Any ambiguity in the header part of a datagram can Create serious problems as the datagram travels
through the Internet

Redirection When a router needs to send a packet destined for another network, it must know the IP address of the
mext appropriate route

Query In addition to error reporting, ICMP can diagnose some network problems. This is accomplished through the query
fnessages, a group of four different pairs of messages

e —— P <

Query messages

I
[ | I

Echo Timestamp Address-mask Router solicitation
request and reply request and reply | request and reply and advertisement
Types: 8 and Types: 13 and 14 Types: 17 and 18 Types: 10 and 9

Link State Routing —

_ink state routing is the second family of routing protocols. While distance-vector routers use a
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listributed algorithm to compute their routing tables, link-state routing uses link-state routers to
2xchange messages that allow each router to learn the entire network topology. Based on this
earned topology, each router is then able to compute its routing table by using the shortest path
computation.

-eatures of link state routing protocols —

Link state packet — A small packet that contains routing information.
Link state database — A collection of information gathered from the link-state packet.

Shortest path first algorithm (Dijkstra algorithm) — A calculation performed on the
database results in the shortest path

Routing table — A list of known paths and interfaces.

Calculation of shortest path —

To find the shortest path, each node needs to run the famous Dijkstra algorithm. This famous
algorithm uses the following steps:

.~ Step-1: The node is taken and chosen as a root node of the tree, this creates the tree with a
single node, and now set the total cost of each node to some value based on the information
in Link State Database

Step-2: Now the node selects one node, among all the nodes not in the tree-like structure,
which is nearest to the root, and adds this to the tree. The shape of the tree gets changed.
Step-3: After this node is added to the tree, the cost of all the nodes not in the tree needs to
be updated because the paths may have been changed.

Step-4: The node repeats Step 2. and Step 3. until all the nodes are added to the tree

_|nk State protocols in comparison to Distance Vector protocols have:

3. It requires a large amount of memory.

®. Shortest path computations require many CPU circles.

10. If a network uses little bandwidth; it quickly reacts to topology changes

11. Allitems in the database must be sent to neighbors to form link-state packets.

12.  All neighbors must be trusted in the topology.

13. Authentication mechanisms can be used to avoid undesired adjacency and problems.

14. No split horizon techniques are possible in the link-state routing.
Open Shortest Path First (OSPF) is a unicast routing protocol developed by a working
group of the Internet Engineering Task Force (IETF).

« Itis an intradomain routing protocol.

« |tis an open-source protocol.




It is similar to Routing Information Protocol (RIP)

OSPF is a classless routing protocol, which means that in its updates, it includes the
subnet of each route it knows about, thus, enabling variable-length subnet masks. With
variable-length subnet masks, an IP network can be broken into many subnets of various
sizes. This provides network administrators with extra network configuration flexibility.
These updates are multicasts at specific addresses (224.0.0.5 and 224.0.0.6).

OSPF is implemented as a program in the network layer using the services provided by
the Internet Protocol

IP datagram that carries the messages from OSPF sets the value of the protocol field to
89

OSPF is based on the SPF algorithm, which sometimes is referred to as the Dijkstra
algorithm

OSPF has two versions — version 1 and version 2. Version 2 is used mostly
DSPF Messages — OSPF is a very complex protocol. It uses five different types of messages.

[hese are as follows:
5. Hello message (Type 1) — It is used by the routers to introduce themselves to the other
routers.

. Database description message (Type 2) — It is normally sent in response to the Hello
message.

. Link-state request message (Type 3) — It is used by the routers that need information
about specific Link-State packets.

. Link-state update message (Type 4) — It is the main OSPF message for building Link-State
Database.

0. Link-state acknowledgement message (Type 5) — It is used to create reliability in the
OSPF protocol.

Link State Routing Link state routing has a different philosophy from that of distance vector routing. In link state

outing, if each node in the domain has the entire topology of the domainthe list of nodes and links, how they are connected
%cluding the type, cost (metric), and condition of the links (up or down)-the node can use Dijkstra's algorithm to build a

outing table
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Figure 22.20 Concept oflink state routing

()

()

The figure shows a simple domain with five nodes. Each node uses the same topology to create a routing table,

ut the routing table for each node is unique because the calculations are based on different interpretations of the topology.
'his is analogous to a city map. While each person may have the same map, each needs to take a different route to reach her
Jpecific destination.

Figure 22.21 Link state knowledge

. i
A's states of links 1

DV's states of links ‘I. | E's states oflinks

MNode A knows that it 15 connected to node B with metric 5, to node C with metric 2,
and to node D with metric 3. Node C knows that it 15 connected to node A with metnc 2,
to node B with metric 4, and to node E with metric 4. Node D knows that 1t is con-
nected only to node A with metric 3. And so on. Although there 1s an overlap 1n the
knowledge, the overlap guarantees the creation of a common topology-a picture of
the whole domain for each node.

Building Routing Tables
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In link state routing, four sets of actions are required to ensure that each node has the routing table showing the
lpast-cost node to every other node.

]. Creation of the states of the links by each node, called the link state packet (LSP).
2. Dissemination of LSPs to every other router, called flooding, in an efficient and reliable way.
3. Formation of a shortest path tree for each node.

4. Calculation of a routing table based on the shortest path tree. Creation of Link State Packet (LSP) A link state
packet can carry a large amount of information. For the moment, however, we assume that it carries a minimum amount

1. When there is a change in the topology ofthe domain. Triggering of LSP dissemination is the main way of quickly
informing any node in the domain to update its topology

. 2. On a periodic basis. The period in this case is much longer compared to distance vector routing. As a matter of
flact, there is no actual need for this type of LSP dissemination. It is done to ensure that old information is removed from the
domain. The timer set for periodic dissemination is normally in the range of 60 min or 2 h based on the implementation. A
llonger period ensures that flooding does not create too much traffic on the network.

Figure 22.22  Dijkstra algorithm

Setroot to local node and
move it o tentative list

Tentative list

b 15 emply.

Mo

Among nodes in tentative list, move the
one with the shortest path to permanent list.

Add each unprocessed neighbor of last moved
node to tentative list 1f not already there.

[f neighbor is in the tentative list with larger
cumulative cost, replace it with new one.
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Figure 22.23 Example aofformation ofshortest path tree

Topology

00

L. Set root to A and move A to 2. Move A to permanent list and add 3. Move C to permanent and add
tentative list. B, C, and [} to tentative list E to temtative list.
Bt Eoot Rt

) (B)s5 |0 —(B) 5
2{C) 2
3() (E)6 | 3 6

4 Move D io permanent hist. 5. Move B to permanent list. . Move E to permanent list
(tentative list is empty).

Table 22.2  Routing table for node A

Node Cost Next Router
A 0 -
B 3 -
C 2 -
3
E 6 C
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Intradomain and interdomain routing protoco

Routing Information Protocol (RIP) is an implementation of the distance vector protocol. Open Shortest Path First

(OSPF) is an implementation of the link state protocol. Border Gateway Protocol (BGP) is an implementation of the
path vector protocol

Figure 22.13  Popular routing protocols

Rowting protocols

| Distance vector I | Link starc I | Palh vector I
RIF OSPF BGE

Intra-domain routing

-->routing within an AS(Autonomous System).
-->ignores the internet outside the autonomous system.

-->protocols for intra domain routing are also called interior gateway protocols.
-->popular protocols are RIP ams OSPF.

Inter-domain routing

-->routing between AS's.

-->assumes that the internet consists of a collection of interconnected AS's.

-->protocol for inter domain routing are also called exterior gateway protocols.
-->routing protocols are BGP.

A path vector protocol

| t does not rely on the cost of reaching a given destination to determine whether each path available is loop free or not.
Instead, path vector protocols rely on analysis of the path to reach the destination to learn if it is loop free or not

Initialization At the beginning, each speaker node can know only the reachability of nodes inside its autonomous
system. Figure 22.30 shows the initial tables for each speaker node in a system made of four ASs.

Figure 22.30

Irnitial rowring rables in parh vecror rowtins

Dcs:. Pash

| A1l ASY
Az | AST
A3 ASa
Aaal AsT
As ! Asa

Al Table
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Loop prevention. The instability of distance vector routing and the creation of loops can be avoided in path
vector routing. When a router receives a message, it checks to see if its autonomous system is in the path list to the
destination. If it is, looping is involved and the message is ignored.

Figure 22.31 Srabifized tables for three autonomous systems

Oest. Path Oiest. Path Oest. Path Dhest. Path
Al [AT ASEAST - Far| AS3AsT A1 ASI-ASIASI
AS a5 | ASZ-ASE. - - a5 | AS3-ASE L AS A
Bl Bl | ASZ - Bl [FAB3-AS2. Bl AS4-AS3AS?
B4 ba | As2” ) B4 | ASEHRST B3 |- ASA-ASI_ASD
<1 1 | ASZASI C1 | AS3 C1 [AS4-ASE
ca | ASEAST T - O3 oAl asa 3 A8 - . "3 | AS4-AS3
o1 [ ASIEAS2 ASe— D1 | AS2-AS3-AS4T D[ AS3I-ASL . D1 Ase &
D4 | ASIASE-ASE: D3 | AS2-AS3-ASE D4 [ Asscmsa D4 | AS4 =T
Al Table BI Table C1 Table D1 Table

BGP Border Gateway Protocol (BGP) is an interdomain routing protocol using path vector routing. It first appeared in
1989 and has gone through four versions.

Types of Autonomous Systems As we said before, the Internet is divided into hierarchical domains called
autonomous systems. For example, a large corporation that manages its own network and has full control over it is
an autonomous system. A local ISP that provides services to local customers is an autonomous system. We can divide
autonomous systems into three categories: stub, multihomed, and transit.

Stub AS. A stub AS has only one connection to another AS. The interdomain data
traffic in a stub AS can be either created or terminated in the AS. The hosts in the AS
can send data traffic to other ASs. The hosts in the AS can receive data coming from
hosts in other ASs. Data traffic, however, cannot pass through a stub AS. A stub AS

0O Multthomed AS. A multihomed AS has more than one connection to other ASs,
but it 1s still only a source or sink for data traffic. It can receive data wraffic from
more than one AS. It can send data traffic to more than one AS. but there 1s no tran-
sient traffic. It does not allow data coming from one AS and going to another AS to
pass through. A good example ofa multthomed AS 1s a large corporation that 1s con-
nected to more than one regional or national AS that does not allow transient traffic.

O Transit AS. A transit AS is a multihomed AS that also allows transient traffic. Good
examples of transit ASs are national and international ISPs (Internet backbones).

Figure 22.32  Internal and external BGP sessions

1 =™ E-BGP session - - - |-BGP sessions I

The session established between AS 1 and AS2 1s an E-BOP session. The two speaker
routers exchange information they know about networks in the Intermet. However. these
two routers need to collect information from other routers in the autonomous systems.
This is done using I-BOP sessions.
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Classless Addressing

To overcome address depletion and give more organizations access to the Internet,

classless addressing was designed and implemented. In this scheme, there are no
classes, but the addresses are still granted in blocks.

Address Blocks

In classless addressing, when an entity, small or large, needs to be connected to the
Internet, it is granted a block (range) of addresses. The size of the block (the number of
addresses) varies based on the nature and size of the entity. For example, a household
may be given only two addresses; a large organization may be given thousands of

addresses. An ISP, as the Internet service provider, may be given thousands or hundreds
of thousands based on the number of customers it may serve.

Restriction To simplify the handling of addresses, the Internet authorities impose
three restrictions on classless address blocks:

1. The addresses in a block must be contiguous, one after another.

2. The number of addresses in a block must be a power of 2 (1, 2, 4, 8, ... ).

3. The first address must be evenly divisible by the number of addresses.

Example 195

Figure 193 shows a block of addresses, in both binary and dotted-decimal notation, granted to a
small business that needs 16 addresses.

Figure 19.3 A4 block af16 addresses granted to a small organization

Block Block _
First 205.16.37.32 11001101 0001000 GO100101 (0100000
205.16.37.33 TIOL 10T OO 10000 GO 100 1TM] OO 10000 ] g
Last 205.16.37.47 11001101 00010000 00100101 GO101111 =
a. Decimal b. Binary -

Mask

A better way to define a block ofaddresses is to select any address in the block and the
mask. As we discussed before, a mask is a 32-bit number in which the n leftmost bits

In 1Pv4 addressing, a block of addresses can be defined as
ny.Z.1ln
in which x.v.z.t defines one ofthe addresses and the n defines the mask.

First Adddress The first address in the block can be found by setting the 32 - n right-
most bits 1n the binary notation ofthe address to Os.

The first address in the block can be found by setting the rightmost 32 - n bits to Os.

Last Address The last address in the block can be found by setting the 32 - n right-
most bits in the binary notation of the address to Is.

The last address in the block can be found by setting the rightmost 32 - »n bits to Is.
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Mumber of Addresses

The number of addresses in the block is the difference between
the last and first address. It can easily be found using the formula 22

The number ofaddresses in the block can be found by using the formula 2n,

Network Addresses

A very important concept in IP addressing is the network address. When an organiza-
tion 1s given a block of addresses, the organization is free to allocate the addresses to
the devices that need to be connected to the Internet. The first address in the class, how-

Hierarchy

Figure 19.4 A nerwork configuration for the block 205.16.37.32/28

Rest of
the Internct

R

All messages with receiver addresses
205163732 to 205.16.37.47

are routed to X.w.zUn

Lyt

: Network address: 20516 3732728

_____________________________ 1
: Chrganization ]
2 network = Il
i = i
! = .
| >
1205.16.3733/28 20516373428 20516373928 = 2051637 46/28 20516374728 1
- (s [ W —
1 —.h“’-: T —— =] % — :
! *\. P i #u *x, !
1 1
1
1

1

The organization network 1s connected to the Internet via a router. The router has
two addresses. One belongs to the granted block: the other belongs to the network that
is at the other side of the router. We call the second address x.y.z #n because we do not
know anything about the network it 1s connected to at the other side. All messages des-
tined for addresses in the organization block (205.16.37.32 to 205.16.37.47) are sent,
directly or indirectly. to x.y.z.tn. We say directly or indirectly because we do not know
the structure of the network to which the other side of the router i1s connected.

IP addresses, like other addresses or 1dentifiers we encounter these days, have levels of
hierarchy. For example, a telephone network in North America has three levels of hier-

Figure 19.5 Hierarchy in a relephone network in North America

ﬂ 408 I)I B641-1 5902
1 I

Area code:
" Exchange office o
Subscriber

Two-Level Hierarchy: No Subnetting

An IP address can define only two levels of hierarchy when not subnetted. The n lefi-
most bits of the address x_y.= t/n define the network (organization network); the 32 - n
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Figure 19.6 Pwo levels affiierarchy in an IPv4 address

28 bits 4 bits

Metwork prefix

Kl T
L

Host address

The prefix is common to all addresses in the network: the suffix changes from one
dewvice to another.

Each address in the block can be considered as a two-level hierarchical structure:
the leftmost n bits (prefix) define the network;
the rightmost 32 - m bits define the host.

Figure 19.8 Three-level hierarchy in an IPv4 address

Subnet 1 Subnets 2 and 3
26 bits I_IJ 5 bits 26 bits | 2 | snics |
L Metwork pocfix :_ | MNetwork prefix |I 1 :
[™] [=] o - == | 1 1
i:. Subnet prefix o | Subnet prefix i i
:I:" Host address E Host address -J;

Network Address Translation (NAT)

The number of home users and small businesses that want to use the Internet 1s ever
increasing. In the beginning, a user was connected to the Internet with a dial-up line,
which means that she was connected for a specific period of time. An ISP with a block of
addresses could dynamically assign an address to this user. An address was given to a

Table 19.3 Addresses for private nerworks

Range Toval
10.0.0.0 to 10.255.255.255 224
172.16.0.0 to 172.31.255.255 220
192.168.0.0 to 192.168.255.255 216

Figure 19.10 4 NAT implementation

Site using private addresses

1721831 1721832 17218320

I | == I MAT router

- . > Internet
172.18.3.50 2002458 nieTne

Address Translation

All the outgoing packets go through the NAT router, which replaces the source address
in the packet with the global NAT address. All incoming packets also pass through the
MNAT router., which replaces the destination address in the packet (the NAT router global

address) with the appropriate private address. Figure 19.11 shows an example of address
translation.
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Figure 19.11 Addresses inma NAT

Source: 172 1831 Source: 2(ML24 5 8

i

. s S —
— N )

Destination: 172 1831 Diestination: 20M_24 5 8

Translation Table

The reader may have noticed that translating the source addresses for outgoing packets
is straightforward. But how does the NAT router know the destination address for a
packet coming from the Internet? There mav be tens or hundreds of private IP addresses.,

Figure 19.12 MNAT address transfation

Destination: 25 8.2 10
Source: ITIOH. 30

——H

Drestination: 25 8.2 10
Souance: 200 24 5.8

Translation tablc
Private Extcrnal
172 18 3.1 e e —
- -

Destination: T2 18.35.1
Source: 25 8 2 10

Prestination: 2ANL2E.5.M
Source: 25.8.2.10

P —

25.8.3.2. Ifthe translation table has five columns, instead of two, that include the source
and destination port numbers ofthe transport layer protocol, the ambiguity i1s eliminated.
We discuss port numbers in Chapter 23. Table 19.4 shows an example of such a table.

Table 19.4 Five-column transfarion rable

Private Private Exrernal Exrernal Transport
Address Pore Address Port Prorocol
172.18.3.1 140M0 25.8.3.2 B0 TCP
172.18.3.2 1401 25.8.3.2 |0 TCP

Mote that when the response from HTTP comes back, the combination of source
address (25.8.3.2) and destination port number (1400) defines the-private network host
to which the response should be directed. Note also that for this translation to work. the
temporary port numbers (1400 and 1401) must be unigue.

NAT and I5F

An ISP that serves dial-up customers can use NAT technology to conserve addresses.
For example, suppose an ISP is granted 1000 addresses, but has 100,000 customers.
Each ofthe customers is assigned a private network address. The ISP translates each of
the 100,000 source addresses in outgoing packets to one ofthe 1000 global addresses:
it translates the global destination address 1n incoming packets to the corresponding
private address. Figure 19.13 shows this concept.

Figure 19.13 _Amn ISP and NAT

172 1831

L7224 0.0 pL L]

[sp | addresscs el T -
site S )

172 500, 1 0e
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Subnetting

Supernetting

S.NO

Subnetting is the procedure to divide the While supernetting is the procedure of combine
1. network into sub-networks. the small networks.

In subnetting, Network addresses’s bits are While in supernetting, Host addresses’s bits are
2. increased. increased.

In subnetting, The mask bits are moved While In supernetting, The mask bits are moved
3. towards right. towards left.

Subnetting is implemented via Variable-length  While supernetting is implemented via
4. subnet masking. Classless interdomain routing.
5. In subnetting, Address depletion is reduced or ~ While It is used for simplify routing process.

removed.

WA Jinh 1fast |p£|2’rpc com 51






