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UNIT-III

UNIT-III:
DistributedObjectsandRemoteInvocation:Introduction,CommunicationbetweenDistributed
Objects-ObjectModel,DistributedObjectModal,DesignIssuesforRMI,ImplementationofRMI,
DistributedGarbageCollection;RemoteProcedureCall,EventsandNotifications,CaseStudy:
JAVARMI

DistributedObjectsandRemoteInvocation

Introduction:-

Method invocations between objects inthesameprocessarelocalmethod invocations. Remote
objects: objects thatcanreceive remoteinvocations.Fundamentalconceptsofthe distributed
object model:...‣ Every remote object has a remote interface thatspecifies which ofits
methodscanbeinvoked remotely.

Ina distributedcomputing environment, distributedobject
communication realizes communicationbetweendistributedobjects....

Invokingamethodonaremote object isknownasremotemethodinvocation(RMI)orremote
invocation,andisthe object-orientedprogramminganalogofaremoteprocedurecall(RPC).

ObjectModel:-

An object model for distributed systems. ... We assume each object is invoked through
operationsappropriatetoitstype.

Thefigurealsoshowssome object managementoperationssuchascommit,abort,lockand
unlock which may be needed for practical implementation of a transaction
processing system (TPS).
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DistributedObjectModel:-

In distributed computing, distributed objects are objects (in the sense of object-oriented
programming)thatare distributed acrossdifferentaddressspaces,eitherindifferentprocesses
onthesamecomputer,oreveninmultiplecomputersconnectedviaanetwork,butwhichwork
togetherbysharingdataandinvoking...

DesignIssuesforRMI:-

·   TwodesignissuesthatariseinextensionoflocalmethodinvocationforRMI

o  Thechoiceofinvocationsemantics

·   Althoughlocalinvocationsareexecutedexactlyonce,thiscannotalwaysbethecaseforRMI

duetotransmissionerror
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o  Eitherrequestorreplymessagemaybelost

o  Eitherserverorclientmaybecrashed

o  Theleveloftransparency

·   Makeremoteinvocationasmuchlikelocalinvocationaspossible

RMIDesignIssues:InvocationSemantics

·   Errorhandlingfordeliveryguarantees

o  Retry requestmessage:whetherto retransmitthe request

messageuntileitherareplyisreceivedortheserverisassumed

tohavefailed

o  Duplicatefiltering:whenretransmissionsareused,whetherto

filteroutduplicaterequestsattheserver

o  Retransmissionofresults:whethertokeepahistoryofresult

messagestoenablelostresultstoberetransmittedwithoutre-

executingtheoperations

·   Choicesofinvocationsemantics

o  Maybe:themethodexecutedonceornotatall(noretrynor

retransmit)

o  At-least-once:themethodexecutedatleastonce

o  At-most-once:themethodexecutedexactlyonce

Invocationsemantics:choicesofinterest
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RMIDesignIssues:Transparency

·   Transparentremoteinvocation:likealocalcall

o  marshalling/unmarshalling

o  locatingremoteobjects

o  accessing/syntax

·    

Differencesbetweenlocalandremoteinvocations

o  latency: a remote invocation is usually severalorder of

magnitudegreaterthanthatofalocalone

o  availability:remoteinvocationismorelikelytofail

o  errors/exceptions:failureofthenetwork?server?hardtotell

·   syntaxmightneedtobedifferenttohandledifferentlocalvsremoteerrors/exceptions(e.g.

Argus)

o  consistencyontheremotemachine:

·   Argus:incompletetransactions,abort,restorestates[asifthecallwasnevermade]

ImplementationofRMI

·   •Communicationmodule

o  Twocooperatingcommunicationmodulescarryouttherequest

-reply protocols:message type,requestID,remote object

reference

4 www.jntufastupdates.com



DISTRIBUTEDSYSTEMS UNIT-III

5

·   Transmitrequestandreplymessagesbetweenclientandserver

·   Implementspecificinvocationsemantics

o  Thecommunicationmoduleintheserver

·   selectsthedispatcherfortheclassoftheobjecttobeinvoked,

·   passesonlocalreferencefrom remotereferencemodule,

·   returnsrequest

Theroleofproxyandskeletoninremotemethodinvocation

 Remotereferencemodule

o  Responsiblefortranslatingbetweenlocaland remoteobject

referencesandforcreatingremoteobjectreferences

o  remoteobjecttable:recordsthecorrespondencebetweenlocal

andremoteobjectreferences

–  remoteobjectsheldbytheprocess(Bonserver)

–  localproxy(Bonclient)

o  Whenaremoteobjectistobepassedforthefirsttime,the
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moduleisaskedtocreatearemoteobjectreference,whichit

addstoitstable

 Servant

–   Aninstanceofaclasswhichprovidesthebodyofaremote

object

–   handlestheremoterequests

 •RMIsoftware

–  Proxy:behaveslikealocalobject,butrepresentstheremote

object

–  Dispatcher:lookatthemethodIDandcallthecorresponding

methodintheskeleton

–  Skeleton:implementsthemethod

Generatedautomaticallybyaninterfacecompiler

ImplementationAlternativesofRMI:-

Dynamicinvocation

Proxiesarestatic—interfacecompliedintoclientcode

Dynamic—interfaceavailableduringruntime

Genericinvocation;moreinfoin―InterfaceRepository‖(COBRA)

Dynamicloadingofclasses(JavaRMI)

•Binder

A separateservicetolocateservice/objectbynamethroughtable

mappingfornamesandremoteobjectreferences

Activationofremoteobjects
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o  Motivation:manyserverobjectsnotnecessarilyinuseallofthe

time

§ Serverscanbestartedwhenevertheyareneededbyclients,similartoinetd

o  Objectstatus:activeorpassive

§ active:availableforinvocationinarunningprocess

§ passive:notrunning,stateisstoredandmethodsarepending

o  Activationofobjects:

§ creatinganactiveobjectfrom thecorrespondingpassiveobjectbycreatinga

newinstanceofitsclass

§ initializingitsinstancevariablesfrom thestoredstate

o  Responsibilitiesofactivator

§ Registerpassiveobjectsthatareavailableforactivation

§ Startnamedserverprocessesandactivateremoteobjectsinthem

§ Keep trackofthelocationsoftheserversforremoteobjectsthatithas

alreadyactivated

Persistentobjectstores

o  An objectthatisguaranteed to live between activationsof

processesiscalleda

o  persistentobject

o  Persistentobjectstore:managingthepersistentobjects

o  storedinmarshaledfrom ondiskforretrieval

o  savedthosethatweremodified

o  Decidingwhetheranobjectispersistentornot:

o  persistentroot:anydescendentobjectsarepersistent(persistentJava,PerDiS)

o  someclassesaredeclaredpersistent(Arjunasystem)

o  Objectlocation
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o  specifyingalocation:ipaddress,port#,...

o  locationserviceformigratableobjects

o  Mapremoteobjectreferencestotheirprobablecurrentlocations

§ Cache/broadcastscheme(similartoARP)

o  Cachelocations

o  Ifnotincache,broadcasttofindit

o  Improvement:forwarding(similartomobileIP)

DistributedGarbageCollection:-

–  Aim:ensurethatanobject

o  continuestoexistifalocalorremotereferencetoitisstillheld

anywhere

o  becollectedassoonasnoobjectanylongerholdsareference

toit

–  Generalapproach:referencecount

–  Java'sapproach

o  theserverofanobject(B)keepstrackofproxies

o  whenaproxyiscreatedforaremoteobject

–  addRef(B)tellstheservertoaddanentry

o  whenthelocalhost'sgarbagecollectorremovestheproxy

–  removeRef(B)tellstheservertoremovetheentry

o  whennoentriesforobjectB,theobjectonserverisdeallocated

RemoteProcedureCall(RPC):-

Aremoteprocedurecallisaninterprocesscommunicationtechniquethatisusedforclient-

serverbasedapplications.Itisalsoknownasasubroutinecallorafunctioncall.

RemoteProcedureCall(RPC)isa protocol thatoneprogram canusetorequestaservicefrom a

program locatedinanothercomputerona network withouthavingtounderstandthenetwork's
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details.A procedurecall isalsosometimesknownasa functioncallora subroutinecall.

RPC usesthe client-server model.Therequestingprogram isa client andtheserviceproviding

program istheserver.Likearegularorlocalprocedurecall,anRPCisa synchronous operation

requiringtherequestingprogram tobesuspendeduntiltheresultsoftheremoteprocedureare

returned.However,theuseoflightweightprocesses or threads thatsharethesameaddress

spaceallowsmultipleRPCstobeperformedconcurrently.

RPCmessageprocedure

Whenprogram statementsthatuseRPC frameworkarecompiledintoanexecutableprogram,

a stub isincludedinthecompiled code thatactsastherepresentativeoftheremoteprocedure

code.Whentheprogram isrunandtheprocedurecallisissued,thestubreceivestherequest

andforwardsittoaclient runtime program inthelocalcomputer.

ExplanationofRemoteProcedureCall.

Theclientruntimeprogram hastheknowledgeofhow toaddresstheremotecomputerand

serverapplication and sends the message across the network thatrequests the remote

procedure.Similarly,the server includesaruntimeprogram and stub thatinterfacewiththe

remoteprocedureitself.Response-requestprotocolsarereturnedthesameway.

AclienthasarequestmessagethattheRPC translatesandsendstotheserver.Thisrequest
maybeaprocedureorafunctioncalltoaremoteserver.Whentheserverreceivestherequest,it
sendsthe required response back to the client.The clientisblocked while the serveris
processingthecallandonlyresumedexecutionaftertheserverisfinished.

Thesequenceofeventsinaremoteprocedurecallaregivenasfollows:

 Theclientstubiscalledbytheclient.
 Theclientstubmakesasystem calltosendthemessagetotheserverandputsthe

parametersinthemessage.
 Themessageissentfrom theclienttotheserverbytheclient’soperatingsystem.
 Themessageispassedtotheserverstubbytheserveroperatingsystem.
 Theparametersareremovedfrom themessagebytheserverstub.
 Then,theserverprocedureiscalledbytheserverstub.

Adiagram thatdemonstratesthisisasfollows:
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AdvantagesofRemoteProcedureCall

SomeoftheadvantagesofRPCareasfollows:

 Remoteprocedurecallssupportprocessorientedandthreadorientedmodels.
 Theinternalmessagepassingmechanism ofRPCishiddenfrom theuser.
 Theefforttore-writeandre-developthecodeisminimum inremoteprocedurecalls.
 Remoteprocedurecallscanbeused indistributed environmentaswellasthelocal

environment.
 ManyoftheprotocollayersareomittedbyRPCtoimproveperformance.

DisadvantagesofRemoteProcedureCall

SomeofthedisadvantagesofRPCareasfollows:

 Theremoteprocedurecallisaconceptthatcanbeimplementedindifferentways.Itisnot
astandard.

 ThereisnoflexibilityinRPCforhardwarearchitecture.Itisonlyinteractionbased.
 Thereisanincreaseincostsbecauseofremoteprocedurecall.
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Eventsandnotifications:-

„Distributedevent-basedsystemsextendlocaleventmodel

‹Allowingmultipleobjectsatdiff.locationstobenotifiedofeventstakingplaceat
anobject

‹Twocharacteristics:heterogeneous,asynchronous

„Suchsystemscanbeuseful:stockdealingroom

‹Allowdealersusingcomputerstoseelateststockprices

‹Informationproviderprocess:continuouslyreceivesnewtradinginformationfrom
externalsourceandappliestothestockobject

‹Eachsuchupdateisregardedasanevent

‹Thestockobjectnotifiesallthedealerswhohavesubscribed

‹Dealerprocess:createslocalobjecttorepresentstocktodisplay,localobject
subscribestostockobjectininfo.providerprocess,receivesnotificationsanddisplay
touser

DealingRoom System
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Publish-subscribeparadigm:publishersendsnotifications,i.e.objectsrepresentingevents

‹Subscriberregistersinteresttoreceivenotifications

„Theobjectofinterest:whereeventshappen,changeofstateasaresultofitsoperationsbeing
invoked

„Events:occursintheobjectofinterest

„Notification:anobjectcontaininginformationaboutanevent„Subscriber:

registersinterestandreceivesnotifications

„Publisher:generatenotifications,usuallyanobjectofinterest

„Observerobjects:decoupleanobjectofinterestfrom itssubscribers(notimportant)
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Casestudy:JAVARMI:-

RMIstandsfor RemoteMethodInvocation.Itisamechanism thatallowsanobjectresidingin
onesystem (JVM)toaccess/invokeanobjectrunningonanotherJVM.

RMIisusedtobuilddistributedapplications;itprovidesremotecommunicationbetweenJava
programs.Itisprovidedinthepackage java.rmi.

ArchitectureofanRMIApplication

InanRMIapplication,wewritetwoprograms,a serverprogram (residesontheserver)and
a clientprogram (residesontheclient).

 Insidetheserverprogram,aremoteobjectiscreatedandreferenceofthatobjectismade
availablefortheclient(usingtheregistry).

 Theclientprogram requeststheremoteobjectsontheserverandtriestoinvokeits
methods.

Thefollowingdiagram showsthearchitectureofanRMIapplication.
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Letusnowdiscussthecomponentsofthisarchitecture.

 TransportLayer −Thislayerconnectstheclientandtheserver.Itmanagestheexisting
connectionandalsosetsupnewconnections.

 Stub −Astubisarepresentation(proxy)oftheremoteobjectatclient.Itresidesinthe
clientsystem;itactsasagatewayfortheclientprogram.

 Skeleton −Thisistheobjectwhichresidesontheserverside. stub communicateswith
thisskeletontopassrequesttotheremoteobject.

 RRL(RemoteReferenceLayer) −Itisthelayerwhichmanagesthereferencesmadeby
theclienttotheremoteobject.

WorkingofanRMIApplication

ThefollowingpointssummarizehowanRMIapplicationworks−

 Whentheclientmakesacalltotheremoteobject,itisreceived bythestubwhich
eventuallypassesthisrequesttotheRRL.

 Whentheclient-sideRRLreceivestherequest,itinvokesamethodcalled invoke() ofthe
object remoteRef.ItpassestherequesttotheRRLontheserverside.

 TheRRLontheserversidepassestherequesttotheSkeleton(proxyontheserver)which
finallyinvokestherequiredobjectontheserver.

 Theresultispassedallthewaybacktotheclient.

MarshallingandUnmarshalling

Whenevera clientinvokes a method thataccepts parameters on a remote object,the
parametersarebundledintoamessagebeforebeingsentoverthenetwork.Theseparameters
maybeofprimitivetypeorobjects.Incaseofprimitivetype,theparametersareputtogether
andaheaderisattachedtoit.Incasetheparametersareobjects,thentheyareserialized.This
processisknownas marshalling.
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Attheserverside,thepackedparametersareunbundledandthentherequiredmethodis
invoked.Thisprocessisknownas unmarshalling.

RMIRegistry

RMIregistryisanamespaceonwhichallserverobjectsareplaced.Eachtimetheservercreates
anobject,itregistersthisobjectwiththeRMIregistry(using bind() or reBind() methods).These
areregisteredusingauniquenameknownas bindname.

Toinvokearemoteobject,theclientneedsareferenceofthatobject.Atthattime,theclient
fetchestheobjectfrom theregistryusingitsbindname(using lookup() method).

Thefollowingillustrationexplainstheentireprocess−

GoalsofRMI

FollowingarethegoalsofRMI−

 Tominimizethecomplexityoftheapplication.

 Topreservetypesafety.

 Distributedgarbagecollection.

 Minimizethedifferencebetweenworkingwithlocalandremoteobjects.

ExtendsJavaobjectmodeltosupportdistributedobjects

„Allowsobjectstoinvokemethodsinremoteobjectsusingthesamesyntaxasforlocal

invocations
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„DistributedobjectmodelisintegratedintoJavanaturally,butthesemanticsofparameter

passingdifferbecauseinvokerandtargetareremote

‹Inputparametersandoutputparameters

„Singlelanguageadvantage:remoteinterfacesaredefinedinJava,donothavetolearnIDL

(CORBA)

Sharedwhiteboardexample:

‹Allowsagroup ofuserstoshareacommonview ofadrawingsurfacecontaining

graphicalobjects,suchasrectangles,lines,circles.

‹Eachofthegraphicalobjectsisdrawnbyoneoftheusers‹Server

maintainscurrentstateofadrawing

providesanoperationforclientstoinform itaboutthelatestshape

allowsusertoretrievethelatestshapesdrawnbyotherusers

allowsenquiryaboutversionnumbersoastoavoidfetchingshapestheyalready

have

•eachshapehasaversionnumberattached

JavaRemoteinterfacesShapeandShapeList

importjava.rmi.*;//packageprovidingRemoteinterface,must

throwRemoteExceptionimportjava.util.Vector;

publicinterfaceShapeextendsRemote{//Shapeisa

remoteinterfaceintgetVersion()throws

RemoteException;//returnsversionnumber

GraphicalObjectgetAllState()throwsRemoteException;//GraphicalObject

serializable}

publicinterfaceShapeListextendsRemote{//ShapeListisaremoteinterface

ShapenewShape(GraphicalObjectg)throwsRemoteException;//return

remoteobjectVectorallShapes()throwsRemoteException;

intgetVersion()throws

RemoteException;}

Bothordinaryandremoteobjectscanbepassedasargumentsandresults
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‹Ordinaryobject(GraphicalObject)ispassedbyvalue:allnon-remoteobjects

New objectiscreatedinthereceiver’sprocess,whosemethodscanbeinvoked
locally,

possiblyhavingstateschanged

‹Remoteobject(Shape)ispassedbyreference(remoteobjectreference),

onwhichremotemethodscanbeinvoked

newShape:clientusestheremoteobjectreferenceforaremoteobjectof

ShapeList,callsitsmethodnewShape,passestoitaGraphicObjectinstance,
the

servermakesaremoteobjectoftypeShapecontainingthestateofthegraphical

objectandreturnaremoteobjectreferencetoit… sothat…

8
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Downloadingofclasses:Javaisdesignedtoallow classestobe

downloadedfrom onevirtualmachinetoanother

Non-remoteobject:passedbyvalue.Iftherecipientdoesnotalreadyhave

theclassoftheobject,itscodeisdownloadedautomatically

Remoteobject:passedbyreference.Iftherecipientdoesnotalreadyhave

theclassforaproxy,itscodeisdownloadedautomatically

Recall,weneedaproxyasthelocalrepresentativeforeachremote

objectsuchthatremotemethodscanbeinvoked

And,proxyimplementstheremoteinterfaceoftheremote

object,forlocalinvokers,theproxylooksasifitisthe

remoteobject

Advantage:
(1)Noneedforeveryusertokeepthesamesetofclassesintheirworkingenvironment
(2)bothclientand servercanmaketransparentuseofinstancesofnew classes
(automatically)

Buildingclientandserverprograms

serverprogram

mainprogram:bindinginstancesofservantclasses

main method needsto createasecuritymanagerto enableJava

security.A default security manager,RMISecurityManager,is

provided

Note:ifanRMIserversetsnosecuritymanager,proxiesandclassescan

onlybeloadedfrom thelocalclasspath,inordertoprotecttheprogram

from codethatisdownloadedasaresultofremotemethodinvocations.

servant classes: ShapeListServant and ShapeServant, implementing

ShapeListandShapeinterfacesrespectively

servantclassesneedtoextendUnicastRemoteObject,whichprovides

remoteobjectthatliveonlyaslongastheprocessinwhichtheyare

created

implementationofservantclassesarestraightforward,no
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concernofcommunicationdetails

ClassessupportingJavaRMI:

 Callbacks:server’sactionofnotifyingclientsaboutanevent

Clientcreatesaremoteobjectwithmethodfortheserverto

call

callbackobject

Serverprovidesanoperationallowinginterestedclienttoinform itofthe
remoteobjectreferencesoftheircallbackobjects

Wheneventoccurs,theservernotifiestheinterestedclient

Useofreflection:usedtomakeagenericdispatcherandtoavoidtheneedfor
skeletons.

Deprecated.Skeletonsarenolongerrequiredforremotemethodcallsinthe
Java2platform v1.2andgreater.

publicinterfaceSkeleton

TheSkeletoninterfaceisusedsolelybytheRMIimplementation…
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Clientproxiesaregeneratedbyacompilercalledrmicfrom thecompiledserver
classes

Reflection:theclassofanobjectcanbedeterminedatruntime,andthisclasscanbe
examined to determine which methodsare available,and even invoke these
methodswithdynamicallycreatedarguments

Thekeytoreflectionisthejava.lang.Class,whichallowsmuchinformationtobe
determinedaboutaclass.Thisleadsontotheotherreflectionclassessuchas
java.lang.reflect.Method.Forinstance,onecan:

Determinetheclassofanobject.

Getinformation abouta class's modifiers,fields,methods,
constructors,andsuperclasses.

Findoutwhatconstantsandmethoddeclarationsbelongto

aninterface. Createaninstanceofaclasswhosenameisnot

knownuntilruntime.

Getandsetthevalueofanobject'sfield,evenifthefieldnameisunknown
toyourprogram untilruntime.

Invokeamethodonanobject,evenifthemethodisnotknownuntilruntime.

Createanew array,whosesizeand componenttypearenotknownuntil
runtime,andthenmodifythearray'scomponents.

JavaRegistryOverview:-

Clientmachine Servermachine
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Heterogeneityisanimportantchallengetodesigners:

Distributedsystemsmustbeconstructedfrom avarietyofdifferentnetworks,
operatingsystems,computerhardwareandprogramminglanguages.

The Internet communication protocols
mask the difference in networks and
middleware can dealwith the other
differences.

Externaldatarepresentationandmarshalling

CORBAmarshalsdataforusebyrecipientsthathavepriorknowledgeofthe
typesofitscomponents.ItusesanIDLspecificationofthedatatypes

Javaserializesdatatoincludeinformationaboutthetypesofitscontents,
allowingtherecipienttoreconstructit.Itusesreflectiontodothis.

RMI

eachobjecthasa(global)remoteobjectreferenceandaremoteinterfacethat
specifieswhichofitsoperationscanbeinvokedremotely.

localmethodinvocationsprovideexactly-oncesemantics;thebestRMIcan
guaranteeisat-most-once

Middlewarecomponents(proxies,skeletonsanddispatchers)
hide details ofmarshalling,message passing and object
locationfrom programmers.
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