1.

|
I

8.

10.Cybercrime Era: Surviyal Mantr

UNIT- I: Introduction to Cybercrime

Introduction

Cybercrime: Definition and Origins of the Word
Cybercrime and Information Security
Who are Cybercriminals?
Classifications of Cybercrimes

Cybercrime: The Legal Perspectives

Cybercrimes: An Indian Perspective

y Vaey “ \:éé
. . - P ,{.(‘ff'; A
Cybercrime and the Indian ITA 20005, - ¢
W
£ e

L

9. A Global Perspective on Cyg’é?crim»ejs4.£~;;;.;"i.}£,_,._.

4
, ‘-\

2

t

LY
Uk

a for

)

g b 22 i
i Sty
s

www.Jntufastupdates.com 1



1. Introduction

“Cyber security is the protection of internet-connected systems, including
hardware, software and data, from cyber attacks”

|
‘

computer

“Cybersecurity” means protecting information, equipment, devices, computer,
resource, communication device and information stored therein from unauthorized access,
use, disclosure, disruption, modification or destruction. Ny

Almost everyone is aware of the rapid growth of the Internet. Given the un‘r‘istrlcted number
Y‘énme

of free websntes the Internet has opened a new way ofexplontatlon l\nown qs\x}cybel

web (WWI’V) ST ¢\
cybercrime is nor a new phenomena; the first recorded cybelcnmc toogilace( in the year
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Figure 1.1 | Cybercrime trend.

Source: 2008 Pacific Islands Computer Crime and Security Survey. Adapted from Cybercrime:
Threats. Chailenges presentation by Wipul Jayavickrama at the Computer Security Week 2008 m

Brisbane. Australia (reproduced with permission).

“:%
Indian corporate and government sites have been. attacked or defaced more.than 780 times

between February 2000 and December 2002.
There are also stories/news of other attacks; for example, according to a story posted on 3

December 2009, a total of 3,286 Indian websites were hacked in 5 months — between January

and June 2009.
Various cybercrimes and cases registered under cybercrimes by motives and suspects In

States and Union Territories (UTs).
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2. Cybercrime: Definition and Origins of the Word

Cybercrime : “a crime conducted in which a computer was directly and
significantly instrumental. "

Alternative definitions of Cybercrime are as follows
1. Any illegal act where a special knowledge of computer technology is essential for its
perpetration (to commit a crime). investigation or prosecution.

- Any traditional crime that has acquired a new dimension or order ofmaomtude, through the

aid of a computer, and abuses that have come into being because ofcomputers"
- Any financial dishonesty that takes place in a computer environment &, %
- Any_threats to the computer itself, such as theft of hardware or software dam
demands for money. =

5. cybel crime (compuler cr/me) Is any ///e cal _behavior, dlrecled by means f elecnomc

l\)

b)

&

Rl

Note that in a wider sense, “computer-related crime” can be anv l”CQJ behavior committed by
means of, or in relation to, a computer system or networ K; howevel ‘this is not cybercrime.

AL" '} ‘( \

The term “cybercrime” to
describe crimes committed using ompute[s
e “Computer-related crime

o Computer crime

e Internet crime éﬁ
. E crime ‘ée ':-;

Cybercrime specifically can be'defmed in‘a number of ways; a few definitions are:

1. A crime committed using a computel and the Internet to steal a person’s identity (identity
theft) or sell contlaband{:on stalk victiins or disrupt operations with malevolent programs.

2. Crimes completed e he| on ok with a computer. '

3. Any illegal actmt[done through the Internet or on the computer.

4. All criminal. aCthltICS‘dOHC using the medium of computers, the Internet, cyberspace and the
{\r ‘ . hic £

WWW, 2.}_, ‘Ag;; %._wé,;;éﬁ:% ,

'55/-.' _E;% %J&
9 o1 é{:‘;‘ % 5

. Accordlngi
nelwo; k aocess to commit a criminal act.

. Cybercrixm’e may be internal or external, with the former easier to perpetrate.
o The term “cybercrime” has evolved over the past few years since the Ld’)ptnon of Internet
connection on a global scale with hundreds of millions of users.

o Cybercrime refers to the act of performing a criminal act using cyberspace as the
communications vehicle.

sohe_information security, Lybcrulme is any criminal activity which uses

&
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i imi cks. Tw
The legal systems around the world introduce laws to combat cybercnmlnals atta o types

of attack are as follows. ' teal. prev
1. Techno-crime: An act against a system oOr systems, with the intent to_copy, steal, prevent

; uter system.
access. corrupt or otherwise deface or damage parts of or the complete comp y

2, chhr{o vandalism: These acts of “brainless” defacement of websites and/or other activities,

such as copying files and publicizing their contents publlcly are usually opportunistic in ”at‘“ref
“Tight internal security” and “strong technical safeguards” should prevent the l/ZlSl majority o

such incidents.

pumshable.

Cybercrimes (harmful acts committed from or against & compute&i
crimes in four ways: ;
(a) how to commit them is easier to learn, & : i,
(b) they require few resources relative to the potentlal"dam%ge caused*f
(c) they can be committed in a jurisdiction without bemg physuoally present in it
(d) they are often not clearly illegal. & %,
The term cybercrime has some stigma attached and is not%mous due to the word “terrorism’ or
“terrorist” attached with it, that is, cyberterromsm (’sew_ «&Xplanation of the term in Box I.1).

,

"’i
a. Cyberterrorism x ¢ *‘1‘% P

‘\ _.
Cyberterrorism is defined as ‘afzq 'person; lgroup or organization who, with terrorisl intent,
utilizes accesses or aids in accessmg a computer or computer network or electronic system
or electronic device by anyg

£
aavallable'qmeum and thereby knowmgly engages in or attempts

to engage in a lerrorist act commzlsﬁthe offence of cyberlerrorzsm
B, ) .

{,7 %-u,seé' )
e Cybercrime, espemally through-the Internet, has grown in number as the use of compater has
become centralzto; commerc’é”“wentertamment and government.

S
o The term cyberA has% -some»mterestmg synonyms: fake, replicated, pretend, imitation, virtual,
computeﬁgengated Py o

u‘;

@"bernmeaﬁ_r:gs' combn;ung forms relating to Information Technology, the Internet and Virtual
”‘Rv«gahtyf%"%h

B K
'-I.f_‘f«a el 9
by

H

b. cybernehcs
o This ter-‘ntp‘;‘sowcs its origin to the word “cybernetics” which deals with information and its

- use; -

« cybernetics is the science that overlaps the fields of neurophysiology, information theory,
computing machinery and automation.

o Worldwide, mcludmg India, cyberterrorists usually use computer as a tool, larg,et for their
unlawful act to gain information.
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o Internet is one of the means by which the offenders can gain priced sensitive information of
companies, firms, individuals, banks and can lead to intcllectual property (IP) crimes, selling
illegal articles, pornography/child pornography, etc.

e This is donec using methods such as Phishing, Spoofing. Pharming, Internet Phishing, wire
Irransfer, ete. and use it to their own advantage without the consent of the individual.

c. “Phishing” refers to an attack using mail programs to deceive or coax (lure) Internet users
into disclosing confidential information that can be then exploited for illegal punposes Figure
1.2 shows the increase in Phishing hosts.

(7\

87,963
32,939
13.353
Jul-Dec Jan=Jun Jul-Dec ]
2006 2007 2007

Figure 1.2 | Rise in the number of Phishing hosts.
Source: Symantec (International Telecommunications Society, 17th Biennial Conference, Montreal,

Canada, June 24-27, 2008}.

d. Cyberspace G ow e
“cyberSpqce” is where userss, mentally travel through matrices of data. Conceptually,
“cvberspace” is the ,,,,, nebulous phce where humans interact over computer networks.

The term cyberspac is now used to describe the Internet and other computer networks.

In terms of computer smené’e “cyberspace” is a worldwide network of computer networks

that uses the ﬂ@nsm%51on Control Protocol/Internet Protocol (TCP/IP) for communication to
facn‘l;ltate transjrrmssmmand exchange of data.
fC}yberSp{aoe&rs most def'mtely a place where you chat, explore, research and play.

‘-;«. ,; fr/

e &, G,

e. Cybel Sq‘ﬁﬂ((ng

The telm ‘& derived from “squatting” which is the act of occupying an abandoned space/

building “that the user does not own, rent or otherwise have permission to use.

Cybersquatting, however, is a bit different in that the domain names that are being squatted

are (sometimes but not always) being paid for by the cybersquatters through the registration

process.

« Cybersquatters usually ask for prices far greater than those at which lh_y_gul,bﬁlsid__'_[ So
cybersquatters put up derogatory or defamatory remarks about the person_or company the

me
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domain is meant to represent in an cffort to encourage the subject to buy the domain from

them.

This term is explained here because, in a way, it relates to cybercrime given the intent of
cybersquatting.

cybersquattmg means registering, selling or using a domain name with the intent of profiting
from 'the goodwill of someone else’s trademark. In this nature, it can be considered to be a
type of cybercrime.

Cybersquatting is the practice of buying “domain names” that have exxstm{j businesses

names. ,32»

Cyberpunk
‘7&,”'4:-.‘
According to science fiction literature, the words ‘cyber” and * punkS” A,empha JZC N
basic aspects of cyberpunk: “technology” and “individualism.” /’n"“" i
3 ’ + . 3
The term “cyberpunk” could mean something like “'malchya
13 M TRy Ty
machine/computer rebel movement.” T

the two

via machines” or

Cyberwarfare
Cyber va;fare means information attacks against an unsus pecting opponcnt’s computer
networks, destroying and paralyzing n'mons

This perception seems to be correct as the tengs cyberwarfa:e and cyberterrorism have got
historical connection in the context of attacks qgamst infrastructure. _
The term “information infr astucture szrgfers “*tto nformation resources, including
communication systems that support%n industry, lnSlltuthl’l or population.

These type of Cyberattacks are often»pl esented¥as’threat to military forces and the Internet
has major implications for esmonage and? walfale

AR

Cybercrime and Info*f‘m"t’c’iOJf‘é'Security
‘Q’*N«ﬁ;
curity glves rise to cybercrimes.

Lack of informatig n”’
Let us refer to}she'é ﬁ&gdeddndlan Information Technology Act (ITA) 2000 in the context of

cybercrime. G\.; “"f? R

S8

From an [ndxampelspectnve the new version of the Act (referred to as /74 2008) provides a
new, focmi‘sﬁonq,[nfomatlon Security in India.”

Eor % 57

Crseciirity” “nmans prolecting information, equipment, devices, compuler, compuler

Cybezse.cu‘ y
r‘c‘source ; d information stored therein from unauthorized access,
G

0/7?/)11//7/6‘(1[1017 device an

use, dlsclof*sure disruption, modification or destruction.
The ter m/lncorporates both the physical security of devices as well as the information stored

——

therein.
[t covers protection from unauthorized access, use. disclosure, disruption, modification and

destruction.
Where financial losses to the organization due (o insider crimes are concerned (e.g., leaking
1al

customer data), often some difficulty is faced in estimating the losses because the hnanc
impacts may not be detected by the victimized organization and no direct costs may be

associated with the data thefl.
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The 2008 CSI Survey on computer crime and security supports this.

[ ]

o Cybercrimes occupy an important space in information security domain because of their
impact.

« The other challenge comes from the difficulty in attaching a quantifiable monetary value to
the corporate data and yet corporate data get stolen/lost (through loss/theft of laptops).

+ '+ Because of these reasons, reporting of financial losses often remains approximate.

« In an attempt to avoid negative publicity, most organizations abstain from revealing facts and

. figures about “sccurity incidents” including cybercrime.

« In general, organizations perception about “insider attacks” seems to be d|fferenl than that
made out by security solution vendor, Tﬁ’:xﬁa» ‘3;3

« However, this perception of an organization does not seem to be txue_as_revealed by>the 2008
CSI Survey. Awareness about “data privacy” too tends to be low in md}s:t""mgamzatnons?

« When we speak of financial losses to the organization and SIgmfcant umdcr c‘xges such as

|zed orgamzatlon and

leaking customer data, such “crimes” may not be detected by the v1ct‘ j
no direct costs may be associated with the theft (Table 1)z, .
Table 1.5 | Cybercrime trend over the years (1999-2008)

, »,

o i

et

G0 (%) 2007 (%) 2008 (%),

Denial of service (DoS) 3Y 32 23 25 21
Laptop theft 49 48 47 S0 42
Telecom fraud 10 10 8 3 3
Unauthorized access 37 A2 32 25 29
Viruses (addressed in Chapter 4) 78 74 65 32 50
Financial fraud 3 7 9 12 12
Insider abuse 1) 48 42 39 44
System penetration 17 14 15 13 13
Sabortage S 2 3 g 2
Theft/loss of proprietary information 10 9 9 8 Y
+ from mobile devices : q

+ from all other sources 3
Website defacement (see Figs. 1.6-1.10) 7 5 6 10 G
Abuse of wircless neowork 15 16 14 17 14
10 3 6 9 11

Misuse of web application

unauthm zzea’faccess’to systems

e 100
Al S o
g “,f 20
“Zy 890
A 70
GO
- 50
50 =
40 ~Glaa
-}
a0 ~——_ {0
20 , ¥\—~» 5%
> S e
10 7 T — __.___,_..»{——
e y——¢ Cor— =2,
o]
TR s o o AckE P> oot o e & Y S
N 2 z 2 nS 3 2! ISR o il
e Virus — 2 — I1nsider abuse —— Bas
—— Laptap thefi/traud —>—— Financial traud —O— DNS
—{D)—— Unautharizod access 9008 43n ﬂn p‘ ,\rj ulh .

Figure 1.4 Ma,or types of incidents by percentage.
Sourca: 2008 CSI Computer Crims and Security Survey availabla at the ink hap
vZ2.gocsi.con/pdli/CSlaunvey2008.pdl (16 March 2009).

Sfempnat.cam/d
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« Typical network misuses are
» [nternet radio/streaming audio,
* streaming video,
= file sharing,

¢ = instant messaging

* online gaming
* Online gambling is illegal in some countries — for example, in India.

Box 1.2 | The Botnet Menace!
e DBotnet: A group ofcomputcrs that are controlled by software containing hatm

without their users' knowledge ‘i,
e The term “Botnet” is used to refer to a group of compromised compu[ers (zom
i.e., personal computers secretly under the control of hackers) runnngmalwares under a

common command and control infrastructure. Figure 1.3 shows hOW»aw«ZObeIC works.

compulers,

Attacker
Launches blended attack over

3@“ rogue ad hoc natwork
D ! (302.11, bluetcoth, infrared)

l Worm / Zombie l

|

oo

Pockel PC device
Reads E-Mail
zombig installed
worm progogates

O

Worm / Zombis 11 ------------- > I

DDos zombies flood
Enterprises server

[ Worm.-’Zombié.'- ] 1

T \al

q

Contact list

(?r vicllm Desktop PC
[ Worm / Zombie J l Worm / Zombie ]
Pt » A ) {

&
“n Figure 1.3 l How a zombie works

s e

e, b

T, 2
——
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« A Botnet maker can control the group remotely for illegal purposes, the most common bemgT
 denial-of-service attack (DoS attack),
e Adware,

o Spyware,
! e E-Mail Spam,
e Click Fraud
o theft of application serial numbers,
* login [Ds @
e financial information such as credit card numbers, etc. V{‘cg

An attacker usually gains control by infecting the computers with a }/lluS“O[‘, o'f'»hqr;Mbalicious '
Code. The computer may continue to operate normally without the owner’s’lznowiedge that

his computer has been compromised. e %k ““‘wm

¢ The problem of Botnet is global in nature and India is also faciﬁ%the samefﬁ:’ %

India has an average of 374 new Bot attacks per day and had more thank38~OOO distinct Bot-
infected computers in the first half of the year 2009. "**ak 2, ’?‘s

e
e Small and medium businesses in the country are at greatexg;nslfwas theyvaxe highly vulnerable
to Bots, Phishing, Spam and Malicious Code attacks. : 5

» Mumbai with 33% incidences tops.i€ Bot- mfected Tty list,

« followed by New Dell1|at25%,7ﬁ_“"3%.‘ s

\\\\\

o Chennai at 17% and
» Bangalore at 13%. T,

o Tier-II locations are now also a tqlopt of Bot- netwoxks with Bhopal at 4% and Hyderabad,
Surat, Pune and Noida at 1% ¢ach. % ,_%3’7

e The Internet is a network of mterconnec d, computers If the computers, computer systems,
compufer resources, elc. are 4‘1417secured and vulnerable to security threats, it can be

detrimental to the critical mfrastructure of the country.

H'
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4. Who are Cybercriminals?

e Cybercrime involves such activities
* credit card fraud;
* cyberstalking;

= defaming another online;
* gaining unauthorized access to computer systems,
* ignoring copyright, software licensing and trademark protection;
* overriding encryption to make illegal copies;
* software piracy and stealing another’s identity (known as; "ldeﬂflt)’ thCﬂ) to

penform criminal acts
Cybercriminals are those who conduct such acts.

3,

&
’

e Typesof Cybercriminals
1. Type I: Cybereriminals — hungry for recognition
Hobby hacl\els

* Politically motivated hackers
Terrorlst OIgamzatlons

DlS“lUH[]Cd or Foxmex employecs seekmg revenge;
Competmg compames usQ&o employees to gain economic advantage through
@, :

!{;%“ i‘\
5. Classifications of vaelcnmes
e
s o~ W

-Broad Sense -

Role of (.‘01;/,':1:.':7' as dtiv object C(;'}'u[u.f.'r'r 45 41 tool Computer as the environment or
compucer “The compurer/information The computer/or coniext
stored on the compureer is the information stored on The computer/intormation stored on
subject/tugec of the crime the compurer constitutes the computer plivs a non-substancial
an imporanc ool for role in the actof crime, but does
committing the crime contain evidence of the crime
Examples Hacking, compurer saborage, Computer taad. forgery NMuder usig u-mpm‘ﬁ'(n hinques,
DDoS-artacks (distribured disteibucion of child bank rabbery and diags nade
denial-nf-service attcks). pornography
virtsl child pornography
TIRALS RN £ =i [l -~ ] . N e i i ieeemiii Almanl B AatiAn)
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“Crime is defined as “an act or the commission of an act that is Jorbidden, or the omission of a
duty that is commanded by a public law and that makes the off ender liable 1o punishment by that

law”

Cybercrimes are classified as follows:

5.1 Cybercrime against individual

a.

5

Llectronic mail (E-Mail ) Spoofing and other online fmuds:q
A spoofed E-Mail is one that appears to originate from one source bf’i;f’x*:; Gt
sent from another source. R . :
For example, let us say, Roopa has an E-Mail address loopa@'151311laws org sLet us say
her boyfriend Suresh and she happen to have a show dowanhcn Suresh“* hawng become
her enemy, spoofs her E-Meil and sends vulgar messages to all_hes acquamtances Since
the E-Mails appear to have originated from Roopa g, frnends " cotldRake offense and
relationships could be spoiled for life. :

Online Frauds
Online Scams. There are a few major typeg;of crlm%s finder the category of hacking:
Spoofing website and E-Mail secur_ltv qlcx ts’ false mails about virus threats, lottery
frauds and Spoofing. L G

In Spoofing websites and E- Ma;l wsecun[y"threats fraudsters create authentic looking
websites that are actually nothmg :but a spoof iﬁ

The purpose of these websnes IS to,\makei?thé user enter personal information which is
then used to access business; a&d bankK*accdtnts.

Fraudsters are incr easmglyatummg to E-Mail to generate traffic to these websites.

This kind of online r"raud s comn%on in banking and financial sector.

There is a rise in the nurp@?erggf financial institutions’ customers who receive such E-
Mails which qsually containi@link to a spoof website and mislead users to enter user ids
and passwordsf n the pletence that security details can be updated or passwords changed
It is w1se t0~be ;le1t and careful about E-Mails containing an embedded link, with a
request for“;you %to enter secret details. It is strongly recommended not to input any
sensxtlvemnforglatlon that might help criminals to gain access to sensitive information,

¢ Jsfﬁwsuq‘g g"s@‘é‘%k account details, even if the page appears legitimate.
e, In v??ué\li Mails, the warnings may bc genuine, so there is always a dilemma whether to

’\lakc tﬁ%m [lghtly or seriously.

A w:sc;actlon is to first confirm by visiting an antivirus site such as McAfee, Sophos or
Symantec before taking any action, such as forwarding them to friends sad colleagues.

-
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C.

various other forms such as Vishino

Phishing, Spear Phishing and its
and Smishing

eive or coax (lure) Internet

«Phishing” refers to an attack using mail programs (0 dec - .
then exploited for illegal

users into disclosing confidential information that can be

purposes.

“Spear Phishing” is a method of sending a Phishing message 10 a p’alllCUlflll organization

argeted social engineering Here;a

to gain orgjanlzatlonal information for more t N

e Vi,
“Vishing” is the criminal practice of using social engineering OVEL the [6|CP[10H€;SYS[€I11
DTS af “and financial

most often using features facilitated by VolP, to gain access to \p¢
information from the public for the purpose of ﬂnancml reward“ i
o The term is a combination of V - voice and Phlshlng
o Vishing is usually used to steal credit card numbexs
theft schemes from individuals.
o The most profitable uses of the information gaine
1D theft;
. purchasing luxury goods and selwce‘”g
. tlansfemng money/funds ‘

gzn
@

lated. data used in ID

ishing attack include:

_-D-b)t\)-—

5. making applications for loans}and credit Cards?
“Smishing” is a criminal offense conducte ‘by using social eng,meelmg techmques

s:mllar to Phlshlnu The name 1S dellvcd fromzs
nca’(_"on component dominantly used into mobile

phones.

Spamming: %
People who create electronic,Spam are called spammers.

Spam s the abuse of electronic messaging systems (including most broadcast media,
digital dellvel\y systems) ito send unrequested bulk messages indiscriminately.
Although tne '111Qst w1dely recognized form of Spam is E-Mail Spam, the term is applied

to SIml ar, abgses lg other medla
mstant’messagmg Spam

SCHCL nélysgroup Spam,

vebiséarch engine Spam,

‘Spam in blogs,

~Fwiki Spam,

= online classified ads Spam, -
= mobile phone messaging Spam,

= Internet forum Spam,

= junk fax transmissions,

» social networking Spam,

= {ile sharing network Spam,

= vidco sharing sites, clc.

www.Jntufastupdates.com 12
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» Spamming is difficult to control because it has economic viability — advertisers have no
operating costs beyond the management of their mailing lists, and it is difficult to hold
senders accountable for their mass mailings.

o Spammers are numerous; the volume of unrequested mail has become very high becausc
+ the barrier to entry is low.
o The costs, such as lost productivity and fraud, are borne by the public and by Internet
service providers (ISPs), who are forced to add extra capacity to cope with the deluge.
. ¢ Spamming is widely detested, and has been the subject of legislation in many
jurisdictions — for example, the CAN-SPAM Act of 2003. 2,
+ Therefore, the following web publishing techniques should be avoided:f., %
1. Repeating keywords;
2. use of keywords that do not relate to the content on the si
3. use of fast meta refresh;
4. redirection;
5. 1P Cloaking; .
6. use of colored text on the same color bacleé"'rfg{fﬁ"tj'
7
8
9
1

v
e

. tiny text usage; @ 4
. duplication of pages with different URLs;
hidden links; 4

i
L35 ,

0. use of different pages that brid?&g”"i to the sé%e URL (gateway pages).

e. Cyber defamation: %
e Cyber defamation is a Soffyare offense.

e Let us first understand wﬁ"aé the tg?‘h;%cn‘ggf,l: . CHAPTER XXI of the Indian Penal Code

(IPC) is about DEFAMATe@; In S&&fion 499 of CHAPTER XXI of IPC, regarding

“defamation” there is a mention*that
T A N
k} =Y .
“Whoever, by words either 575“’0“_/{@;7}3?’0/' intended to be read, or by signs or by visible
representations makes,or publishes any imputation concerning any person intending to harm, or
) ':'C/

. Ly, . . . . . . )
knowing or having redsgn to believe that such imputation will harm, the reputation of such

* As‘&‘."’ S B £ N NoH . . _ . ’"
] epL g d 21S0n.
pgl'SO}’l, IA) SCIId, Gé’ﬁfpt%{h%ﬁzges her (,’1)7aﬂ€l C’/\pGCfGCII, fo éf(ll?‘l(? that persol

Tk ol
-~ o, %4

. C bexdeéﬁ%pnﬁhaﬁ)ens when the above takes place in an.electronic form. . »

.ig“é{gﬁy‘@bgt&l%r%}i“@f?s,écybggdefamation” occurs when defamation takes place with the help of
computers,and/or the Iternel, |

. for%&gmpié, someone publishes defamatory matter about someone on a website or sends an

E-Ma'i"li?fgdﬁ*iaining defamatory information to all friends of that person. According to the IPC

- Section 499: :’ _
1. It may amount to defamation to impute anything to a deceaSed person, if the

imputation wouldharm the reputation of that person if living, and is intended to be
hurtful to the feelings of his family or other ncar relatives.
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: ' :
re 1s how pedophiles operate:

Cyberstalking and harassment:

i an “act or process of following prey stealthily -

The dictionary meaning of “stalking”
trying to approach somebody or something.”
Cyberstalking has been defined as the use of
technology, particularly the Internet, by an individua
another individual, group of individuals, or organization.

theft,
The behavior includes false accusations, monitoring, transmission of threat; lDI
. . rin
damage to data or equipment, solicitation of minors for sexual purpgges ag cathering
S N

information fqr harassment purposes.

information and communications
| or group of individuals to harass

Computer sabotage: N
The use of the Internet to stop the, normal [unctioning ofa compuler system througjh the

introduction of worms, viruses or logic bombs, is referred to as c{omputer sabotage

k
It can be used to gain economic advantage over arcompeutox tosiplomote the illegal
activities of terrorists or to steal data or programs foxwe,\tort- on’ pUlpO§€S

Logic bombs are event-dependent programs created to'd s""'methl?fé only when a certain
event (known as a trigger event) occurs.

Some viruses may be termed as logic bombs because theylie dormant all through the

g
£

year and become active only on a parucular dater

\,L’i'i'

Pornographic offenses: Z 3k
“Child pornography” means any visual deplctlon

including but not limited to the

£y

following: & ‘;x\ p, G
1. Any photograph that can%be,conmdered kobscene and/or unsuitable for the age of chxld
viewer; % =

2. film, video, picture; ;y“*‘»@ Y |
3. computer-generated i lm"lge or*plctme of sexually explicit conduct where the production

of such vnsual deplct101ﬁlnv0[_.\/es the use of a minor engaging in sexually explicit
VO

conduct.

the Internel;ha
explosmwhas madevth&chlldlen a viable victim to the cybercrlme

As the bLoad band;connectlons gel Into the reach of more and more homes lalger Chlld

o “\‘ “Pedophlles i, a puson who 1s sexmlly attracted to children.

g‘( 3

b )
(using “false

Step 1: Pedophiles use a false identity to trap the children/tcenagers
identity” which in itself is another crime called “identity theft™).

Step 2: They seck children/teens in the kids® arcas on the services, such as the Games BB
or chat areas where the children gather.

Step 3: They befriend children/teens.
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o Step 4: They extract personal information from the child/teen by winning his/her
confidence.

o Step 5: Pedophiles get E-Mail address of the child/teen and start making contacts on the
victim’s E-Mail address as well. Sometimes, these [E-Mails contain sexually explicit

. language.

s Step 6: They start sending pornographic images/text to the victim including child
pornographic images in order to help child/teen shed his/her inhibitions so that a feeling
is created in the mind of the victim that what is being fed to him is normal and that
everybody does it.

e« Step 7: At the end of it, the pedophiles set up a meeting with the chil l&géﬁggul of the
house and then drag him/her into the net to further sexually assault huff/ﬁéxtrto use
him/her as a sex object. G, R

e This is the “digital world”; in physical world, parents knovythe facg of'fa;j‘a,gg%}r“s and they
know how to avoid and face the problems by following simple rules a’ﬁét”éc&’iﬁ‘dingly they
advice their children to keep away from dangerous thu;k%sx?n{d\wafféi%% %

%’
ey,
X

« However, it is possible, even in the modern times Most ii‘ag'eﬁ‘{@emay hot know the basics
. . CEh. 28] e o
of the Internet and the associated (hidden) dangers fromathe services offered over the
Internet. Hence most children may remain unprotected iri*the cyberworld.
o Pedophiles take advantage of this situatio’nifné*’hd lure the children, who are not advised by
their parents or by their teachers about what is right/wrong for them while browsing the
Internet.

 Legal remedies exist only to somggextent; - _ :
o for example, Children’s§Online Privacy Protection Act or COPPA is a way of

i. Password sniffing:
. This also belongs to the caf€ory ‘0f, cybercrimes against organization because the use of
password could be by an individual for his/her personal work or the work he/she is doing

using a computer that belongsitg,: organization.

5.2. Cybercrime againstproperty
e , N

y & 2
' =3 ]
azGredit card frauds:

e,
%

"i lnfonmatlonsecuﬁty requirements for anyone handling credit cards have been increased
“i\gjalnéglca Iy recently.

. Nﬁii}j\gﬁé of dollars may be lost annually by consumers who have credit card and calling
cardnumbers stolen from onfine databases. -

« Security measures are improving, and traditional methods of law enfofcement seem to be
sufficient for prosecuting the thicves of such information. Bulletin boards and other
online services are frequent targets for hackers who want to access large databases of
credit card information. ' LGN '

e Such attacks usually result in the implementation of stronger sccurily5sy§tcm$.

 Seccurity of cardholder data has become one of the biggest issues facing the payment card
industry.
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e Payment Card Industry Data Security Standard (PCI- DSS) is a set of regulations
developed jointly by the leading card schemes to prevent cardholder data theft and to help
combat credit card fraud.

b. Intellectual property (IP) crimes:
Basically, IP crimes include

*  software piracy,

+copyright infringement,

* trademarks violations,

» theft of computer source code, etc.

e}

Internet time theft:

¢ Such a theft occurs when an, unauthonzed person uses the
another person. o "i«f%?

t-‘& 4"::% '«y

e Basically, lntemet time theft comes under hackmg because the pelson who gets access (o

,.,.

E e

illegal means, uses it to access the Internet without the other.persbn’s knowledge.

e However, one can identify time theft if the Anternet tlme‘has tobe recharged often, even
when one’s own use ofthe lnternet is not fre |

fé‘
-a. Unauthorized ‘lccessmg of computer :
Hacking is one method ofdomg this arid:hacking is a pumshable offense

w?a%
b. Password smffmo- ﬁ?,-\ , ”i% ,
- Password Sniffers are’ programs that monitor and record the name and password of

network users, as they Iogm(ﬂ)eopardnzmg security at a site.
. Whoever mstalls the Smffer can then impersonate an authorized user and login to access

X
?“ e &

person*onlme D ¥
[:aws;{dffs‘('lgne o prevent unauthorized access to'information may be effective in

c\’\

apprehendmg crackers using Sniffer programs.

C. Dennl of-service attacks (known as DoS attacks):
+  Thé%oal of DoS is not to gain unauthorized access to systems or data, but to prevent
legitimate users) of a service from using it. A DoS ) attack may do

intended users (i.c.,

the following:
Flood a network with traffic, thercby preventing legitimate network traffic.

],
2. Disrupt connections between two systems, thereby preventing access (o a ser vice.
3. Prevent a particular individual from accessing a service.

4. Disrupt service to a specifi ¢ system or person.

Prepared By Mr. lsaac Paul. P, Department of CSE- RGAN
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d. Virus attacks:

® 1 {
Virus atlack.s can be used to damage the system to make the system unavailable

. Computf:r virus s a program that can “infect™ legitimate (valid) programs by modifying
them to include a possibly “evolved” copy of itself. yihe

® Vu'usc's spread themselves, without the knowledge or permission of the users. to
potentially large numbers of programs on many machines. ’

® /\Cn) eI @ acence . 3 e \ 0 1A A Of H 4 M
3 ? puter virus passes from computer to computer in a similar manner as a biological
virus passes from person to person. ¢

. \l Iruses ln.my ..1150 contain mahcngu; instructions that may causc daxpggcA?‘)‘g\.annoyzmcc;
the com)matlo.n of possibly Malicious Code with the ability to spn“’c"gf"gg;s;t‘i?llat makes
e ~N P ~ N HEVI 4 Ny ¥ H A ‘\:4'} 1cr
viruses a considerable concern. Viruses can often spread without any@g&ﬁ’dtlﬁwnsnblc

N ' ’

symptoms. SO
T 'v};:‘s %5‘?%‘?: 1;\’7‘:‘
";"::‘6 s A"v‘a
e. IE-Mail bombing/mail bombs: ‘% . x{/ 2

Mails tb’«‘:th{éviclim to crash
victim’s E-Mail account (in the case of an individifal) otito make victim’s mail servers
crash (in the case of a company or an E-Mail service%’%y-‘i”d‘eg)&_"":"'“"A;"' ’

- Computer program can be written to instruct a computersto dd"such tasks on a repeated
basis. In recent times, terrorism has hit thexInternet in the forim of mail bombings.

- By instructing a computer to repeatggly%ggng}ESﬁIail to a specified person’s E-Mail
address, the cybercriminal can offgrwhell}ﬁi the recipient’s -personal account and
potentially shut down entire sy ¢t‘é’”r‘ns?‘f‘ii_l‘";h_niws;f qyiﬁ%r‘hay not be illegal, but it is certainly
disruptive.

- E-Mail bombing refers to sending a large numb%gg@%
o

&

& 2,
f. Salami attack/Salami“techniqtie:

AR .
o These attacks are used fog= committing fin
« The idea here is to make’jt@h“é\altﬁé“r‘%lon so insignificant that in a single case it would go
Ess . ;

completely unnoticed, »:h %‘%
o for example %\bank employeggnserts a program, into the bank’s servers, that deducts a
small amount;g’f:{\money (say " 2/- or a few cents in a month) from the account of every
customer. gz YQ{ &
24 y P o 1 . . . i
. No accouf holdgr Will* probably notice this unauthorized debit, but the bank employee
2 2 .
. '&&'.- (?C'.
will make a'Sizablc, amount every month.
7 ‘;Ji'. \««;‘ B
o feng, K . X
s ~IZr o % N, R
o, Logiccbomb: %
\:‘\ N EoTrvY .
o %] ogic*bombs are event-dependent progi
event (known as a trigger event) oceurs.
e  Somé- viruses may be termed as logic bombs because they lie

year and become active only ona particular date

ancial crimes.

ams created to do something only when a certain

dormapt all through the

-

h. Trojan Horse: S
~»  Trojan Horses: A Trojan Horse, Trojan for short,
to the user, to perform @ desirable function  but,

i a term used 10 describe malware
that appears in fact, facilitates
unauthorized access to the user’s computer system
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k. Industrml spymO/mdustl ial esploxmce

s’sa

T

i. Data diddling:

A data diddling (data cheating) attack involves altering raw data just before it is
processed by a computer and then changing it back after the processing is completed.

Electricity Boards in India have been victims to data diddling programs inserted when
private parties computerize their systems.

/(\frlmes emanating from Usenet newsgroup: .

s explaine 1 is i [ z ;

[ plained earlier, this is one form of spamming. The word “Spam” was usually taken

o mean Excessive Multiple Posting (EMP). 3

The i
advent of Google Groups, and its large Usenet archive, has i

attractive to spammers than ever. ’

Spamming of Usenet newsgroups actually predates E-Mail Spam.

various newsg 2 angds ol
wsgroups, consisting of identical copies of a fajolltlcalwsc?eéd relatmo to the

Armenian Genocide.

espionage. _
“Spies” can_get inf g &

o nformation about ploduct ﬁnances lesealch and development and
marketing strategies, an actnvnty Knhown as mdustrlal spying.”
However, cyberspies ralely leave behmd a tlall
Industrial spying is not new: :‘?141 fact itiis:as old as industries themselves. The use of the
Internet to achieve this ls,pnobably as old as the Internet itself.
Traditionally, this has been the reselved hunting field of a few hundreds of highly skilled

RN
hackers. contracted by hgh proﬂle companies or certain_governments via the means of
at they get several hundreds of thousands of dollars,

registered mgamzatlons (it TsssAid th

depending on tl ‘asswnment ).
Wlth the 0rowm 4 ublloaavallablllty of Trojans and Spyware material, even low-skilled

o
helined to generate high volume profit out of industrial spying.
hich includes “Spear Phishing”).

:\, Z’ ”
This ls*referled toids “Targeted Attacks” (w
i, % ;,
Computel »netwm k intrusions:

"5.
““Cracker who are often misnamed
anywhele in the world and steal data, plant virus

Horses or change user names and passwords. —
Network intrusions are illegal, but detection and enforcement arc difficult.

Current laws are limited and many intrusions go undetected.
The cracker can bypass existing password protection by creating
logon 1Ds and passwords.
The practice of “strong password”

‘Hackers can break into computer systems from
es, create backdoors, insert Trojan

a program (0 capture

is thercfore important.
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m. Software piracy :

a. Forgery

This is a big challenge area indeed.
Cybercrime investigation cell of India defines *

through the illegal copying of genuine programs o
products intended to pass for the or iginal.

There are many examples of software piracy:
o

‘software piracy” as theft of software
rthe counterfeiting and distribution of

end-user copying — friends loaning disks to each other, or organizations under-
reporting the number of software installations they have made, or organizations
not tracking their software licenses: \*'"-

o harddisk loading with illicit means - hard disk vendors load pmated software
O counterfeiting — large-scale duplication and distribution of ‘xlleoal ;

yiscopie:!
software; & %« <

o illegal downloads from the Internet — by mtrusnon,&vby ClaZklng%SCF:Z;anlmberS
etc. Beware that those who buy pirated software have a lotdo 168 =
(a) getting untested software that may have beer copled thgusangs of times over,
(b) the software, if pirated, may potentiall vg?)ntam hard- drlve infecting viruses,
(c) there IS no technical suppout in the case of sofgware"fallme that is, lack of

Counterfeit currency notesepostage and legenue stamps, marksheets, etc. can be forged
using sophisticated computersﬂ.prlnter\~ andiscanners.

Outside many colleges therefare mlsmeal s soliciting the sale of fake mark-sheets or even
degree certificates.

These are made using comp‘i%els and high quality scanners and prlnters In ﬁct this is
becoming a boommg busmess m\/olvmg large monetary amount given to student gangs in
exchange for t‘?ese bogus but “authentic looking certificates.

" ‘s,\

7
,,,-‘/v‘

\ 3 . . . .
Q, benerrprlsm lS deﬁned as “any person, group or organization who, with terrorist intent,
'utzlzzes 'accesse ‘or azds in accessing a computer or computer nelwork or electronic system

or"e/ech o;zw d

vice by any available means, and thereby /\nowm ely engages in or attempls

10 engage in a terrorist act commits the offence of cyberterrorism.’

K4 -

- Web jacking: -

« Web jacking occurs when someone forcefully takes control of a website (by cracking the

password and later changing it).

Thus, the first stage of this crime involves “password sniffing.”
The actual owner of the website does not have any more control over what appears on
that website.

Fiono

Dronarnd RuMr lcaar Banl P DGDértl’nC‘nt O‘f CSE- RGAN
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55. Crimes emanating from Usenet newsgroup:

harmful, inaccurate or

or in some cases, postings that have been mislabeled or
at you will use caution and
as well as use the

ve,
« By its very nature, Usenet groups may carry very off ensi

otherwise inappropriate material,
are deceptive in another way. Therefore. it is e}\pccted th

common sense and exercise proper judgment when using Usenet,
service at your own risk. ,

» Usenet is a popular means of sharing and distributing information on the Web with
respect lo Spcmf'c (OpIC or SLIbJCClS &

any newsgroup . f‘g‘
o Itis merely subject to self—regulatlon and net etiquette. ﬁ%
» It is feasible to block specific newsgroups, however,,,_thw‘
definitive solution to illegal or harmful content.

« Itis possible to put Usenet to following criminal use:
1. Distribution/sale of pornographic material;

2. distribution/sale of pirated software pqck‘?wes
3. distribution of hacking software; o
4. sale of stolen credit card numbers. F?
5. sale of stolen data/stolen plopertyf* %

{,

Tl
Vi

a

b

o1

e

5.6. Other cybercrime form's N

5.6.1 Hacking g AN
—mv-‘ "é\- .
» Although the purposes of hackwga_e many, the main ones are as follows:
2 %
1. Greed; .y

2. power; <,
3. publicity; &%,
4 revenge s, %
adventux, )
6 dcsne to acces“‘fonbldden information;
T, desuuctlve mmdset
«»/
u Evpry act—commltted toward breaking into a computer and/or network is hacking and it is
*aan offcnsc -

. Hackcxs write or use ready-made computer programs to attack the target computer.

. They possess the desire to destruct and they get enjoyment out of such destruction.

» Some hackers hack for personal monetary gains, such as stealing credit card information,
transferring money from various bank accounts to their own account followed by
withdrawal of money.

* They extort money from some corporate giant threatening him to publish the stolen
information that is critical in nature,

* Government websites are hot on hackers’ target lists and attacks on Government websites
receive wide press coverage.
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* For example, accordi .
, ording to the story
. S posted on Decem ,
hacked via SQL Injection ber 2009, the NASA site was
¢ Ha ,
) Thzker.S,'CriiCkerS énd phrackers[11] are some of the oft-heard terms
o original meaning of the word “hack” meaning an elegant, witty or inspired
. doing almost anything originated at MIT. ’ Y spired way of
‘e The meani ¢ :
et 'mlfr\g h'ls'now changed to become something associated with the breaking into or
S( rming of any kind of computer or telecommunications system
* Dol 1 : '
“Cr:Cekpeo’E)lc C?lalm that thgse who break into computer systems should ideally be called
ers” and those targeting phones should be known as “phreaks” %’“‘«
T a, “‘?;q_
5.6.2 Identity Theft e
. ~ . . . i 2 ;c:z”é";‘h,,
. quile-ntlty theft is a fraud involving another person’s identity FoTan it Sﬁ?posé?
’ \IS occurs v o - SO -
when a criminal uses someone else’s ideitity for kﬁ_g/her own illegal
purposes. o B N, %
o Phishing and identity theft are related offenses % e
« Examples m‘clude frz-iuqmently obtaining credit, stealmgg“?rﬁ“@n%y from the victim’s bank
accounts, using the victim’s credit card number ‘%@ @
£ s,
5.6.3 Spam in Cyberworld ; ﬁzy g
. [4 LER 2 “%}EL_ .
J Basncally,- S;'Jam' is the abuse of ele mggsaging systems to send unsolicited bulk
messages indiscriminately. ' =N
. = B . . . .
. Altl?oggh the most wndelyﬁgecogn%ged form o &%pam is E-Mail Spam, this term Is applied
to similar abuses in other r"x‘gedia: 2, »{@‘ -
o instant messaging Spafh, %%‘*’g%#
o Usenet newsgrou%%.gﬁé‘m%
o web search engi[f;e Spam, <,
o Spam in blogs, D, S
o wiki gpam, s’
o online ¢ldssified ads Spam,
) P
L .
0 mop,_&;l’%phone mégsaging Spam,

[ t& tforumz
o Intgrne orumzgsSpam,
o :;g:ju_nk’iiﬁax transmissions
oy O% ﬁ;l,efsham‘gfginetwork Spam.

. " . %% 4 ::Ag'\ e ", 4 1 [ .
Qﬁ. Sp%am, lsf,%ggg‘éd by flooding the Internet with many COPIES of the same message, i an

,attempg to - “ice the message on people who would not otherwise choose to receive it.
4 A

@f‘t%%n;g;his may result in the notorious DoS$ attack.
Cotitiercial advertising often happens to be the cause of Sp
often for products of dubious reputation and fraud schemes meant to ngrke peo

am. Such advertisements are
ple believe

they can get rich overnight!
Some Spam may also get generated through quasi-legal services.
Spam hardly costs much to the sender; most of the costs arc pa

the carriers rather than by the sender.
activity of electronic Spam are called spammers.

id for by the recipient or

People who engage in the
Two main types of Spam arc worlth mentioning:
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Cybercrime: The Legal Perﬁsl)ectives

o “cancellable Usenet Spam” in which a single message 1S sent to several Usenet

newsgroups and
o “E-Mail Spam” which targets individual u

Often, spammers create E-Mail Spam lists by scannin
Inernet mailing lists or searching the Web for addresses.
Typtcally, it costs money to users if they receive E-Mail Spam.
Any person with measured phone service can read or receive their

Spam does not cost much to people. &,
Spam does, however, cost money to [SPs and to online service provxdets to transmit
Spam. Unfoxtunately, subscribers end up paying these costs bccausec th 3, COSLS are

transmitted directly to subscribers.

sers with direct mail messages.
g Usenet postings, by stealing

mail.

Gleecc»and Mong,oll
cu1rcntﬂw011d the partition of information systems cannot be an imagined practice.

Cybercnme poses a blggest challenge

crime was detmed in the broader meaning as:

“any illegal act for which knowledge of computer techno o‘gy is“essential for a successful

B

&5
o

,were studied in 1983.
1 deﬂned as:
encompasses any zllegal act fon»whza k’"‘bwledgg;‘of computer technology is essential

gy,
£ 5 ey

Jfor its commir’. %, o
Cybercrime, in a way, is the outcome of gtobfé‘l’ization.” However, globalization does not

mean globalized welfare at‘salh

.A,,

Globalized information s stemg\accommodate an increasing number of transnational

offenses. f;“”’ %;%
The network context of*oybercnme makes it one of the most globalized offenses of the

present and the most modermzed threats of the future.
‘\é

(cross ’EOtdC‘v flow ofmformatlon)

he‘*othel is to mcorporate the legal system into an integrated entity -obliterating

‘boundaries.
st way is unrcalistic. Although all ancient empires including Rome,

a became historical remnants, and giant empires are not prevalent in

In d%globally connected world, information systems become the unique empire without
——

tangible territory.
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7.

Cybercrimes: An Indian Perspective
India has the fourth highest number of Internet users in the world.

According to the statistics posted on the site (http://www.iamai.in/), there are 45 millior

Intc‘rnel users in India, 37% of all Internet accesses happen from cybercafes and 57% of

Indian Internet users are between 18 and 35 years.

» The population of educated youth is high in India.

o It is reported that compared to the year 2000, cybercrime under the Information
Technology (IT) Act recorded a whopping 50% increase in the year 2007,

A pointto note is that the majority of off enders were under 30 years. . \‘0

e The maximum cybercrime cases, about 46%, were related %

Sy

ncidents of

oo

cyberpornography, followed by hacking. In over 60% of tl]CS@ézgg}se&;ﬁQ{fé'ﬁﬂéjg‘s) were
between 18 and 30 years, according to the “Crime in 2007” reporﬁ{g‘f“-’tngEﬁional Crime
e, ) ST, i}

Record Bureau (NCRB). f\ %,/ jf’*%\\"’

o Box 1.6 shows the Indian Statistics on cybercrimes. "'"'_ & 4

e The Indian Government is doing its best to control cyB€terimes. M:;v‘%?

o For example, Delhi Police have now trained 100 ﬁc?rfs;,;i_n;ib‘:éndling cybercrime
and placed them in its Economic Offences Wing. Uy,

iy

e Asat the time of writing this, the officers were trained for“’%yveeks in computer hardware
A i . .
and software, computer networks comprising datagcommtfmcatlon networks, network
. Dy . <5
protocols, wireless networks and network seurify.
FAC o ioe!
Y <

Box 1.6J Cybercrimes: Indian Statisti¢s

i é.i}.ﬁ e
e SRS W
Sy .-._,,;:‘:«?w

(A) Cybercrimes: Cases of Various Categories undcéf?‘ ITA 2000

217 cases were registered una’\erd._ln foFfﬁ‘amtiﬁqp-,%frechnology Act (ITA) during the year 2007
as compared to 142 cases durir}‘gii;;lge previots year (2006), thereby reporting an increase of
52.8% in 2007 over 2006. 5%, .

22.3% cases (49 out of 217h*’§_casc§)’\’%w'§?e reported from Maharashtra followed by Karnataka
(40), Kerala (38) and Andhra Pradesh and Rajasthan (16 each).

=

45.6% (99 cases}igﬁ’the total 217 cases registered under ITA 2000 were related to obscene
publication/transmission in electronic form, known as cyberpornography.

86 persons were EF?és,tgdafﬁx' committing such offenses during 2007,

—

~. There we’re::{/;{g; a

| & s
werearrcsted? G

"‘.;_33_ Dt EF

sesof hacking with computer system during the year wherein 48 persons
ih

B 4 = ; -
;;;ﬁ@'ut of’%*%t_ﬂl:f‘e;::,g_g&ggi_fl! (76) hacking cases, the cases relating to loss/damage of computer

, rela‘t%’ci.,ioﬁ%cking under Section 66(2) of IT Act were 60.5% (46 cases). ]

rggé”ource/fﬁilii?&i(nder Section 66(1) of the IT Act were 39.5% (30 cases) whereas the cases

,Maharz;"'sfﬁ’t/?a (19) and Kerala (4) registered maximum cases under Sect?o_y, ()6(}1) of the ITF.

Act out of total 30 such cases at the National level. i

" Out of the total 46 cases relating to hacking under Section 66(2), most of the cases (31) were

reported from Karnataka followed by Kerala (7) and Andhra Pradesh (3). 29.9% of the 154
persons arrested in cases relating to ITA 2000 were from Maharashtra (46) followed by

Karnataka and Madhya Pradesh (16 cach). ]

The age-wise profile of persons arrested in cybercrime cascs under ITA 2000 showed ‘lhat
RS i 0
63.0% of the offenders were in the age group 18-30 years (97 out of 154) and 29.9% of the |

Prepared By Mr. Isaac Paul. P, Department of CSE- RGAN
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offenders were in the age group 30-45 years (46 out of 154).

Tamil Nadu reported two offenders whosce ages werce below 18 years.

India is said to be the “youth country” given the population age distribution. :‘}ro[n:l the
potential resources perspective, this is supposed to be a great advantage; (m“sumlillg 1at these
youths will get appropriate training to develop the required professional skills in them.

However, firom cybercrime perspective, this youth aspect does not seem good as revealed by

cybercrime statistics in India.

Crime hecad-wise and age-group-wise profile of the offenders arrested under ITA 2000

revealed that 55.8% (86 out of 154) of the offenders were arrested undcr “Obscene
publication/transmission in clectronic form” of which 70.9% (61 out of 86"“=we|ucﬂm the age

group 18-30 years.

50% (24 out of 48) of the total persons arrested for ““Hacking with Com'

in the age group of 18-30 years. i
W oem o |
(B) Cybererimes: Cases of Various Categories under IPC.Section, ~ ™%, " I
* Atotal of 339 cases were registercd under IPC Sections dur!ng the® Yyears 9007 as compared to
311 such cases during 2006, thereby reporting an increase 0f:9:0%..

Madhya Pradesh reported maximum number ofssuch cases, neally 46 6% of total cases (158
out of 339) followed by Andhra Pradesh L“6% (53 cases) and Chhattisgarh 15.3% (52

cases).

Majority of the crimes out of total 339 cases reglstex ed under IPC fall under two cateoones
Forgery (217) and Criminal Breach ofleust 6FRraud(73).

Although such offenses fall under =the tradition L_FIPC crimes, these cases had the cybel
overtones wherein computel,Jnlemehog its engbled services were present in the crime-and
hence they were categorized as Cybelcnmes undel IPC.

The cyber forgery (217 cas tfcoounled for 0.33% out of the 65,326 cases reported under
cheating. ¢ A

The cyber frauds (73) accéﬁntecﬂfox 0.47% of the total Criminal Breach of Trust cases
(15,531). & a

The cyber for gely,;céscs were the highest in Madhya Pradesh (133) followed by Chhattisgarh
(26) and Andhra® Pnadesh (22) The cases of cyberfraud were highest in Madhya Pradesh (20)

followed by Pun)ab (17) %nd Andhra Pradesh (15).

A total off429 persons :were arrested: in the country for Cybercrimes under [PC during 2007.
(61"'5%‘offendcxs (264) of these were taken into custody for offenses under “Cyber forgery,”
“19.8% (85) fors “Cnmmdl Breach of Trust/Fraud” and 11.4% (49) for “Counterfeiting

Currency/Sldmps

States’ suc,h as Madhya Pradesh (166), Andhra Pradesh (83), Chhattisgarh (82) and Punjab
(69) have’ repom,d higher arrests for cybercrimes registered under IPC.

The age-group-wise profile of the arrested persons showed that 55.2% (237 of 429) were in
the age group of 30-45 years and 29.4% (126 of 429) of the offenders were in the age group

of 18-30 years. -

Only four offenders. rom Chhattisgarh were below |8 years of age. o

and age-wise proli le of the offenders arrested under Cybererimes (IPC)

Crime head-wisc ”
age group of 30-45 (54.9%, 145 of

offenders involved in forgery cases were more in the
204). ) o —

¢ o~ N/ AR

www.Jntufastupdates.com 24




25

* 57.6% of the persons arrested under Criminal Breach of Trust/Cyberfraud offenses were in |
the age group 3045 years (49 out of §5).

| (C) Incidence of Cybercrimes in Citics
* 17 out of 35 mega citics did not report any case of cybercrime (neither under the IT Act nor

+_under IPC Sections) during the year 2007.

* A total of 17 mega cities have reported 118 cases under IT Act and 7 mega cities reported
180 cases under various sections of IPC. &

| » There was an increase of 32.6% (from 89 cases in 2006 to 118 cases in 2(297) m}cases und'er
I'T Act as compared to previous year (2006), and an increase of 26.8% (from 14% cases in
2006 to 180 cases in 2007) of cases registered under various sections; ofIPC"\“ “v«?»':-\

&...J«..._...... ———— dr e v e

e Bengaluru (40), Pune (14) and Delhi (10) have reported high mﬂc_:xdence‘of cases (64 outoo.
1 118 cases) registered under IT Act, accounting for more thdn™ half o&he%ases (54.2%)
reported under the Act. i

-+ Bhopal has reported the highest incidence (158 out of I%chases) of cases};%eported under [PC
|*  Sections accounting for 87.8%. -
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8 Cybercrime and the Indnn ITA 2000 | Assembly Resolutio
In India, the ITA 2000 was enacted after the United Nation General ASS . Comme :
A/RES/S1/162 in January 30, 1997 by adopting the Model Law on Electronic =
‘adopted by the United Nations Commission on International Trade Law. ! level

e This was the first step toward the Law relating to E-Commerce at international level to

regulate an alternative form of commerce and to give legal status in the area of E-Commerce.

It was enacted taking into consideration UNICITRAL model of Law on Electronic

Commerce (1996).

o

A H"tcking and the Indhn Law(s)

» A total of 207 cases of cybercrime were IC}:lSlCI ed under the IT Act in: 4007 ,,,,,,,
cases registered in 2006. Under the: [PC too, 339 cases were recorded n 2007 Compared to

311 cases in 2006.

key changes very soon.

Box 1.7 | Hacking and the ITA 2008 o

~*  The number of Offenses to be monitored has mcreased Accordmg to cyberlaw experts, “Any
criminal activity that uses a computer erlher,; as an mstrumentahty target or a means for
perpetuating further crimes comes wrthm the qmbrfofcybercr ime.’

» Cases of Spam, hacking, eyberstalal,g‘r_ng‘ {j\‘Maerhaud are rampant and, “although
cybercrimes cells have been set up;:ln maj cmes the problem is that most cases remain
unreported due to a lack of awarenessi Wg‘;-“'

B

Qe

e Inanenvironment like this, thele area numberrofquestrons in the minds of a commoner:

'Q\F"" ) H
o When can consumerss approach a®tybercrime cell?
What should the vmtrms@oV

o
o How does one marnta?rr\se%ur ity online?
o Anyand every 11101der1t ofeybercr ime involving a computer or electronic network

can beareported toa pohce station, irrespective of whether it maintains a scparate

~

cell or not
» CHAPTER Xl’w vlgrﬁél ITA 2000 lists a number of activities that may be taken (o
<, I

ﬁ&j;lge 0
constitute cybercrrmes
i i tamp ing with comptiter source code, hacking, publishing or transmrttmo any
mforma[ronsm eleelronlc form that is lascivious, securing access to a protected system, and
breach oﬁconﬁdenrlah[y and privacy. In the original ITA 2000, the following is stated under
CHAPTERXI (Offences):

1. Whoever ¢Wllh the intent to cause or knowing that he is likely to cause wrongful loss or
damage to e public or any person destroys or deletes or alters any information residing in a
computer resource or diminishes its value or utility or affects it injuriously by any means,

commits hack.
2. Whoever commits hacking shall be punished with imprisonment up to 3 years, or with fi ne

which may extend up to * 2 lakhs (" 200,000), or with both,
* In the amendment to the.IT Act 2000, now known as the ITA 2008, several offenses have

been added to the Act.
www.Jntufastupdates.com 26



o The an}endmer}ts !1avc now revealed a whole bundle of surprises which will make th
cybercrime police jump. Existing Sections 66 and 67 (in the original ITA 2000) on hackine
and ob.sccne material have been updated by dividing them into more crime-s eciﬁ%
subsections, thereby making cybercrimes punishable. i
e In Section 66, hacking as a term has been removed.
o - This section has now been expanded to include Sections
o O66A (offensive messages),
66B (receiving stolen computer),
66C (identity theft), %,
66D (impersonation), 2 1
66 (voyeurism) and

w"‘\\m&;x

O O O O O

Py . . . . i *:c-v,t\ T, :;,«fs,
66F (cyberterrorism). Section 66F is a new section c}fﬂf"fhgfxlf“ “}_ﬂ2008?reccn[

. § S, v .
amendments to the Indian 1TA 2000). It covers “Qxb‘crter%%rléﬁm%%baﬁd, makes it
punishable with imprisonment up to life term. This{may coverthacking

. . . . . ‘:33\ £ 5’ -
e DoS attacks, Port Scanning, spreading viruses, etc., 1f¢1jt,,%ca‘1;1kbeézhﬁl§cd%o the object of
ey Sk ) s

(%

S

terrorizing people. %‘%}, %} G, :
QT
%&;':‘-st_,b E ,Q?!:;.
9. A Global Perspective on Cybercrimes f%

. . Fd o | . ,
e In Australia, cybercrime has a narrow statutory meaning as used in the Cyber Crime Act

2001, which details offenses against coxn’ffﬁ‘ter?da’t% and systems.

« However, a broad meaning is given toﬁg»)[g;erggmg?%an,'gternatio_nal level.

e -In the Council of Europe’s LCoE’s):%;vaer E‘?in%%ﬁreaty, cybercrime is used as an umbrella
term to refer to an array of criminal agtivity incluQiffg

o offenses against c {%P%ter ddta and g;ystems,
o computer-related offgﬁges, WGk
o content offenses %'r}g@cv?ﬁ%gight offenses.

e This wide definition ofcybé_"g\criﬁ%“@o%%glaps in part with general offense categories that need
not be Information & Comfﬁgilicggion Technology (ICT)-dependent, such as white-collar
crime and economﬂi@ggrime. R

e Although this statusyjs from the International Telecommunication Union (ITU) survey

. conducted in 2005pweget an’idea about the global perspective. _ '
« ITU activitiesion cotntering Spam can be read by visiting the link www.itu.int/spam (8 May
1 2010). %, Nyl e

-;:f;ﬁl‘;h‘%%gpaﬁm .jaéé"islggiahggcenario mentions “none” about India as far as E-Mail legislation n
Egia s CQQ ernéd. ¥ o | L

«  Theéilegislation refers to India as a “loose™ legislation, although there is a mention in Section
67 of Tndian ITA 2000.

« . About 30’20unlrics have enacted some form of anti-Spam legislation.

« - Thére are also technical solutions by ISPs and end-users. .

« However, in spite of this, so far there has been no significant impact on the volume of Spam

~ with spammers sending hundreds of millions of messages per day. o
am to support {raudulent and criminal activities -

rmation (e.g., accounl numbers and passwords)
(“brand-spoofi ng” or

-
-~

« The growing phenomenon is the use of Sp
including attempts to capture financial info
by masquerading messages as originating {rom trusted companies
“Phishing”) — and as a vehicle to spread viruses and worms.
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k unsolicited text messages

lem is that of sending of bul . e .
o national “boundaries”

obile networks, a peculiar prob .
i ! ate numbers. As there arc n

®
aimed at generating traffic to premium-t IDEERS _ =
to such crimes under cybercrime realm, It requires international cooperation between those
who seek to enforce anti-Spam laws. SR

« Thus, one can see that there is a lot to do toward building confidence and security in the use
of ICTs and moving toward international cooperation agenda.

e This is because in the 2lst century, there Is a growing dependency on ICTs that span the

globe. o '
e There was a rapid growth in ICTs and dependencies that led to shift in¥perception of

cybersecurity threats in mid-1990s. s

e The linkage of cybersecurity and critical infr e¢§b'gﬂs§tle as.4

number of countries have began assessment of threats, vulnerabilitie ,,;é“ngmsla"?tvgg exploring

mechanisms to redress them. Recently, there have been a number‘;:'bfsig‘ﬁjﬂi@iﬂ@iveIOPme”tS
T

such as .
1. August 4, 2006 Announcement: The US Senate ratiﬁes‘,_.QpE‘—:‘ /om‘?‘%nﬁﬁg%@n Cyber Crime.
The convention targets hackers, those spreading destructivﬁl COz;IE?lpL?tQ' vium@% Erefer to Chapter

sddistribution of racist

. o e g EF w ey
4), those using the Internet for the sexual exploitation of CHI‘LQL.én».OI' the*
material, and terrorists attempting to attack infrastructure facili"t:i‘g‘sa or*financial institutions. The
Convention is in full accord with all the US congtitutional R}rotecﬁbﬁps, such as free speech and

other civil liberties, and will require no change to'the US laWs.

2. In August 18, 20006, there was a ney“'1‘?‘*‘a1'ti%lqg,?ypublished “ISPs Wary About ‘Drastic
Obligations’ on Web Site Blocking.” E‘%ﬁgﬁégg JLQ%E;(Epﬁ‘ofﬂcials want to debar suspicious
websites as part of a G-point plan to boost joint 'Hasﬁef‘jptedr&‘—r‘"gl'i3|n activities. They want to block

websites that incite terrorist action, Oncé%?z%gain it is,q_n;g’ferlined that monitoring calls, Internet and

E-Mail traffi ¢ for law enforcenent purposes is ‘Qt“g‘s'k vested in the government, which must
reimburse carriers and providers fo@@ainin o thiedata. |
3. CoE Cyber Crime Convention (%9..97—200& was the first international treaty seeking to
address Internet crimes by haflezo;f%’(%gwh,\gtional laws, improving investigative techniques and
increasing cooperation among nzigigns@ 9] More than 40 countries have ratified the Convention
to date. . T
One wonders as toswhat is the role of business/private sector in taking up measures to prevent
cybercrime al1g}’t*6‘%§f§a;¥§%§*{t"ﬁlsibilities and role related to the ownership of information and
communicationsinfrastructires. Effective security requires an in-depth understanding of the
various a’:smﬁé“gts"é‘}“qg i Formation -and~ éommunication networks. Therefore, private sector’s

eX”’fS’Ei“r;tiseg%,ho&i‘ild ber.increasingly involved in the development and implementation of a
‘:\,:g){' ‘ﬂ‘v.:‘ lr{)‘:'? f’\ Y

4 G FENE - N
‘country icybersecurity strategy.

1.9.1 @;ggi)ex‘eglmc and the Extended Enterprise

It9s.adontinuing problem that the average user is not
W

B i
RN
%

astructure protection haszbecont

o

adequately educated to understand

.

the threats and how to protect oneself. —

> Actually, it is the responsibility of each user to become aware of the threatsas well as the
opportunities that “connectivity” and “mobility” presents them vith. o

e In this context, it is important to understand the concept of “extended enterprise. rl_h.lS

is made up not just of s

term (Fig. 1.14) represents the concepl that a company

employees, its board members and executives, but also its business partners, 1ts supplic

and even its customers.
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Th? f:xtended enterprise can only be successful if all of the component grou :

individuals have the information they need in order to do business effectively i

An e>'<tended. enterprise is a “loosely coupled, self-organizing network” o'f firms thet

(r:;)mi)l?e their economic output to provide “products and services” offerings to mv
arket.

Firms in the extended enterprise may operate independently, for example, through market
mechanisms or cooperatively through agreements and contracts.

[T . . . i o o
Searr.lless flow of “information” to support instantaneous “decision-making ability” is
crucial for the “external enterprise.” B,

0y

) ) ) Ry
This becomes possible through the “interconnectedness.” T, <&,

. . . . Ca, ‘\(\}»?‘?\h\\ \\‘ N .
Due to the interconnected features of information and commu lcatl’ogg;\ technologies.

. % \-7,:“%
security overall can only be fully promoted when the users haveyfill awgtgngﬁof thz
existing threats and dangers. B R, T B

A 22
PR <

O -
. 5 . . f& 3 g oy
Governments, businesses and the international commumég mus;;&herzécforef‘ proactively
help users’ access information on how to protect themselves"% @’\«\%‘%

* Given the promises and challenges in the extended é{]té:ﬁg;iﬁ‘“igggﬂgéjb, organizations in

B

he international community have a special role in shatingsinformation on good practices,

BT

and creating open and accessible enterprise information Tlow channels for exchanging of

ideas in a collaborative manner. Internat‘ignal coopgﬁgatio'n 4t the levels of government,

industry, consumer, business and te%}_ggiﬁa‘%gg)lp’éyio allow a global and coordinated
approach to achieving global cybersegurity is%’s key.
S R

N b, 5 3
‘{?:;’7‘1«% G . ?5.(,,' £os
S
»

10. Cybercrime Era: Survivaliylantra for the Netizens

" thenv})_{,\o

The term “Netizen” was %€oined Bg%%Micha"eT%ﬁauben. Quite simply, “Netizens” are the
T A ;'%'*\.
Internet users. = et _
Th erefore, by corollarysgéh et*i‘%%%” is someone who spends considerable time online
and also has a considerfble pr?gieﬁ@e online (through websites about the person, through
his/her active blog contribtion fand/or also his/her participation in the online chat rooms).
The SP Netiz&n, mantra for ofhline security is:
o (a) PreCaution, .
(a) s
o (b)preventign,
Gl NG e
o) 10)‘Prg\otectzon,
égf’d%l’ résecvation and
T
%& -(€) Persevgrance.

?%For éq@sﬂuﬁig_ggéybe\br%safety, the motto for the “Netizen” should be “Stranger is Danger!”

""'I;ﬁg)’outff?rotect your customer’s data, your employee’s privacy and your own company,
3 ] . . . .
en.you are doing your job in the grander scheme of things to regulate and enforce rules

on the Net through our community. -

» NASSCOM urges that cybercrime awareness is important, and any-.maltcr should be
reported at once. '

* This is the reason they have established cyberlabs across major cities in India N
More importantly, users must try and save any clectronic information trail on their

computers.
That is all one can do until laws become more stringent or technology more advanced.
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Some agencies have been advocating for the need to address protection of the Rights of
Netizens.

There are agencies that are trying to provide guidance to innocent victims of cybercrimes.

However, these NGO like eftforts cannot provide complete support to the victims of
cybercrimes and are unable to get the necessary support from the Police.

There are also a few incidents where Police have pursued falsc cases on mnocent [T
professionals.

The need for a statutorily empowered agency to protect abuse of I'TA 7000 in India was,

therefore, a felt need for quite some time.

Important Definitions
Bot: A computer program that works automatically, cgpecxally onc lhal secu(he« for and
finds information on the internet & e
Botnet: A group ofcomputels that are controlled by Js_oit\ivare containi
programs, without their users' knowledge ‘;v”‘ A .
Adware: software that automatically puts adver tlsen‘;ents onto a
a person is using the internet: T
Vulnerable: able to be easily physicall
attacked:
punk= Criminal
anarchy =eoo°o8dqo
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