>

ONTT-VL

"= "“- : _—-———-—'-'
{ ]

D@}Q colieciion . S*OfmﬁQ Q“d C‘Dm‘m}ma
p\mﬁoﬁim

i.;

N N A Y ""-"-.3«'005‘\
Aol Cﬁ”\”&‘\% is &(3"5”2 R R

T amaCo
and  Gerrrnonicolton '\Qd\m\oﬂﬂ oo

‘H\«\ha—o.b Q- S@w\ce) oﬁ"'\"ne \N\GD\T\(’J\

e L \\eem s,\o eﬁﬂ*cA E"“‘f’w% '
J e 0 3@3] be Q]’\"QA

The @chiteckoxe o o C\DL'sd mpﬁ“ﬂ

f“‘%
0 9,

o by i
S palbssnne o~ dale e el \ .
. E T( TR

1} 1 " 3 a5 .: '
) & ;

www.Jntufastupdates.com




B e e R = S T .y o Sy
F y
b .
-

T"E Eahmcl Amggmm shows chl:fmn’r retrods  of dato
\Qd-(gn domﬂe anl Q:n’wau:HV‘g .ﬂ‘ (QN\'MM

¥ Dices 61 Sewc rekesik dota collettion . okt
C[c\l\(‘e vaeb B:tmwse:r ¥ i3 r
* focal Llea- |

¥ Dediceted Bm}g 5'%031@&@} Co.ﬁmdmg,jf'uﬂ% ﬁocle

¥ fotﬁl mde m o ch&\:uku!ied cUomS
¥ 'InJrcqnd Ccnmdred cl@}a C!err\?ﬂl

e

e 8

k) f—“’f@ﬂG} Cmne.c?red e T
* Trdoret covected dbow A@wwed rodes

* cloud 1n4m\rxuc,km and Scawtw -
&’m&d "Hwe* Y.ngreamA n C\mﬁ\ &“‘9“&‘“9 oS
Q) pez:cmtc.e 22| (T2

A 'Pmmce m&mhm-\—m} cgn\oe ead , wxiien
ord Q‘Leiu}ed~ A Qaﬂ_ﬂ(ﬂ iy -on: - aatomic Infomatton
ohieh is ose?ui dumﬁ —'\‘r\e. an\;u&ahou

T —— e

@ - __JRASACE .

T WWW. Jntufastupdates com 2

—v'



meuhnq\__ s e

g k1

4 -.LJr atejre:us —l-o Core ’tima cmd \Jaoﬂq 01; N Len

hich ote A b%wzbdre d ok rmdk P\EL

inteed
c,ampuh\'\ﬁ enviston mem OV the 1 .

[RT:Y

Q” Guowd Comwh”j - arelm e 'POO\QA | in’rfﬂ?’?c,d‘ne&@\a- ' |
K = ’
LL el g | ejxviaténmenh e
aaud ot (pmpu}wcd SO !
Pb.l’_e d— LQQb STV I -J
_ J{éem o CD\\ GL"F\ OF\ 5@-\\; iceh o0~ |
: C\OUC\ wh (o uka\-tom} —?tmt\‘ldhll-
ble ' ovet "H’\e m‘reamelr —Hm P‘m\f\é@ m? |

@ )I 8 XAAS' \L D0 'éa?\w&:‘«e oﬁ‘fh)fef-’\f@‘gl @‘!&E “'EE

—Hne ckep\oﬂme_ﬁ‘c g e éQVQ\DP et
ofer, s@wst Umﬁd eloq 0.

@&h&@mﬂ |

Concep% Jrat ercides
of me\xccx’non and
SOAQ&,QW\CQ orianted

c? Sm\nce/s ﬁ\.rm\g\o\e

C\.oucl CDFT\?\LH
o) the s.n‘rexne::\% 1t delivesn Yre (ngnm\\

it rand de?\ggp l@ ﬂﬁ:ﬂ%\j\uﬂtﬂc O[f 0 c.\m& Se:\wCe
P‘m“"dv‘ The \“&;(U.S\U(.\D_C\m@ C\@P\mp o ou\tbﬂ @g)

www Jritufastupdates.com. . : 3

ona} Lueciora-



!
| ﬁmd Compuﬁrﬂ 63) o b <owice envisonment ot

indudes  refootk | &dﬁum a-,ucj of @,mjmi-e:w .and A@ﬁ

Cen‘re:m

==

cloud P\mem &mice».

it offexa The Pa\owmd Sovicen
=i poovides ; an mfuas’rmmc}we Lo ‘05‘3@ dato gimgg_

]
|
oF  devices Such o mdu.b{:nol ]:'hﬂlf achs wes: QL'JD“‘DB‘\@I
ord  device ne,&ao:rl\c | S 0 T !
|
!

7 It abo potoviden cc:mpuh'xxg copabi\ﬂfea. |
-—_‘} Jt Conlrmu tol\obasotive CmnPu)\'(nﬂ @d, Jw&a&“omfﬁ p
Vlm‘\tld,QlLQhOﬁ

TE veuns’ 05@1 opplicotion @x) @ Sowice @V’

R hd 0SNG ghstxact dodo buse il 63)“,

R . ‘*0
Lle’ SYCLS (AR vistkalizakon cen be échmm*;?u

Netwoak - Rinclion v.nlfuaﬂimHmCNT-V)'—

“TY meanns o Os®| | QPPMCCLHOH @)

+re  gexxmces mppecau% .m ofe mﬁb@:’«k

Viothlization oF Sewar 't 2 - |
WP ‘H\ o o opp\ic(ﬁ-ton fU\ 0&3 afcem one |
AR S~ & |

8o \’r o | 0L mu\*‘P\@ 6@‘“‘!” | [ |
\lejltiﬂiu’iﬂrh-@ﬁ

Vtat-\uolize,d d@a\(’ro[ot
.ln s, the Ose opp\tﬁﬁlcm ('.m\dﬂwae and

-1y

o Sowvice OCCen) |

c[cg,\oij reatfeple deﬁﬁqa Qtcen ‘“‘l e | m;,-‘rh:mﬂl,

www.Jntufastupdates.com i
B 0.




Heisl OGN Conpuk @ P\mﬁcmm.

losd  Gompudng feeneh @
> egowsee pooUd
S on- DAY gelf- senEls
> Eo4] i femancé

> lovge Metwodt AR

> p\m'tmulfj

5 Aorsdic s

F > foonawico] »
5> sewnty S meaxured S

anpokell
2 pifferenk D312 § i deplaaert

podbic cloud ; el |
Thi odel con ke uxed erdm\{uwﬂ insttteons, ﬁﬁ&dh‘%_.
s M
ard  lousien er&e:q:m'b@t - This can e accened bt] all the
(Jseows -
PﬂVO}G cloud |
\ | "
This I‘DO:\G& con ej_(_\,u,bive,\,lj \JS@,& \:ﬁ n

A ech.
A con ke accomed Oﬂ\d a E’-”“1"’\‘:‘(!

Tamn

s

\

citoiows ond.

{ndusixier
with in the oacaonn&hm |
Cormonity cloud . |
y—d'_- tjclgi Lo @ Conmutity woih O aﬁtﬂof OP.
Pe—f::;) n;—\d —qu Pe,ol:'\e \:aojbn(ds ‘o dhok (_Dml‘num-}t.j

gteeny the duke:
Cﬂd' The Commonit p:lﬁvid% Second
1% S]:e;j—H@ o st b oo o mowe diffexant clouds
b,  wwwJntufastupdates.com 5

|
ly Come comvidenation,




Vorth «

(ffosont  dato sloter and OLPP\im.Hon ~hat
Combsine d Yo - 4 oo SR Ao der\OP o Sondad |

"rec\r\t\c:\ca Y -

- Owginig @ o sovice § clad sace modds
| A cloud connechs e dovices s ddﬁf;'ll_n. L“:tIFP‘ﬁ cadon
Senvices, posom and hosinen. A doud Sewice con I‘C’e
considend ar o distocbudion  sawvice . SLELISY R
A oud - camiaomjh_ ccm bg.'lﬁfom.i{eq_ ay ‘.'c':waemﬁ |

Fre kel simple equr.ﬁmn. L
cloud Grpulitg = Saas +&§§ + Toas+ Doas .

_59_0;_83_'—> SoRboate @y 0 Sewvice « It is o Sexvice
WOAQ& VO\'\@JG +he &PP\\‘(;_QHQM ot SeaviCer d(’.\feROF H“’-k@&{ J
oF Yhe cloud ond maq mode avalloble the hos b

Towwgh the inrenct on cﬁemcmc\bd the sowiee

The Slw Cpi\’me\ ) ﬁes\)e@f‘ mnhv\ence ’ UPA.G:\mn !

o \itier of e doud sewicer

Sz the 9 o@poMsibi
Pags, s P[GJ‘%JR\ ar o davice - The P\Q.%Js\onm 13
available 4o o devdope. & on application on demond.
faas is o Sewice crodel \/\l‘[\eﬁe Yo Qﬁ)\icoﬁom and

2V 1 Cen c{eveloP and  eycoater Usimj the P\a,{-{:(‘:tlm.

www.Jntufastupdates.com 6 |

=



>

Ldkoo @ o Seice. TE tso
calions Use Yhe vrboskaucka,
cerand

Jaas -—s infxostat

Sewvice rrodel Whee e oppli
ntonnd on
chich is  avaibble %arwtﬂ\n Har e

B |Aheie he dolo sl

4 ovadloble 'Wﬂouﬂ\w Ao Ivtexnek -
o ool Olw and

et

The dﬁiﬁ centxe rﬂ:lmﬂerm_n‘\ ‘ED\D

dato ﬁ‘f’\{cﬁkbn ol the a\upan&i\oﬁ\‘u of o
centate <sewice P:s\mic:\ex.

www.Jntufastupdates.com 7



i"‘\'ﬂﬁﬂ“' i . T T
a2t List the featuros offered by Xively PaaS services? -

Answer !
The various features offered by Xively PaaS services are as follows,
0 11 offers data collection in real time across the internet.
() It allows data visualization for the ‘data of connected se'nsog to IoT devices.
) It provides graphical plots of the data collcf::ted.
(i) Jt provides access to old data. . ‘
) It provides support for programming languages such as Java, Pythonlqpc.l Ruby and for p_la;i’onn namely android.
(vi) lthproducc.s feeds representing real-world objects. | T
(vi) It produces alerts on the programmed triggers or alarms.
(i) It can function on REST protocol. |

(ix) Ttcan operate on ARM mBed™, Arduino and hardware-platform based IoT devices.

®. It provides services, business services platform that allows internet connectivity to the products and operations. Here,
products include collaboration products, Rescue, Join.me and BoldChat.

022. Describe briefly about Xively as service to the users.

Answer : Model Paper-, Q7(b)
Xively is a commercial Paa$S for [oT/M2M and it is utilized as not only data aggregates but also as a data mining website.

In addition to this, Xively is an IoT PaaS for both services as well as business services. It provides support for protocols like

REST, web sockets and MQTT and establishes connection between devices and Xively cloud services. It provides Native System
Development kits for Ardmno, Android, Java, PHP, Ruby and Python languages:.

An account with Xively need to be created by the user while deploying Xively APIs for carrying out data collection and
other functionalities. The concepts of users feeds, data streams, data points and triggers form the basis for Xively. A feed refers
 toalocation. While data streams refer to separate sensors having connected or associated with the location. Examples of feed
and data streams includes house and temperature, ambiant lights, power consumption, respectively.

Push or Pull Methods

Xively offers two modes for capturing data. They are pull method and push method. The former one refers to automatic

feed type where in data collection takes place from an http server whereas thc later one refers to manual feed type, wherein data
is written to xively by means of http client.

Data Formats and Strul:tures

Multiple data formats and structures allow to carryout mteractmn data collection arid services with Xively.
Private and Public Data Access

Afree account Prowdes support to atmost ten sensor feeds modified so on in furture. The data stored can exist atmost for

mmmonths -Anapplication can access the data existing at any location by means of interactive graphs embedded on the mobile.
'8 10 restriction for an application to use data feeds of other users as inputs.

www.Jntufastupdates.com 8
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6.14_ - INTERNET OF THINGS [INTU-KAKINAp,,
Data Streams, Data Polnts and Triggers : "

Xively platform allows data streams, data points and triggers.
“*  Data Stream : It refers to uninterrupted sensed dataflow on the intemet.
< Data Points : It refers to set of data values,
o Trigger : It refers to an action on change of state.
Data Visuallsation |

: . , - ; hi
Xively has the ability to capture data across the internet in real time. As a result, 1t provides alerts, graphing and acceyy
to historical data,

; (o o, Land
Xively allows data visualisation of both foeds as well as data streams apart from this, it also enaﬁ]es manual and automa,

feeds. : :
I

Q23. List the features offered by Nimbits Paa$ services.

Answer :
The various features offered by Nimbits Paa$ services are as follows,

1. It prowds:s solution to the complemty of edge compulmg involved in [oT by prowdmg a platform that is built upoq
embedded systems locally and then runs the rules using rule engme and pushes the data that seems to be crucial on the
cloud. »

2. Itoffers Nimbits.io, an open source Java library that allows the process of developing JAVA, web and android solutions
in a simple manner. !

3. Itprovides support for programming languages such as Arduino, Push functions subjected to Arduino cloud, Latest Arduino
library, HTML and JavaScript.

4, It offers a rule eng'mc_inorcicr to connect not only sensors but also persons and software to the cloud and with one another.
Here, rules represent email alerts, XMPP messages, push notification, statistics and any calculation.

5 It offers a data logging service and access. It stores the old data points as well as data objects.
6 It can store any format which is later serialized to a string such as XML or JSON.

7. It"is responsible for processing data of particular type and storing it.

8 It processes geo or time-stamped data. ' ;

9 It allows data visualization fc;r the data of sensors attached lr;; IoT devices.

It allows to create streams of data obje'cts' which are further stored in series of data points.

10.

11.  Itallows to access and monitor the data from’ any location. _

12. It provides support for ARM mBed-based, Arduino based and h"dwm'PlalfDm based [oT devices. -

13. Itallows to deploy software on Google App Engme and any server of. 12EE on Rﬂspben-y Pi. g Amazon o ‘.

f4. The server of Nimbits servesas 8 backend platform. - _ Lt
15. Itallows to filter the noisc and changes that are sent to big central instance. - , o

16." The Nimbits clients offer data collection in real time across the internet charts and graphical charts fc;r the data colit:‘qlﬂd

s 4

and data entry. : o ™

www.Jntufastupdates.com 9
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yUNIT-8 .' : 6:15
-"'"'nz 2. With a neatdlagram, discuss the deployment of devices at device network nodes and their association

with Nimbits server at cloud for applications and services.

BN ' I Model Paper-l, Q7(b)

{ The following figure illustrates deployment of devices, sensor nodes, data points of networks, Nimbits server at the device
. petwork nodes and their association with Nimbits server at cloud.

IoT/M2M
i
{ L
@ g
e
o ‘% J ‘| (a) Data points (b) Child data points (©) Ca_lculation objects
3 = E (d) Summary points (¢) Alerts (f) XMPP alerts and messages
g ' 7:; (g) Folders (h) Subfolders (i) Security tokens
g _
: .g
2
Y Y b= )
Internct Firewall . '
L d
IoT/M2M Applications/ . { Nimbits clients offers charts, data collection
Services/Processes in real time, graphical plots for data collected
and data entry
Triggers, : ;
Subscriptions, , Subscriptions | Request
. + F
Requests &
Sccurity Tokens
' 2 1k - Collect + Storage for
Mimbits Sever S % ' : - the Applications,
Fo 85 H2 Services, Enterprise and
XMPP ServerS | B 5
s Database Business .
and Intelligence

As shown in the ﬁgun:,hNimbits Server L and XMPP Server L are deployed at every device node are instances of Nimbits

. ServerS and XMPP Server S, respectively. Here, the former one is responsible for producing calculation objects for device nodes

. while the latter one is responsible for prodiicing data feed channels for alerts and messages of XMPP.
. Data Points - |

Adata point refers to a value gathered from a sensor belonging to a set of sensors. The organization of data is performed

by data points in several approaches. For example, points can include child points where child points refers to sub points.

" Points can exists in folders, containing many sub folders, which in tumn contain several sub-folders and so on. Here, trees
Gan be used for representing folders and its leaves for representing sub-folders.

s
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. : NTERNET OF T Dy
e g I r e

Data Channels . |
d by a user. In addition to thig ;, iy |
an subscribe to other user’s dag, .~ |
Jow high and idle alerts can be nolk: [

: A data feed channel displaying the system events and messages can be develope
displays data alerts subscribed by users so as to make them visible in the feed. The user €

and can carryout configuration of's ubscriptions for transmitting messages to the feed. Here,
by the user in real time, ]

Advanced Features : , 3 3 1 -
imbits. If the invitation seny by

: : ' G s i fN
A connegtion can be established between two different applications or services 0 L

application is accepted by an invitee, then the points and data of invitee's will be visible in e : .
Nimbits 3.8.10 contains H2 database engine which is a Java SQL.dambnse. The various features of H2 are as follows,
(i) Ttisvery fast, open source and JDBC API. |
(i) It offersin-memory databases. |
(i) It provides encrypted d;tabas'é.
(iv) Tt offers bmwse_r-basc'd_‘console applicatim;.
(v) It provides small foot print of Jar file size around 1.5 MB, -
(vi) It offers ODBC driver.
(vii) It enables to 'search ful text.
{viii) It prc;;'ides .multi-versiun concurrency.
Security Tﬁkens - .
The security tokens offered by Nimbits 3.9.6 are in a new form.
Emnk Through Perf'nrminice and Data Integrity

Nimbits server 3.9.10 provides breakthrough performance and data integrity.
Alerts l

A filter refers to application of rule to obtain latest or new data for the data point. The custom 1Ds of data points can be
used for sending alerts and messages across XMPP.

Jabbing : § ,

Jabbing is defined as the process of pushing the messages or alerts'fre

of pt : quently and quickly. Every message and alert s
associated with a Jabber ID (JID), which involves three parts namely node ide

ntifier, domain identifier and tesource identifier
(Optional) ~ (Compulsory) (Optional)

Node Identifier | Domain identifier Resource identifier

— JID

-

—

Notational Form of JID .
<JID>:=[<node> “@"]<domnin>["f" <resource>]
Subscriptions

Several subscriptions for a point can be created by a user. It might subscribe to another user’s point or a public pointd

another unknown user. Alerts are received by the user in case of point reaching an g} i
= . ~ amm state -
new data. ; (preset value) or while

www.Jntufastupdates.com 11



6.17

UNIT-6

g-;n';;;}} Point
point can be created by user to calculate minimum, uycrnge maximum, standard deviation, variance and sums

Summary
of other point on the basis of particular time mtcrvnl
Calculation - . : | |

Calculation objects for a single point can be crentcd hy user. Multiple formulas for a point can be applied b)' a user and

(he ob!ects can be organized in a tree. :

Q25 What are the features of cloud PaaS and SaaS platforms?

Answer t

The various features of cloud Paa$ and Saa$ platforms are as follows,
1. Splll'k - -

(i) Itisa distributed cloud-based operating system for [oT.

(i) Itisaweb-based IDE consisting of a command-line interface. Besides this, it provides SUIT’P‘-'"'t for several different
. languages and libraries work with several IoT devices.

2. OpenloT
(i) Itisan open source middle-ware pla-tforrn for IoT.
(ii) Itallows interaction with sensor clouds.
(iii) Itallows Cloud-based Sensingl-as-a-Servii:t (CSaa8).

(iv) Itis responsible for developing use cases for not only intelligent manufacturing, smart agriculture and urban crowd
* sensing but also for smart living and smart campuses.

5 Devlce Hub
(i) Itis an open source backbone for IoT.
(ii) It is a cloud-based service to store infonnatioﬁ pertaining to IoT.
(iiii 1t offers data visualizations.
(iv) It enables web-page-based console for controlling IoT devices.

(v) Itallows developers to build applications like monitoring information about vehicles, tracking of information about
weather )

PR R

6.2 ssnsoa, PARTICIPATORY ssusme, ACTUA'I'DR, RADIO rnsauaucv II:IEHTIFICATIOH }

AND wmm.ess, SENSOR NETWORK TECHNOLOGY, SENSORS 'rlscuuome‘r;aﬁnsma THE
' . WORLD

Q26. Explain about sensor technology and list some axamples of sensors.
Answer :
Sepsor Technology

Sensor technology plays a key role in designing the sensors and respccnve cjrcuits, electronic readers and devices. A sensor
is an electronic device that receives a signal and responds with an electrical signal. A sensor can sense different parameters like,

. Physical parameters such as light, metal, energy, heat, smoke, pressure.
2. Acceleration, spced onentatmn angle etc.-

3. ~ Amicrophone can sense the change in the sound and also used to record the sound (like music or voice).

www.Jntufastupdates.com 12



/6.18 © © . INTERNET OF THINGS [UNTU-KAKINAp,,

accordance with the change in the physical condition, A smart sensor is a sensor that co::sistg of electronic circuit in it with Some
computing and communication capabilitics. Analog sensor is used to compute the changes in the pn.mmctc::.m_i t:"" basis o7,
“reference ora condition and results the value of the sensed parameters after some appropriate calculations. In digital sensors

. _-E -
These parameters can be sensed and converted into electrical energy. ' i

A sensor consists of electronic circuit connected to the input which is used to receive the output of the sensor thay ;g i

changes in the parameters with respect to a reference or condition can be represented in the form of 0's and 1's.

Examples of Sensors , ; | ‘

2

‘piezoelectric effect. i

The different examples of sensors are as follows, |
Humidity Sensor - |
Humidity sensor also known as hygrometer is used to sense and measure the water vapours or mo = ;he airinterms |
of percentages. The relative humidity is the ratio of water vapours in the air to the highest possible content of water vapoy, I
in the air at a particular temperature. The humidity above 90% indicates that it is a rainy day.

Light | : : > '

A photoconducter is used to sense the infetisity of the light. The sérisnr dispia)'!f_ adrop i“.r‘”is.l ‘.Mth :.]:: ne.arby light
On the other hand, the p-n junction potodiode or photo transistor is also used to measure the intensity of the light.

Acceleration ;
A Micro-Electro-Mechanical Sesnsort (MEMS) is used to méasure thr.: linear acceleration a,, a,, @, across the three axe
X, », z with the help of capacitive change in the axes.

Vibrations and Shocks |

A MEMS can also be used to sense and measure the vibrations and shocks by the variations that occurred du_e il

Angular Acceleration and Change in Direction (Angle)

A Gyroscope is used to sense and measure the change/variation in the angular velocity i.e., angular acceleration and change/
variation in the direction (i.c., angle). An application is used to read the measurements with the help of a gyroscope o
accelerometer and the system starts computing as programmed.

LIDAR |
LIDAR (Laser Imaging, Detection and Ranging) sensors and Laser 3D imaging technology is used to turn on the remote

sensing and imaging. It detects the distance by focusing the laser light on target. The sensor is used to sense the reflected
laser light that enables the measurement of distance:

Q27. Explain the concept of sensing the Feal world.

Answe‘r H A "4 s 1 Pa ar
Sensing the Real World ' ' .

For answer refer Unit-VI, Q26, Topic: Sensor Technology.

A sensor is used to sense a physical change when it exposes a measurable change in a characteristic circuit parameters on .

the change in the surrounding, physical state on a condition.

Analog Sensors

Analog sensor makes use of sensor with the respected electronic analog circuit. It is used to produce the analog outputs

according to the physical environmental parameters hke pressure, temperature, humidity, proximity or magnetic field, The resistance
of the sensing component results a small change depending on the physical environmental variables, pressure or strain etc. Ifthe
pressure increases on a pressure sensor then the strain on the sensor will be increased. For example, a flex sensor of length 22

. inch or 4.5 inch shows results the change in resistance across the_s'cnsor trip because of the change in path and deflection of the
sensing resistor. ' ‘ ' 3 . o

-r'
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"UNIT-6

R 6.19

= The analog output from'a sensor circuit can be measured as gwen below,
(i) Initially, the sensor output is sent to signal condmomng-cum-amphf_-nng circyt (SC) as an input.

(i) The output of SC MII be sent to ADC as an mput.

ADC produces the digital output in the'form of 8 or 12 bits which can be read using the mlcrocnntmllcrs

iid :
i it produces the sensed parameter value and displays the physical

(v) BY using the microcontroller readings and computat;ons,_
condition of the sknsor at surroundings.

gerlal Port Interface

The main advantage of serial port interface with ADC is that the ADC 8 or 10 or 12 bit of output will be sent as an input

{0 the interface and the interface provides the input to the serial port at microcontroller.
Analog to Digital F‘onverter & _ )
It is an analog sensor circut that is connected u': a signal conditioner amplifier and thcn_to an Analog to Digital Converter
(ADC).
Sampling ADC

Sampling is a process that an ADC is used o accept the input signals in particular periodic intervals and convenmg
them into digits. Here, the interval will be provided according to the signal frequency and other requirements. There are many
applications of ADC such as, the sampling ADC receives the signals-from microphone for the recordmg sensor while recording
a music, or voice. :

Signal Conditioning Ampliﬂcr

Signal conditioning amphﬁer is used to amplify a signal at input and also to add or subtmct the offset voltage in such a
way that the minimum V_ (min) should be 0 V-and the maximum V_, (max) should be Vv atthe outputs of SC.

Digital Sensors

A digital sensor is a sensor with the respected elu:tmmc circuit or component that-produces the chgual output of 0’s and
1's (in binary form) or 1 and 0. The output can be read using ports in a microcontroller. This circuit helps in sensing the change
in the physical state or condition or change in the set of physical states and conditions.

Sensing of an On-Off State

The digital output of on-off state detection requires a number of conditions. It requires a circuit or microcontroller to read
the output. There are many applications that use sensing of an on-off state.

Examples

(i) . Sensing the filling of water in a water tank and prowdmg an emergency alert,

(ii)  Sensing of petrol ﬁllmg in the vehicletank.

. (ili) Sensing the traffic in a specific street.

Sensing a Set of On-off States

" . Mostof thc applicat:ons require detccnon w1th a numbcr of conditions together. A specific circuit is used to produce a
digital output for a set of on-off states. The specific clectronic circuit or component produces the output in a set of 4 or 8 or 16
states which includes 1’s and 0’s to sense the set of changes in the physical state or condition.

Examples of Ruisﬂve, Clpaciﬂve, Diode and Transhicr\-based Sensors

'I'he charactmsuc parameter like resistance, capacitor of an electronic circuit changes as per the physical state or condition.

. Now a days, the technology is developed in mobile phones i.e., they use finger print sensor, gesture via a sensor on touch screen.
" Mobile phones inclyde resistive and capacitive sensors, photodiode current-based sensors and ¢ gyroscope, temperature; acceletatmn

and pressure sensors which allows the functioning of various applications and games in a mobile.
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that computes the touchcd_m
will respond as per the commgpy

6.20

A microcontroller is an associate computing device which consists of a Sensor circuit
‘and links it to a user command when a resistive-based touch screen is used. Then, the mobile

Reading Temperature from Resistive Sensors (s T8
ccording to ohm’s law, the resi

An electronic circuit consists of a resistor in the form of a wire or component. A changed measurably wiy;
remains unchanged until the physical is changed. The resistor will run as a sensor when its values are : ¥ Within
the needed temperature range for sensing.

" ter values at :
Atable or an equation is used to compare the sensor resistance with the sensed and computed parameter a physica)

state or condition.

Reading from a Capacitive Sensor

s Sayne ' f b in the below figure,
A capacitance bridge is used by the sensing capacitor to enable the sensing which is as shown in the below figure

Serial port interface, ADC, Microcontroller % )
Sensor diode, capacitance bridge,

Capacitance |.B_| and signal conditioning Oscillator
amplifier

Figure: Microcontroller-based Electronic Circuit '

The capacitance bridge consists of a sensing capacitor and 3 fixed capacitors. The above diagram dep 'f:'s a mlct'oconu-.-;.uu
based electronic circuit in which the port is connected to four otheg sub circuits, serial port interface, capacitance bridge, diode,
ADC, Signal conditioning amplifier. The microcontroller is an electronic device which reads the input at the ports and saves the
input in the mémory. Later the data is used to communicate over internet.

Q28. Explain the concept of participatory sensing.

Ll

Answgr- :

According to Deborah Estrin, Participatory Sensing is defined as a process that allows individuals and communities to
adopt well sophisticated mobile phones and cloud services in order to perform systematic data collection and analytics so that it
can be used in knowledge discovery. :

- In the process of participatory sensing, a participant could be sensors employed in mobile phones. Mobile phones include
various sensors such as camera, temperature and humidity sensors, an accelerometer, compass, infrared sensors, NFC sensors,
microphone, bar or QR code readers and GPs. Mobiles interact over the internet using sensed information associated with time,

date and location stamps.

Various applications of parlicipat&ry sensing are data collection regarding weather, pollution, environment, waste
management. It also includes data about road faults, urban mobility, traffic congestion, health concerned to individuals as well

as group of people and disaster management like fiood, fire and so on.
The several challenges involved in participatory sensing are,
G Secuity, i e |
(ii) Privacy
(iii) Reputﬁtion
(iv) Poor incentives to participants.
The following figure illustrates various sources of data involved in the prdcm of participatory sn;:nsing along with various

phases involved in it.

S—
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This phase involves co-ordination where in participants organize soon after locating the data sources.
Phases 2 & Phase 3 ' :
In these ];hases, data capture, communication as well as storage on servers or cloud takes place.
Phase 4 & Phase 5
In these phases, data processing and analytics, visualisation and knolwedge discovery takes place. <

Phase 6

This phase involves initiation of respective actions.

Q29. Define actuator. Discuss various examples of applications of actuators.
Answér z
Actuators

Actuator is a device which is used to achieve, actuation means producing physical changes such as linear and angular
displacements. It is used to provide the actual motive force for the robot joints. It can also modulate the rate and power associated
with changes in displacements. Actuators get their power from one of three sources such as electricity, compressed air, pressurised
fluid. _

Applications of Actuators
The various applications of actuators includes the following,
L Light Sources . ,

_ The best exdmple of light sources is the traffic light as actuators are controlled using the inputs.
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'LED refers to an actuator emitting light or infrared radiation are different colour LEDs, RGB LEDs, intensity Variatig,
of LED and display of text graphic and colours on large screens uses of these are actions that are controlled by the inputs, RGR
LED consnsts of three inputs to control R, G and B components and as a result, it generates, compﬂﬂm color. LED light CMissjon
intensity is controlled by PWM (PulseWidth Modulator) pulses. Amicrocontroller is adopled to generate PWM outputs,

3. Plezoelectric Vibrator
Use of piezoelectric crystals at the input of fluctuating clect‘ric voltages p@m vibrations. '
4, Piezoelectric Speaker |
An application of programmed pulses at thc‘ input of piezoelectric speaker produces music, sounds, alarms as we]| 5
buzzar, A microcontroller is adopted to generate PWM outputs, '
5. Motor |
A moter can be either Directly Current (DC) controlled or Alternating Current (AC) controlled. The 10 modules tak,

control digital inputs in the form of 0's and 1's and produces high currents at output modules. The rotation motion is convyerteq
into linear motion by usmg a cam, provided it is rotated by a motor.

6. Servomotor

Servomotor is a geared DC motor. It is used in applications like robotics. Servomotor controls, positions or rotates the

- . shaft of the motor through 180 (+90°) degrees. The angular position of shaft of the motor is controlled through 180 degrees,
betwu:en —90° and +90° degrees.

According to the value ‘P’ stored in PWM register, PWM pulses of varymg widths are generated by an internal circuit of
microcontroller,

The shaft of a motoris positioned at mid-angular position if the widths of PWM pulse at output port is of 1.5 ms. Assume
the following,

@) The angular pasition. is =90° if the pulse width is 1 ms.
(i)  The angular position is +90° if the pulse width is 2 ms.

The angular position will be changing by varying the pulse width between 1 ms and 2 ms by means of the value stored
in PWM register.

- Solenoid

_ A solenoid is an actuator containing several coils amngcd in cylindrical fashion. It creates a magnetic field by the flow
of electnclty passing through it. g

‘The magnetic field generated is in proportmn to thc number of turns as well as the electricity in the solenoid. The motion
of solenoid is controlled using the input current, pulscs and slight differences in current with respect to time by placing an iron
' shaft along the axis.

A solenoid can create not only a sharp forward push but also backward push and repeated to and from motmn In addmon
to this, it converts lmear motion into rotator motion by means of a cam, '

'Q30. Explain.the Radio Frequency Identification (RFID) technolc:gy and its princlple

B BN el

"Answer H
'RFID . )
For answer refer Unit-11, Q17, Topic: RFID.

;sm UART or NFC protocol is used by an ID’s reader circuit for recognizing the RFID tag located ata distance wWithi 2
_cm. In active NFC devices, an RF field generated activates or induces the currents in RFID and generates required power which
s thcn used by RFID for transmitting the identification of tag contents.

.‘.’
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In passive devices, incoming RF signals from a reader activates or induces the currents in the its antenna and generates
enough power of transmitting the tag contents. While in active devices, a battery (power source) is in-built and there fon: transmits

the tag conterls on its own.

A hotspot containing WiFi transceiver or wircless transceiver establishes connection with the intermnet for loT services,
applications and business processes, ts functionality is toreceive signals coming from several RFID tags present in an organization -
and then transmit the data gathered at the web server from the internet. A mobile that is located near to the device can also act
as a hotspot.

RFIDs altogether represents an loT network which is connected to an IoT server r of internet. Usually an IoT server contains
RFID identity manager, device manager, data router, analyse, storage as well as database server and services. .

Principle of RFID . ' .

Atag refers to an electronic circuit that makes use of RF signals for transmitting its corresponding ID. The ID is responsible
for transmitting the tag contents to a reader. The reader which in turn transmits the tag contents associated with extra information
to remote server on the intemet, Here, the extra or additional information varies accordfng to the application. For instance, in
case of tracking application additional information could be location and time stamped data together with ID.

The processing of RFID data is simple and therefore the concept of RFID tag is more advantageous compared to bar code
ot QR-code. In addition to this, the tag can be made invisible to a person by using short range RF transceivers rather than laser or
light in QR code. A short string of data is transmitted back to a RFID reader by the tag. Later, the reader receives the RF signals
and interacts with remote server on he internet. Compaged to passive devices, active devices can transmit the tag contents to the
reader located at longer distances.

Q31. Discuss the components of RFID system of loT applications and services.
Answer : bos . Model PaparV, Q7({b)
The various components of RFID system are as follows,

1. © RFID Tag

It refers to a tiny chip which is of thrce types namely passive, active and battery onenled The chip serves as tag or label
that is placed on an object.

2. Transceiver

It i5 built in on the chip and interacts with a reader at a distance ranging from 10 cm to 200 m based on the type of chip.
The chip carries out UART communication with the reader by means of RF link or performs NFC communication with the reader
located at a distance less than 20 cm. It uses a standard frequcncy ranging between 120 kHz to 150 kHz, 13.56 MHZ, 433 MHz
and hlgher frequencies in case of UHF and microwave frequencies.

3,  RFID Reader

It uses the transceiver built in it for receiving the ID. The header received using UART protocol consists of three fields.
The first field contains one start byte, the second ficld contains ten byte ID and the last field contains one end byte. Mobile or
hotspot associated with Wi-Fi transceiver is responsible for sending and receiving signals coming from RFID tag,

4, Data Processing Subsystem

It contains compl.‘lﬁng device as well as middle-ware and enables connectivity to large networks like internet either directly
or by means of gateway containing data adaptation sublayer. The subsystem represents a back end system reader circuit that
transmits data to the' internet djrectly or by means of mmpuler or mobile. SparkFun SEN-08419 used in the process of prototype

developmcnts is an example ofa reader. _
5, Middle-ware _
: It refers to software units that are adopted at riot only reader but also at read manager and data store for the transaction

data store and APIs of [oT applications and services. - gl
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6.~ Appllcations and Services o : :
. These applications and services make us;z of data store residing at web server of cloud server.

The following figure illustrates various components involved in REID system.

IR T e,

,@__ Data center/ IoT Applic?lions
: web server/ g and Services |
cloud server : m

.
Data

.| Store S e T
T L

Figure: Various Components of RFID System

Y

Computing
_Device .

Q32. Explain brioﬂy about wireless sans.or networks.
Answer :

Wireless Sensor Networks

~ The mobile ad hoc network of smart sensors with communication, networking and computational features is referred to
as wireless sensor networks, Smart sensor is the one which has computational and logical abilities However, wireless sensors

make use of radio frequency transceiver for communication purpose, This transceiver helps the node to send and receive the
packets from the nodes closer to it. Thus, the smart wireless sensor node comprises of the followin

() A microconlrul]Fr with CPU, memory and ADC (Analog-to-Digital C;‘mvencr)

@) Sensor i | | _ :
(iii) Ra'dio‘ﬁ'equenby transceiver :

(iv) An enc'rgy-h_arvc'sﬁng comiponent so as to catch solar radiation and save the ene{gy
(v) " "An energy source.

The figure below acpicts the wireless sensor network.
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Wireless sensor networks are used in wide variety of [oT applications such as smart homes and smart city.

The node of wireless sensor networks connected by wireless links have the ability to sense as well as communicate data
residing at remote locations by means of internet. Here, remote locations include forests, industrial plant machines, lakes, gas
pipelincs, oil pipelines and so on.

Q33. Draw and explain the architecture of WSN.

Answer : 3
The following figure illustrates the architecture of wireless sensor node. It consists of three layers. They are,

/

LY

0] Application layer
(ii) Network layer
(iii) Physical and data link layer.

Sensor, 5 5 :
CPU, Application layer .
! Sensor node : Communication
and program Network layer sub system
- : L : 2
Wircless radio 3 . MAC and Pysicnl
< chenitand Physical cum Data-link layer layer
antenna ' :
e Transceiver Wireless Network s

Figure: Throe Layer Architecture of erel_ass Sensor Node
The software units of applicati'on layer includes the following, 5 iy
(a) ‘Sensor management -
(b) Sensor query and data dissemination , L
(c) Task assignment : '
(d) Data advertisement
(e) Application-specific protocols.

The combination of sensor, CPU, program and sensor node altogether represent application and network layers. A serial
link between network layer and data-link layer establishes a connection between them and it also connects the layers to radio
circuit and antenna. The wireless radio circuit is placed at physical cum data link layer and the protocols of MAC and physical

layer are used by communication subsystem.. | :
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Q:l:t: Draw and explain the architecture for connecting WSN nodes.

Answer 1 :
y infrastructure of WSN
There arc two architectures for connecting WSN nodes, The first architecture is fixed connect::;ﬁo S contalbieE WENG
nodes, relays, co-ordinators, gateways and routers. A best example of this architecture is smart-home
at refrigirator, air conditioner, TV and computers associated with Wi-Fi access points.

The following ﬁgure illustrates fixed conncclmg infrastructure.

Co-ordinating WSN Node

¥ 3

1

Y
+ Routeror ™ g4 point Relay Intemet .
gateway .

Figure: Fixed Connecting Infrastructure

The second architecture is Adhoc network of mobllc WSNs, access points, gateways,
- example of this architecture is associating movable WSNs to bifds or animals.for performing habitat monitoring.

The following ﬁgure illustrates the archntecture of mobile adhoc network of WSNs.

Figure: Mobile Adhoc Network of WSNs

(a) Access Polnf-
It refers to a fixed point transceiver, which is responsible for providing access to nodes located within the range.

(b)  Multipoint Relay
It is responsible for connecting to large networks like internet or mobile service provider network.

-

(). Router -
It is responsible for transmitting the packets along the path selected from several paths existing in the network.

(d) Co-ordinator :
It i responsible for providing a connection or link between the networks.
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Q35. Draw and explain the architectures for networking of the WSN nodes. (]

Answer 1 ' ! ' . A
There are two architectures for networking of the WSN nodes. They are, :
(i) Laycred architecture : . : ¥ o

(i) Multiple clusters architecture, ; S| : | :
@ Layered Architecture ) ' |
MINA stands for Multi Infrastructure Network Architecture, It refers to a layerdd architecture. The WSN nodes have

he ability of sensing as well as forwarding this data to the base station. In addition to this, WSN nodes possesses coverage and
" mobility range so as to interact with the access points that are remotely connected. :

Base stations have the abilities such as data collection, data processing and connectivity with huge networks like Internet.
The following figure illustrates layered architecture for network of WSN nodes.

@H ....................... »Router or Gateway

Access
Point

. Layerl (Base
(One Hop WSN1)| station)

¥

Layer 1
(One Hop WSN 6)

Layer 2

(Two Hop WSNs)
Layer 3 - msnsimammm e e Seonea s >
(Three Hops WSN) Internet

Figure: Layered Architecture for Network of WSN Nodes

As shown in the figure, every node is connected to the néarest neighbour. The WSN nodes can interact with access point 2
via two or more hops if there is large distance between them. There are three layers aroiind the base station WSN1 and WSN6 in
first layer directly connected to the access point. So hop count is one for first layer. WSNs is second layer i.¢., WSN2 and WSN3
are connected to WSN1 in first layer and then connected to the access point. So, hop count is two for second layer. WSNs in
third layer i.e., WSN5 and WSN4 are connected to WSN2 and WSN3, respectively in second layer which are inturn connected to
WSN]1 in first layer and then connected to the access point. So hop count is three for third layer. Access points have connectivity
to the large networks like Internet. .

(i) Multiple Clusters Architecture

Multiple clusters architecture consists of multiple clusters associated with a cluster head gateway where each cluster is
connected or associated to a gateway node.

In this architecture, cluster head and its associated clusters form a tree like topology. The process of grouping the nodes
into clusters and the sel'ecti_on of clusters head is autonomous in both distributed WSNs as well as WSN clusters.

The following figure illustrates multiple clusters architecture containing two clusters associated with a cluster head gateway.

Cluster 14

~ Figure: Multiple Cluster Architecture
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~ . i bles connectiviy
e : ' i1ce internet and it cna Y
As shown in the figure, the cluster head gateway is connected to large networks like 10!

to WSNs present in various clusters.

6 to WSN10 re.
) 1o WSNS and WSN
Cluster 1 and cluster 2 represents mobile Ad-hoc network of WSNs such as WSN1

i ted in th
: clusters are interconnec _ ¢
spectively, The WSNs located in a cluster possesses either layered or mesh mhlwc:tm'c:;n'ld‘:‘:s connected to nearest neighbour,

wireless range through a gateway in the existence of oné cluster-head Emey Evcryd 1o the WSN of some other cluster. The
The node is connected to a gateway by means of one or more hops when it 15 connecte

PR 2 gateway-node.
of nearly cluster occurs via g8 ! L
communication among noder:. of one cluster to nodes y e : terconnecting tyo clusters is

. . -daf t 2
Multiple clusters architecture allows compaction and aggregation of data. A.Br cted data received at cluster-

y ed and compa
responsible for interacting compacted or aggregated data between them. The aggregat cloud server.

’ ¥ . T
head gateway is, inturn aggregated and compacted before sending it to the web server @
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