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UNIT-1II

DATA LINK LAYER CONTROL-I
INTRODUCTION

The two main functions of the data link layer are data link control and media access control.
1. Data Link Control: the data link layer deals with the design and procedures for
communication between two adjacent nodes: node-to-node communication.
2. Medijum Access Control (MAC) : how to share the link.

Data link control functions include ‘framing, flow and emor control, and software
implemented protocols that provide smooth and reliable transmission of frames between

podes. we first discuss framing, or how to organize the bits that are carried by the physical
layer. : . :

To implement data link control, we need protocols. Each protocol is a set of rules that need to
be implemented in software and run by the two nodes involved in data exchange at the data
link layer. We discuss five protocols: two for noiseless (ideal) channels are and three for
noisy (real) channels. Those in the first category are not actually implemented, but provide a
foundation for understanding the protocols in the second category. .

Protocels
1
{ 1
For noiseless For naisy
chanoe{ _ channel
Simplest _ Stop-and-Wait ARQ
Stop-and-Wait Go-Hack-N ARQ

Selective Repeat ARQ

After discussing the five protucol designs, we show how a bit-oriented protocol is actually
implemented by using the High-level Data Link Control (HDLC) Protocol as an example. We
also discuss a popular byte-oriented protocol, Point-to-Point Protocol (PPP).

FRAMING

» Data transmission in the physical layer means moving bits in the form of a signal

from the source to the destination. The physical layer provides bit synchronization to
ensure that the sender and receiver use the same bit durations and timing.

» The data link layer, on the other hand, needs to pack bits into frames, so that each
frame is distinguishable from another.

» Framing in the data link layer separates a message from one source to a destination,
by adding a sender address and a destination address. The destination address defines
where the packet is to go; the sender address helps the recipient acknowledge the
receipt.

» the whole message could be packed in one frame, that is not normally done. One
reason is that a frame can be very large, making flow and emor control very
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inefficient. When a message is carried in one very large frame, even a single-bit error
would require the retransmission of the whole message. When a message is divided
into smaller frames, a single-bit crror affects only that small frame.

[hmae | | ] [ [ |t

Frame structure

Fixed-Size Framing

Frames can be of fixed or variable size. In fixed-size framing, there is no need for defining
the boundaries of the frames; the size itself can be used as a delimiter. An example of this
type of framing is the ATM wide-area network, which uses frames of fixed size called cells.

Variable-Size Framing

In variable-size framing, each frame size is different from other, For that we need a way to
define the starting and ending of the frame. Historically, two approaches were used for this
purpose: a character-oriented approach and a bit-oriented approach.

Character-Oriented Protocols

» Ina characfer-oriented protocol, data to be carried are 8-bit characters from a coding
system such as ASCII.

» The header, which normally carries the source and destmatlon addresses and other

control information, and the trailer, which carries error detection or error correction
redundant bits, are also multiples of 8-bits.

To separate one frame from the next, an 8-bit (I-byte) flag is added at the beginning
and the end of a frame.

The flag, composed of protocol-dependent special characters, signals the start or end
of a frame.

Character-oriented framing was popular when only text was exchanged by the data
link layers.

. Datu from upper layec .
| Veriable number of chartacters |

[ voe | - et | | | J-oo| ] [woder] e |

Aframe in a character-oriented protocol

Here we have the small disadvantage frorm adding starting and ending flag to the frame,

» why because, The flag could be selected to be any character not used for text
communication.

» Any pattern used for the flag could also be part of the information.

» 'If this happens,the receiver, when it encounters this pattern in the middle of the data,
thinks it has reached the end of the frame.

To fix this problem, a byte-stuffing strategy was added to character-oriented framing.

» In byte stuffing (or character stuffing), a special byte is added to the data section of
the frame when there is a character with the same pattern as the flag. The data section
is stuffed with an extra byte. This byte is usually called the escape character (ESC).

> Whenever the receiver encounters the ESC character, it removes it from the data
section and treats the next character as data, not a delimiting flag,
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Daia from upper layer
[ Tees] | [esc] ]

Frame sent Srutfed

Flag  Hedsr | |ESC|Feg] | |Esc|esc| | Teericr g

Extra2
bytes
Frame received
Pag__ Rasw | [Escleeg] | Jeclesc] [mmue]res]
Unstoffed | '
L [mee] | TJesc] ]
Duta 1o uppel layer

Byte stuffing and unstuffing

Bit-Oriented Prgtocols

> 'In a bit-oriented protocol, the data section of a frame is a sequence of bits to be
interpreted by the upper layer as text, graphic, audio, video, and so on. However, in
addition to headers (and possible trailers), we still nced a delimiter to separate one
frame from the other, Most protocols use a special 8-bit pattern flag 01111110 as the
delimiter to define the beginning and the end of the frame.

I‘ Data friom upper layer

Variable mumber of bits '__I

|ommo | Heater  oilnpiCi0 Voo 11011110 | Taiter | ort11100
Flag

Flsp
A frame in a bit-oriented protocol
This flag can create the same type of problem we saw in the byte-oriented
protocols.That is, if the flag pattern dppears in the data, we need to somehow inform
the recciver that this is not the end of tbe frame. We do this by stuffing ! single bit
(instead of 1 bytc) to prevent the pattern from looking like a flag. The strategy is
called bit stuffing.
In bit stuffing, if 2 0 and five consecutive I bits are encountered, an extra 0 is added.
This extra stuffed bit is eventually removed from the data by the receiver.

Data from npper layer
1000113111110011111010001

Fsame s¢n) smﬁ“’l’ !
{Fiag]|  Heaer  10001111101100131110010001 Traiter IFlag |

Extra 2
bits
Frame teceived

IFag 1  Header 10001111101 160113110010001 Twiler 1Flag |

Unsroffed *
_Iooounu 1001111101000
Data to upper layer
Bit styffing and unstuffing
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> This means that if the flaglike pattern 01111110 appears in the data, it will change to
011111010 (stuffed) and is not mistaken as a flag by the receiver. The real flag
01111110 is not stuffed by the sender and is recognized by the receiver.

Error Detection and Correction .

Networks must be able to transfer data from one device to another with acceptable
accuracy.For most applications, a system must guarantee that the data received are identical
to the data transmitted. Any time data are transmitted from one node to the next, they can
become corrupted in passage. Many factors can alter one or more bits of a message. Some
applications require a mechanism for detecting and correcting errors.

> Data can be corrupted during transmission. Some applications require that errors be
detected and corrected.
Types of Errors

Whenever bits flow from one point to another, they are subject to unpredictable changes
because of interference. This interference can change the shape of the signal.ln a single-bit
error, a 0 is changedtoa 1 ora 1 to a O. In a burst emror, multiple bits are changed.

Single-Bit Error

» The tem single-bit error means that only 1 bit of a given data unit (such as a
byte,character, or packet) is changed from 1 to 0 or from 0 to 1.

> Single-bit errors are the least likely type of error in serial data transmission.

Qchanged © |
MO!@IOIOTJHOIOJO&U:I o]
Single bit error

Burst Error

> The term burst error means that 2 or more bits in the data unit have changed from 1to O
or from O to 1.

Length of barst

error (8 bits) 1

Sent
F0Ill<>l0|0Illf*FOIOIl OUOIﬂTT
Cmrupir.dbus

Lofs |°J1 l!1|7110|l ll“l“l‘llllll

Received

Burst error of length 8

The above fig. shows the effect of a burst arror on a data unit. In this case,0100010001000011
was sent, but 0101110101100011 was received. Note that a burst error does not necessarily mean
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that the errors occur in consecutive bits. The length of the burst is measured from the first
corrupted bit to the last corrupted bit. Some bits in between may not have been corrupted.
» A burst error is more likely to occur than a single-bit error.

» The duration of noise is normally longer than the duration of 1 bit, which means that
when noise affects data, it affects a set of bits.

» The number of bits affected depends on the data rate and duration of noise.

Redundancy

» To detect or correct errors, we need to send extra (redundant) bits with data.
> These redundant bits are added by the sender and removed by the receiver.

Forward Error Correction

> Forward error correction is the process in which the receijver tries to guess the message by
using redundant bits.

Retransmission

> Correction by retransmission is a technique in which the receiver detects the occurrence
of an error and asks the sender to resend the message.

> Resending is repeated until a message amives that the receiver believes is error-free
(usually, not all errors can be detected).
Coding
The sender adds redundant bits through a process that creates a relationship between the
redundant bits and the actual data bits.

The receiver checks the relationships between the two sets of bits to detect or correct the errors.
Sender Receiver

Encoder Decoder

Correct or

discard
Generator Checker
h
\

Unreliable transmission

lMessage and redunda n'cy}— >i Received information 1 ’

The structure of encoder and decoder

Modular Arithmetic

> In modulo-N arithmetic, we use only the integers in the range 0 to N - 1, inclusive.
Modulo-2 Arithmetic

> In this arithmetic, the modulus N is 2. We can use only 0 and 1. Operations in this

arithmetic are very simple. The following shows how we can add or subtract 2 bits.
Adding: 0+0=0 [+0=1 0+1=1 I1+I=0
Subtracting: 0+0=0 1+0=1 0+I=1 1+1=0

» The result of an XOR operation is 0 if two bits are the same; the result is I if two bits
are different.
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BLOCK CODING

» In block coding, we divide our message into blocks, each of & bits, called datawords.

» We add r redundant bits to each block to make the length n = k + r. The resulting n-bit
blocks arc called codewords.

» With K bits, we can create a combination of 2k datawords; with n bits, we can create a
combination of 2n codewords. This means that we have 2" - 2¥ codewords that are not
used. We call these codewords invalid or illegal.

» the number of possible codewords is larger than the number of possible datawords.

2% Datawords, each of k bits

ot J[ oo ] ---

2™ Codewords, each of n bits (only 2K of them are valld)

Datawords and codewords in block coding
Example: if k =4 and n=15. As we saw, we have 2* = 16 datawords and 2° = 32 codewords.

We saw that 16 out of 32 codewords are used for message transfer and the rest are either used
for other purposes or unused. :

Error Detection

the following two conditions are met, the receiver can detect a change in the original codeword.
1. The receiver has (or can find) a list of valid codewords.
2. The original codeword has changed to an invalid one.

Sender Receiver

Encoder Oecader

¥

Extract

Generator I Checkar
Discard

nbicsl Codeword ll Unreliable transmission :II Codeword Inbhs

Process of error detection in block coding
Process:

» The scnder creates codewords out of datawords by using a gencrator that applies the rules
and procedures of encoding.

» If the received codeword is the same as onc of the valid codewords,the word is accepted,
the corresponding dataword is extracted for use.
» Ifthe received codeword is not valid, it is discarded.

Example

Let us assume that k =2 and n =3. Table 10.1 shows the list of datawords and
codewords.
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Datawords Codewords
00 ‘ 000
1 011
10 101
11 110

A codefor error detection

Assume the sender encodes the dataword 01 as 011 and sends it to the receiver. Consider the
following cases:

1. The receiver receives Ol It is a valid codeword. The receiver extracts the dataword 0]
from it. :

2. The codeword is corrupted during transmission, and 111 is received (the Ieftmost bit is
comupted).This is not a valid codeword and is discarded.
3. The codeword is corrupted during transmission, and 000 is received (the right two bits are

corrupted). This is a valid codeword. The receiver incorrectly extracts the dataword 00. Two
corrupted bits have made the error undetectable,

Erxror Correction

In error detection, the receiver needs to know only that the received codeword is invalid; in

error correction the receiver needs to find (or guess) the original codeword sent. We can say

that we need more redundant bits for error correction than for error detection.

Sender Recelver

Encoder Decoder

- Unreliable transmissi |
nbits Cod_e_word et Temision > Codeword

n bits

Structure of encoder and decoder in error correction

Example:

» We add 3 redundant bits to the 2-bit dataword to make 5-bit codewords. Here k=2,
=3 n=5.

» the dataword is 01. The sender consults the table (or uses an algorithm) to create the
codeword 01011.

» The codeword is corrupted during transmission, and 01001 is received (error in the
second bit from the right).

» First, the receiver finds that the received codeword is not in the table This means an
error has occurred.

The receiver, assuming that there is only 1 bit corrupted, uses the following strategy to guess
the correct dataword.
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Dataword Codeword
00 00000
0l : 01011
10 10101
Il {10

A code for error correction

1. Comparing the received codeword with the first codeword in the table (01001 versus
00000),the receiver decides that the first codeword is not the one that was sent because there
are two different bits. '

2. By the same reasoning, the original codeword cannot be the third or fourth one in the table.
3. The original codeword must be the second one in the table because this is the only one that

differs from the received codeword by 1 bit. The receiver replaces 01001 with 01011 and
consults the table to find the dataword Ol.

Hamming Distance

» The Hamming distance between two words is the mumber of differences between
corresponding bits.

» We show the Hamming distance between two words x and y as d(x, y).

» The Hamming distance can easily be found if we apply the XOR operation on the
two words and count the number of 1’s in the result. Note that the Hamming distance
is a value greater than zero.

Example
Let us find the Hamming distance between two pairs of words.
1. The Hamming distance d{QOO, 011) is 2 because 000 (XOR) 011 is 011 (two Is).
2. The Hamming distance (70707, 11110) is 3 because 10101 (XOR) 11110 js 010} 1 (threc ).

Minimum Hamming Distance

» the minimum Hamming distance is the smallest Hamming distance between all
possible pairs.

> We use dmin 0 define the minimum Hamming distance in a coding scheme.
Example :

Find the minimum Hamming distance of the coding scheme frons below Table

Datawords Codawords
00 000
o1 011
10 101
1 110

Solution:
¢ We first find all Hamming distances.

L

d011,110y=2 d(101,110)=2
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¢ The dpq in this case is 2.

Example :2
Find the minimum Hamming distance of the coding scheme from the below Table
Daraword Codeword -
00 00000
0} 01011
10 : (0101
11 11130
Solution:

o We first find all the Hamming distances.
d(00000,01011)=3  d(00000, 10101) = 3
d(01011,10101)=4  d(01011, 11110)=3

& The duy in this case is 3.

d(00000, 11110) = 4
d(10101, 11110)=3

(

> To guarantee the detection of up to s errors in all cases, the minimum Hamming
distance in a block code must be d,;, =s + 1.

LINEAR BLOCK CODES

> In a linear block code, the exclusive OR {XOR) of any two valid codewords creates
another valid codeword.

» the minimum Hamming distance for a linear block code is the number of [s in the
nonzero valid codeword with the smallest mumber of Is.

Some Linear Block Codes

Simple Parity Checking OR One-dimension Parity Check

The most common and least expensive mechanism for error- detection is the simple parity
check. In this technique, a redundant bit called parity bit, is appended to every data unit so
that the number of 1s in the unit (including the parity becomes even).

Blocks of data from the source are subjected to a check bit or Parity bit generator form,
where a parity of | is added to the block if it contains an odd number of 1's (ON bits) and 0 is
added if it contains an even number of 1’s. At the receiving end the parity bit is computed
from the received data bits and compared with the received parity bit, as shown in Fig. 3.2.3.
This scheme makes the total number of 1°s even, that is why it is called even parity checking.

Considering a 4-bit word, different combinations of the data words and the corresponding
code words are given in Table 3.2.1.
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Sender Receiver
1011011
Reject Data
o [Reject Ozta|
parity bit
Compute
1011041 |1 | paritytit
1011011
h
Transmission

Media

Figure 3.2.3 Even-parity checking scheme

Decimal value | Data Block | Parity bit | Code word
0 0000 0 000060
1 0001 1 00011
2 0010 1 00101
3 0011 0 00110
4 0160 1 01001
5 0101 0 01010
6 0110 0 01100
7 0111 1 01111
8 1000 1 10001
9 1001 0 10010

10 1010 0 10100
11 1011 1 10111
12 1100 0 11000
13 1101 1 11011
14 1110 1 11101
15 1111 0 11110

Table 3.2.1 Possible 4-hit data words and corresponding code words

where the number of 1’s should be an even number. it is also possible to use odd-parity checking,
where the number of 1’s should be odd.

Performance

An observation of the table reveals that to move from one code word to another, at least two data
bits should be changed. Hence these set of code words are said to have a minimum distance
{hamming distance) of 2, which means that a receiver that has knowledge of the code word set can
detect all single bit errors in each code word. However, if two errors occur in the code word, it
becomes another valid member of the set and the decader will see only another valid code word
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and know nothing of the error. Thus errors in more than one bit cannot be detected. in fact it can be
shown that a single parity check code can detect only odd number of errors in a code word.

Two-dimension Parity Check

Performance can be improved by‘using two-dimensional parity check, which organizes the block of '
bits in the form of a table. Parity check bits are calculated for each row, which is equivalent to a
simple parity check bit. Parity check bits are also calculated for all columns then both are sent along

- with the data. At the receiving end these are compared with the parity bits calculated on the
veceived data. This is illustrated in Fig. 3.2.4,

Originat data | 10110011 3 10109011 3 01011010 § 11010101]

10110011}1
101010111
Row parities
a1011010f0
11010101]3

Columnparities | 70010111} 1

{ 101100111 3 101010111 § 010110100 § 110101011 £ 100101111 |
Data to be senl

Figure 3.2.4 Two-dimension Pafity Checking

Performance

Two- Dimension Parity Checking increases the likelihood of detecting burst errors. As we
have shown in Fig. 3.2.4 that a 2-D Parity cheek of n bits can detect a burst error of n bits. A
burst error of more than n bits is also detected by 2-D Parity check with a high-probability.
There is, however, one pattern of error that remains elusive. If two bits in onc

data unit are damaged and two bits In exactly same position in another data unit are also damaged,
the 2-D Parity check checker will not detect an error. For example, if two data units: 11001100 and
10101109. If first and second from fast bits in each of them is changed, making the data units as
01001110 and 00101110, the error cannot be detected by 2-D Parity check

CHECKSUM

In checksum error detection scheme, the data is divided into k segments each of m bits. In the
sender’s end the segments are added using 1's complement arithmetic to get the sum. The sum
is complemented to get the checksum. The checksum segment is sent along with the data

segments

One's Complement

The previous example has one major drawback. All of our data can be written as a 4-bit word (they
are less than 15} except for the checksum, One solution is to use one’s complement arithmetic. In
this arithmetic, we can represent unsigned numbers between 0 and 2n - 1 using only n bits. t If the
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number has more than n bits, the extra leftmost bits need to be added to the n rightmost bits
{wrapping). in one's complement arithmetic, a negative number can be represented by inverting all
bits {changing a 0toa 1 and a 1 to a 0}. This is the same as subtracting the number from 2n- 1.

How can we represent the number 21 in one's complement arithmetic using only four bits?

Solution:

The number 21 in binary is 10101 (it needs five bits). We can wrap the leftmast bit and add it to

the four rightmost bits. We have (0101 + 1) = 0110 0r 6.

How <¢an we represent the number -6 in one's complement arithmetic using only four bits?

Solution:

In one's complement arithmetic, the negative or complement of a number is found by inverting all
bits. Positive 6 is 0110; negative 6 is 100, If we consider only unsigned numbers, this is 9. In other
words, the complement of 6 is 9. Another way to find the complement of a number in one's
complement arithmetic is to subtract the number from 2n - 1 {16 - 1 in this case).

Below Figure shows the process at the sender and at the receiver. The sender initializes the
checksum to 0 and adds all data items and the che,pic-sum (the checksum is considered as one data
item and is shown in cofor). The result is 36. However, 36 cannot be expressed in 4 bits. The extra
two bits are wrapped and added with the sum to create the wrapped sum value 6. In the figure, we
have shown the details in binary, The sum is then complemented, resuiting in the checksum value 9
{15 - 6 = 9). The sender now sends six data items to the receiver including the checksum 9. The
receiver follows the same procedure as the sender. It adds all data items (including the checksum);
the result is 45. The sum is wrapped and becomes 15. The wrapped sum is complemented and

becomes O. Since the value of the checksum is 0, this means that the data is not corrupted. The

receiver drops the checksum and keeps the other data items. If the checksum is not zero, the entire
packet is dropped.

Sender site

Receiver sile
1 . 7
11 1
12 12
Y 0
6 6
] 9

2 .

Sum % | 71 12.0.69|— Sum -
1 Wrapped sum ~==3> 6 Packet Wrapped sum =3 {5
i Chetlsum —» § Checlsum —»~ 0

1101 45
d | 1 0 0 10 Lo
o1 1 0 6" 1111 15
100 1 9 0000 Y
Details of wrapping Details of wrapping
and complementing and complemanting
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BIT ORIENTED EXAMPLE
Example: Example: Received data
- _ 10110011
k=4, m=§ : 10101011
10110011 01011110
10101011 ¢ 1
- 01011110 01011111
1 ' 01011010
01011111 10111001
01011010 | 11010101
10111001 G 10001110
11010101 —_
FTYTYCCT S 10001111
C‘ 10001110 02110000
1 Sum: T

Sum: 10001111

Complement = 00000000
Checksum 01110000

Conclusion =Acceptdata

Figure 3.2.5 [a) Sender’s end for the calculation of the checksum, (b) Receiving end for checking
the checksum

shown in Fig. 3.2.5 (a). At the receivers end, all received segments are added using 1’s
complement arithmetic to get the sum. The sum is complemented. if the result is zero, the
received data is accepted; otherwise discarded, as shown in Fig. 3.2.5 {b).

Performance

The checksum detects alf errors involving an odd number of bits. It also detects most errors
involving even number of bits.

Internet Checksum

Traditionally, the Internet has been using a 16-bit checksum. The sender calculates the checksum by
following these steps.

Sender side:

1. The message is divided into 16-bit words.

2. The value of the checksum word is set to 0.

3. All words incfuding the checksum are added ushtg one's complement addition.
4. The sum is complemented and becomes the checksum.

5. The checksum is sent with the data.

The receiver uses the following steps for error detection.

Receiver side:
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1. The message {including checksum) is divided into 16-bit words.
2_ All words are added using one's complement addition.
3. The sum is complemented and becomes the new checksum.
4. [f the value of checksum is 0, the message is accepted; otherwise, it is rejected.

The nature of the checksum (treating words as numbers and adding and complementing them) is
well-suited for software implementation. Short programs can be written to calculate the checksum
at the receiver site or to check the validity of the message at the receiver site.

Example:

Let us calculate the checksum for a text of & characters {"Forouzan"}. The text needs to be divided
into 2-byte {i6-bit) words. We use ASCH {see Appendix A) to change each byte to 3 2-digit
hexadecimal number. For example, F is represented as Ox46 and 0 is represented as Ox6F. below
Figure shows how the checksum is calculated at the sender and receiver sites. In part a of the
figure,the value of partial sum for the first column is 0x36. We keep the rightmost digit {(6) and insert
the leftmost dight (3) as the carry in the second cofumn. The process is repeated for each

cofumn.Note that if there is any corruption, the checksum recalculated by the receiver is not all as.
We leave this an exercise,

I 0 13 © Camies 1013 Carries
4 6 6 F (Fo} 4 6 6 F TFo)
7 26 F (ro) 72 6F (ra)
7T 5T7°A 1uz) 7 57 A (w2)
6§ 1 6 € (azm) 6 1 6 E {en)
0 0 0 0 Checlum (initial) 7 0 3 % Checlsum (received)
8 F C 6 Sum {patil) F ¥F F E Sum(partial)

1 1
2 FC7 Sum F FF¥F Sum
7 0 3 8 Checksum (o send) 0 0 0 0 Checksum (n=w)

a. Checlosum at the sender site b. Checkevrg at the recorver site

Performance

The traditional checksum uses a small number of bits (16} to detect errors in a message of any size
{sometimes thousands of bits). However, it is not as strong as the CRC in error-checking capability.
For example, if the value of one word is incremented and the value of another word is decremented
by the same amount, the two errors cannot be detected because the sum and checksum remain the
same. Also if the values of several words are incremented but the total change is a multiple of
65535, the sum and the checksum does not change, which means the errors are not detected.
Fletcher and Adler have proposed some weighted checksums, in which each word is multiplied by a
number {its weight) that is related to its position in the text, This will eliminate the first problem we

mentioned. However, the tendency in the Internet, particularly in designing new protocols, is to
replace the checksum with a CRC.
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Cyclic Redundancy Checks (CRC)

This Cyclic Redundancy Check is the most powerful and easy to implement technique.
Unlike checksum scheme, which is based on addition, CRC is based on binary division. In
CRC, a sequence of redundant bits, called cyclic redundancy check bits, are appended to the
end of data unit so that the resulting data unit becomes exactly divisible by a second,
predetermined binary number. At the destination, the incoming data unit is divided by the
same number. If at this step there is no remainder, the data unit is assumed to be correct and
is therefore accepted. A remainder indicates that the data unit has been damaged in transit and
therefore must be rejected. The generalized technique can be explained as follows.
If 2 m bit message is to be transmitted, the transmitter generates an n-bit sequence, known as
Frame Check Sequence (FCS) so that the {m+n) bits are actually being transmitted. Now this n-bit FCS
is generated by dividing the original number, appended by r zeros, by @ predetermined number. This
number, which is {n+1} kit in length, can also be considered as the coefficients of a polynomial,
~ called Generator Polynomial. The remainder of this division pracess generates the n-bit FCS. On
recelving the packet, the receiver divides the {m+n) bit frame by the same predetermined number
and if it produces no remainder, it can be assumed that no error has occurred during the
transmission. Operations at both the sender and receiver end are shown in Fig. 3.2.6.

Sender

Receiver

Figure 3.2.6 Basic scheme for Cyclic Redundancy Checking

CRC Generator

This mathematical operation performed is illustrated in beilow Fig. by dividing a sample 4-bit
number by 1011, using the modulo-2 arithmetic. Modulo-2 arithmetic is 2 binary addition
process without any carry over, which is just the Exciusive-OR operation. Consider the case
where data m=1001. Hence we have to divide 1001000 (i.e. m appended by 3 zeros) by 1011,
which produces the remainder n=110, so that the bit frame (m+n} =1001110 is actually being
transmitted through the communication channel. At the receiving end, if the received number,

i.e., 1101001 is divided by the same generator polynomial 1011 to get the remainder as 000, it
can be assumed that the data is free of errors.
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Division in the CRC decoder for two cases

Hardware Implementation

One of the advantages of a cyclic code is that the encoder and decoder can easily and cheaply be
implemented in hardware by using a handful of electronic devices. Also, a hardware implementation
increases the rate of check bit and syndrome bit calculation.)n this section, we try to show, step by

step, the process. The section, 'however, is optional and does not affect the understanding of the
rest of the chapter.
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Divisor

Let us first consider the divisor. We need to note the following points:

1. The divisor is repeatedly XORed with part of the dividend.

2. The divisor has n - k + 1 bits which either are predefined or are all Os, In other words, the bits do
not change from one dataword to another. In our previous example, the divisor bits were either

1011 or 0000. The choice was based on the leftmost bit of the part of the augmented data bits that
are active in the XOR operation.

3. A close look shows that only 51 - K bits of the divisor is needed in the XOR operation.The leftmost
bit is not needed because the result of the operation is always 0, no matter what the value of this

bit. The reason is that the inputs to this XOR operation arggeither both Os or both 1s. In our previous
example, only 3 hits, not 4, is actually used in the XOR operatian.

Remainder

In our previous example, the remainder is 3 bits (1 - & bits in general} in length. We can use three
registers (single-bit storage devices) to hold these bits. To find the final remainder-of the division, we
need to modify our division process. The following is the step-by-step process that can be used to

stmulate the division process in hardware (or even in software) 1. We assume that the remainder is
originally all Os {000 in our example}. . -

At each time dick {arrival of 1 bit from an augmented dataword), we repeat the following two
actions:

a. We use the leftmost bit to make a decision about the divisor (011 or 000).

b. The other 2 bits of the remainder and the next bit from the augmented dataword {total of 3 bits)
are XORed with the 3-bit divisor to create the next remainder

1. the CRC Process can be very easily implemented in hardware using LFSR {Linear feedback

Shift Register ).

The LFSR divides a message polynomial by a suitably chosen divisor polynomial; the
remainder constitutes FCS { frame check sequence ).

3. for thatin LFSR we are use Flip Flop’s and Ex-OR gates.
Process: .

2.

if the degree=n then the no.of FF's =n
No.of Ex-OR gates <=n

Example: generator polynomial is x3+x+1 then the degree of the polynomial is 3 so we can use 3 FF's
and 1to 3 EX-OR gates. Datais x3+x.

Problem : generate CRC for the data x3+x by using generator polynomial is x3+x+1

Solution : we need 3 FF’s and 3 EX-OR gates then the circuit structure is
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Encoding:

* Here generator polynomial is x3+x+1 and data is x3+x so data in bit form 1010 then the input
is 1010000 = x&6+x4 in pelyromial form

e ftnitially co,cl and c2 ali are 0’s that meance we are reset the device.

=

s Here In the step 7 ¢0=1, ¢1=1, c2=0 that meance the remainder is 011. so CRC=011 and in
the polynomial form x+1.

¢ Now add CRC polynomial to the data (x6+x4)+(x+1) = x6+x4+x+1=1010011.
e So data+CRC =1010011 now transmission data is 1010011,
Decoding :

® data+CRC = x6+x4+x+1=1010011 and generator polynomial = x3+x+1=1011
+ if theresultis 0 then no efror in receiving data.

POLYNOMIALS

A pattern of Os and 1s can be represented as a polynomial with coefficients of 0 and 1. The power of
each term shows the position of the bit; the coefficient shows the value of the bit. bellow Figure
shows a binary pattern and its polynomial representation. In bellow Figure a we show how to
transiate a binary pattern to a polynomial; in bellow Figure b we show how the polynomial can be
shortened by removing all terms with zero coefficients and replacing xl by x and xOby1.

T e e | (e
N4

! 7
1|lx‘+o:“+m‘+oc’+oxz+w+|,ﬂl L+ 5 1

1
2. Binary pattcrn and pelynomial b. Short ferm

A polynomial to represent a binary word
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Above Figure shows one immediate benefit; a 7-bit pattern can be replaced by three terms. The
benefit is even more conspicuous when we have a polynomial such as x23 +X3 + 1. Here the bit
pattern is 24 bits in length {three 1s and twenty-one Os) while the polynomial is just three terms.

Degree of a Po}ynominl

The degree of a polynomial is the highest power in the polynomial. For example, the degree of the

polynomial x6 + x + 1 is 6. Note that the degree of a polynomial is 1 less that the number of bits in
the pattern. The bit pattern in this case has 7 bits. '

Cyclic Code Encader Using Polynomlals

The dataword 1001 is represented as x3 + 1. The divisor 1011 is represented as x3 + x + 1. To find
the augmented dataword, we have left-shifted the dataword 3 bits {muttiplying by x\ The result is x6
+ X3. Division is straightforward. We divide the first term of the dividend, x6, by the first term of the
divisor, x3. The first term of the quotient is then x6/x3, or x3. Then we multiply x3 by the divisor and
subtract (according to our previous definition of subtraction) the result from the dividend. The resutt.

is x4, with a degree greater than the divisor's degree; we continue to divide until the degree of the
remainder Is less than the degree of the divisor.

Dataword
\

Divisor Xt Divideat:
x3+x+ljx5+ B «——  Jleupmented
[ R dutaword
x
A+ 4+
[ =2 | Remsinsr

i

Codcwod[;ﬁ-fx! | r’+x‘
Duwuword Remaindec

CRC division using polynomials

L The divisor in a cyclic code is normally called the generator polynomial or simply the generator.

Cyclic Code Analysis

We can analyze a ¢yclic code to find its capabilities by using polynomials. We define the following,
wheref(x) is a polynomial with binary coefficients.

Dataword: d(x) Remainder: r(x) Codeword: c{x) Error: efx) Generator: g(x)

If r(x) is not zera, then ane or more bits is corrupted. However, if r(x)is zero, either no bit is
corrupted or the decoder failed to detect any errors.
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Ina hyclic code,
1. If r{x)=0, one or more bits is corrupted.
2. lf r{x) =0, either
a. No bit is corrupted. or
. Some bits are corrupted, but the decoder failed tl') detect them.

In our analysis we want to find the criteria that must be imposed on the generator,g(x) to detect the
type of error we especially want to be detected. Let us first find the relationship among the sent
codeword, error, received codeword, and the generator. We can say

Received codeword =c(x) + efx)

In other words, the received codeword is the sum of the sent codeword and the error.The receiver
divides the received codeword by g{x) to get the syndrome. We can write this as

Received cadeword - clx) +4_zp_c)
g(x) glx) glx)

The first term at the right-hand side of the equality does not have a remainder {according to the
definition of codeword). So the syndrome is actually the fremainder of the second term on the right-
hand side. If this term does not have a remainder 0 , €ither efx) is 0 or e{x) is divisible by g{x). We

do not have to wocry about the first case (there is no error); the second case is very important.
Those errors that are divisible by g(x) are not caught.

In a cyclic code, those e(x) errors that are divisible by g(x) are not caught.

Standard Polynomials

Some standard polynomials used by popular protocols for CRC generation are shown in bellow
table..

}r Name Polynomial Application
| CRC-8 Bil2+x+1 ATM hoader
CRC-10 | X0+ 2+ +x%+x2+1 ATM AAL
CRC-16 | x!6+x24 2 +1 HDLC
CRC32 | P24+ B4 X224 x104 (24 004,104 LANs

‘ L+t 4+ Px 1

Advantages of Cyclic Codes

We have seen that cyclic codes have a very good performance in detecting single-bit errors, double
errors, an odd number of errors, and burst errors. They can easily be implemented in hardware and
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software. They are especially fast when implemented in hardware. This has made cyclic codes a
good candidate for many networks.

Error Correcting Codes

The techniques that we have discussed so far can detect errors, but do not correct them. Error
Correctian can be handled in two ways.

¢ One is when an error is discovered; the receiver can have the sender retransmit the entire

data unit. This is known as backward error correction.

In the other, receiver can use an error-correcting code, which automatically corrects certain
errors. This is known as forward error correction.

in theory it is possible to correct any number of errors atomically. Error-correcting codes are more
sophisticated than error detecting codes and require more redundant bits. The number of bits
required to correct multiple-bit or burst error is so high that in most of the cases it is inefficient to

do so. For this reason, most error correction is limited to one, two or at the most three-bit
errors.

Single-bit error correction

Concept of error<correction can be easily understood by examining the simplest case of single- ‘
bit errors. As we have already seen that a single-bit error can be detected by addition of a parity
bit {VRC} with the data, which needed to be send. A single additiona) bit can detect error, but
it's not sufficient enough to correct that error too. For carrecting an error one has to know the
exact position of error, i.e. exactly which bit is in error {to locate the invalid bits). For example,
to correct a single-bit error in an ASClf character, the error correction must determine which
one of the seven bits is in error, To this, we have to add some additional redundant bits.

To calculate the numbers of redundant bits {r) required ta correct d data bits, tet us find out the
relationship between the two. So we have {d+r) as the total number of bits, which are to be
transmitted; then r must be able to indicate at least d+r+1 different values. Of these, one value
means ho error, and remaining d+r values indicate error location of error in each of d+r

locations. So, d+r+1 states must be distinguishable by r bits, and r bits can indicates 2r states.
Hence, 2r must be greater than d+r+1. 2r>=d+r41

The value of r must be determined by putting in the value of d in the relation. For example, if d is

7, then the smallest value of r that satisfies the above relation is 4. So the total bits, which are to
be transmitted is 11 bits (d+r=7+4 =11).

Now let us examine how we can manipulate these bits to discover which bit is in error. A
technique developed by R.W.Hamming provides a practical solution. The solution or coding
scheme he developed is commonly known as Hamming Code. Hamming code can be applied to

data units of any length and uses the relationship between the data bits and redundant bits as
discussed.
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1 10 9 8 7 -6 5 4 3 2 1
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Redundant bits

Figure 3.2.8 Positions of redundancy bits in hamming code

Basic approach for error detectipn by using Hamming code is as follows:

= . To each group of m information bits k parity bits are added to form (m+k} bit code as
shown in Fig- 3.2.8.
Location of each of the (m+k) digits is assigned a decimal value.

The k parity bits are placed in positions 1, 2, ..., 2k-1 positions—K parity checks are
performed on selected digits of each codeword.

At the receiving end the parity bits are recalculated. The decimal value of the k parity
bits provides the bit-position in error, if any.

 Figure 3.2.9 shows how hamming code is used for correction for 4-bit numbers (d4dsdzd1) with
the help of three redundant bits {rar2r1). For the example data 1010, first r1 (0) is calculated
considering the parity of the bit positions, 1, 3, 5 and 7. Then the parity bits r2 is calculated
considering bit positions 2, 3, 6 and 7. Finally, the parity bits r4 is calculated considering bit
positions 4, 5, 6 and 7 as shown.  any corruption. occurs in any of the transmitted code
1010010, the bit position in error can be found aut by calculating rarzriat the receiving end. For
example, if the received code word is 1110010, the recalculated value of rarera is 110, which
indicates that bit position in error is 6, the decimal value of 110.

Position number
Error positian 3 c2 1
7 6 5§ 4 3 2 1
d,dydy, r, dy T2 1y o ("'IQ error) 332
2 10
3 011
a 100
5 101
6 110
7 111
Data 1010
Adding ry
Adding r,

[ TeIrleJol1lo] Addingr,

[1lof1jojeT110] Datasent
coarrupted

1]1]1l0] 0l 11 0] Recelved Data
h £ 2~ £

t - | |
iLror position =6 c':J c, G,

1 1 @
1joj1joiojt1}0 corrected data

Figure 3.2,9 Use of Hamming code for error correction for a 4-bit data
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Example:

Let us consider an example for 5-bit data. Here 4 parity bits are required. Assume that during
transmission bit 5 has been changed from 1 to 0 as shown in Fig. 3.2.11. The receiver receives
the code word and recalculates the four new parity bits using the same set of bits used by the
sender plus the relevant parity (r) bit for each set {as shown in Fig. 3.2.11). Then it assembles
the new parity values into a binary number in order of r positions {8, r4, r2, r1).

[21.2] ol 1] o] 2168

Data to be send

[2]1] ol 1T o] 0

Data Received

Parity bits recalculated

Calculations:

Parity recalculated (r8, r4, r2, r1) = 01012 = 510.
Hence, bit Swis in error i.e. d5 is in error.

So, correct code-word which was transmitted is:

L] 1] o 1 o[ 11
Figure 3.2,11 Use of Hamaming code for error correction for a 5-bit data

DATA LINK LAYER PROTOCOLS

How the data link layer can combine framing, flow control, and error control to achieve the delivery
of data from one node to another. The protocols are normally implemented in software by using one
of the common programming languages. To make our discussions language-free, we have written

in pseudocode a version of each protocol that concentrates mostly on the procedure instead of
delving into the details of language rules.

We divide the discussion of protocols into those that can be used for noiseless {error-free)
channels and those that can be used for noisy {error<creating} channels. The protacols in the
first category cannot be used in real life, but they serve as a basis for understanding the
pratocols of noisy channels. Bellow Figure shows the classifications.
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Selective Repeat ARQ

There is a difference between the protocols we discuss here and those used in real networks. All
the protocols we discuss are unidirectional in the sense that the data frames travel from one
node, called the sender, to another node, called the receiver. Although special frames, calied
acknowledgment (ACK} and negative acknowledgment (NAK) can flow in the opposite direction
for flow and error control purposes, data flow in only one direction.

In a real-life network, the data link protocols are implemented as bidirectional; data flow in both
directions. In these protocols the flow and error control information such as ACKs and NAKs is
included in the data frames in a technique called piggybacking. Because bidirectional protocols
are more complex than unidirectional ones, we chose the latter for our discussion. if they are

understood, they can be extended to bidirectional protocals. We leave this extension as an
exercise,

Elementary Data Link Protocols

» An Unrestricted Simplex Protocol for noiseless channel
» A Simplex Stop-and-Wait Protocol for notseless channel
» A Simplex protocol for noisy channel

Unrestricted Simplex Protocol for noiseless channel

Our first pratocal, which we call the Simplest Protocol for lack of any other name, is one that has
no flow or en'or control, it is a unidirectional protocol in which data frames are traveling in only
one direction-from the sender to receiver. We assume that the receiver can immediately handle
any frame it receives with a processing time that is small enough to be negligible. The data link layer
of the receiver immediately removes the header from the frame and hands the data packet to its

network layer, which can also accept the packet immediately. In other words, the receiver can never
be overwhelmed with incoming frames.

Design

There is no need for flow control in this scheme. The data link layer at the sender site gets data from
its network layer, makes a frame out of the data, and sends it. The data link layer at the receiver site
receives a frame from its physical layer, extracts data from the frame, and delivers the data to its
network fayer. The data link layers of the sender and receiver provide transmission services for their
network layers. The data link layers use the services provided by their physical layers {such as
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signaling, multiplexing, and so on) for the physical transmission of bits. Bellow Figure shows a
design.

Sender Receiver

Network| Getdata Defiverdata | Network
g

L3
i ; 1

Data link Data link

| - )
Physical] Send frame Receive frame | Physical

I Data frmes —>

Event: |

Repeat forever

Notfication 6w

Vent [ hystcat yer

We need to elaborate on the procedure used by both data link fayers. The sender side cannot send a
frame until its network layer has a data packet to sén_d. The receiver side cannot deliver a data
packet to its network layer until a frame arrives. If the p}otocol is implemented as a procedure, we
need to introduce the idea of events in the protocol. The procedure at the sender side is constantly
running; there is no action until there is a request from the network layer. The procedure at the

receiver side is also constantly rulming, but there is no action until notification from the physical
layer arrives.

Stop-and-Wait Protocol

The protocol we discuss now is called the Stop-and-Wait Protacal because the sender sends one
frame, stops until it receives confirmation from the receiver (okay to go ahead), and then sends the
next frame. We still have unidirectional communication for data frames, but auxiliary ACK frames

- {simple tokens of acknowledgment) travel from the other direction. This is sometimes referred to
as ping-pong behavior, request/reply is simple to understand and easy to implement, but not
very efficient. (n LAN environment with fast links, this isn't much of a concern, but WAN links
will spend most of their time idle, especially if several hops are required.

Bellow Figure illustrates the operation of the stop-and-wait protocol. The blue arrows show the
seguence of data frames being sent across the link from the sender ({top to the receiver
{bottom). The protocol relies on two-way transmission (full duplex or half duplex) to allow the
receiver at the remote node to return frames acknowledging the successful transmission. The
acknowledgements are shown in green in the diagram, and flow back to the original sender. A

small processing delay may be introduced between reception of the last byte of a Data PDU and
generation of the corresponding ACK.
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Major drawback of Stop-and-Wait Flow Control is that only one frame can be in transmission at
a time, this leads to inefficiency if propagation delay is much longer than the transmission delay.

Some protocols pretty much require stop-and-wait behavior. For example, Internet's Remote
Procedure Call (RPC) Protocol is used to implement subroutine calls from a program on one
machine to library routines on another machine. Since most programs are single threaded, the

sender has little choice but to wait for a reply before continuing the program and possibly sending
another request.

Link Utilization in Stop-and-Wait

Let us assume the following:

Transmission time: The time it takes for a station to transmit a frame {normalized to a value of
1). '

Propagation delay: The time it takes for a bit to travel from sender to receiver (expressed as g).

a < 1 :The frame is sufficiently long such that the first bits of the frame arrive at the
destination before the source has completed transmission of the frame.

@ > 1: Sender completes transmission of the entire frame before the leading bits of the
frame arrive at the receiver.

The link utilization U = 1/(1+2a},
a = Propagation time / transmission time

It is evident from the above equation that the link utilization is strongly dependent on the ratio
of the propagation time to the transmission time. When the propagation time is small, as in case
of LAN environment, the link utilization is good. But, in case of long propagation deléys, as in
case of satellite communication, the utilization can be very poor. To improve the link utilization,
we can use the following (sliding-window) protocol instead of using stop-and-wait protocol.

A Simplex protocol for noisy channel

If sender transmit the data in noisy channel then at the receiver side receiving data can be damage

or lost. In that situation we use simple protacols far noisy channet for both error control and flow
control.
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Error control is concerned with insuring that all frames are eventually delivered{possibly in order)
to destination .

HOW?

fFor that we need three items they are,

> Acknowledgment
> Timer
> Sequence Numbers

‘When data is sent as sequence of frames, two types of errors can occur:

Lost frame: the frame fails to arrive at the receiver this may be due to a noise burst destroying the
beyond recognition .

Damaged frame : the Recognizable frame arrives at the receiver but some bits are in error.

Acknowledgment
We have two types of acknowledgments they are,

1.Positive acknowledgments (ACK) 2. Negative acknowledgments (NAK)

1.Positive acknowledgments {ACK]

The destination returns a positive acknowledgment to successfully received error-free

frames.

2. negative acknowledgments (NAK)

The destination returns a negative acknowledgment to frames in which an error is

detected. The source retransmit such frames.
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TIMER

One problem that simple ACK/NAK schemes to fail to address is recovering from a frame that is lost,
-and as a result, fails to solicit an ACK aor NAK . then retransmit timers are used to resend frames that
don’t produce an ACK. When sending a frame, schedule a timer to expire at some time after the ACK
should have been retumed. If the timer goes off, retransmit the frame.

Sequence Numbers

Retransmissions introduce the possibility of duplicate frames. To support duplicates and sequence to
each frames so that a receiver can distinguish between new frames and old copies.

Short Question:

1. Why do you need error detection?

Ans: As the signal is tra nsmitted through a media, the signal gets corrupted because of noise
and distortion. In other woids, the media is not reliable. To achieve a reliable communication

through this unreliable media, there is need for detecting the error in the signal so that suitable
mechanism can be devised to take corrective actions.

2. Explain different types of Errors?

Ans: The errors can be divided into two types: Single-bit error and Burst error,

Single-bit Error

The term single-bit error means that only one bit of given data unit (such as a byte, character,
or data unit) is changed from { to 0 or from 0 to 1.
Burst Error

The term burst error means that two or more bits in the data unit have changed from 0 to 1 or
vice-versa. Note that burst error doesn’t necessary means that error occurs in consecutive bits.
3. Explain the use of parity check for error detection?

Ans: {n the Parity Check error detection scheme, 2 parity bit is added to the end of a block of
data. The value of the bit is selected so that the character has an even number of 1s {even
parity} or an odd number of 1s (odd parity). For odd parity check, the receiver examines the
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3.5 Elementary Data Link Layer Protocols for Flow Control

The purpose of flow control is to ensure that the sender process does not overwhelm the receiving process
with data. If the data is sent too fast the receiver may not be able to process it and if it is sent too slowly, then
it is wasteful of network resources. In theory, the receiver could have infinite buffer space available for the

receiving frames. Once received, the frames are processed for emor checking and payload will be passed on
to the network layer for further processing.

3.5.1 Unrestricted Simplex Protgcol

'For simplicity it may also be assumed that the communication channel between sender and receiver never

loses or damages the frames. The sender process and the receiver process may be working in infinite loops,
that is, the process of handling frames for sending and similarly for receiving keeps going on. It never ends.

The assumptions that receiver has infinite buffer space and communication channel never loses or damages
the frames are not practical. In other words, the receiving entity—that is, the process handling frames on the
receiver side—has limited buffer space only, and thus the receiver can handle only limited number of frames at
any given time. Further, it is always possible that the frame gets lost. This is possible when due to some noise
burst the frame is damaged to such an extent that the receiver process cannot detect the frame arrival. The frame
may also get damaged during transmission, and therefore needs to be retransmitted. Flow control protocols
provide protection against the duplicate, lost, damaged, and reordered data frames at the receiver.

3.5.2 Simplex Stop-and-Wait Protocol

It has been mentioned earlier when the frame is received by the receiving process it is checked for errors be-
fore any further processing, Damaged and incomplete frames are not processed by the data link layer and are
not passed to the network layer. It is also possible that the receiver application or higher layer may not take
frame payload one by one as the frames amive, but rather in a block or group of frames in orderly way. Flow
control process running at the receiver is always more complex and important than at the sender. In order to
understand the communication protocols easily, we generally use the vertical time sequence diagrams wliere
time dependencies help us to comprehend the flow of data. This is shown in Fig. 3.8
The fundamental approach to transfer frames from the sender to the receiver with flow control is:

» Step (a}—The sender transmits a frame as shown in Fig. 3.8.

+ Step (b)—It then waits for the acknowledgment of the same to come from receiver and does not transmit
the next frame.
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Figure 3.8 Vertical timeline diagram indicating flow of data and control information

» Step (c)—The receiver receives the frame.

» Step (d)—1t checks the received frame for any errors. Receiver takes some processing time.
s Step (e}—Once the frame is free from errors it is acknowledged by the receiver.
* Step (fj—Acknowledgment reaches the sender.

¢ Step (g)—If the acknowledgment is in good condition, the process restarts from Step (a).

3;
3
.}
i
i
:

This protocol is called stop-and-wait protocol.

The data frame in Fig. 3.8 has been indicated by a single arrow going from sender to receiver, Actually
the entire frame takes some time to reach the receiver end. The time that the sender takes to transmit the
complete frame is called frame transmission time. The time that elapses between ttansmission and reception
is the propagation delay. The receiver analyzes the received frame during the timeframe that is called the

processing time. The sender also takes some time to analyze the received acknowledgment. Figure 3.9 shows
different components of the total time spent in transmitting one frame.

Sender Receiver

Frame_ o ' Propagation
transmission time delay

/

} Processing
time
Propagation
Acknowledgment . delay
transmission fime
Processing tim/ev
Next frame 10 be

transmitted after this instant

T3 e
Y N

Figure 3.9 Different components of the total time to transmit a frame
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The sender also analyzes the received acknowledgment as it should also be free from errors. Hence, the actual
time that the sender takes to transmit one frame before transmitting the other is given by the following equation:

t frame t transmission +1 propagation + tpmccss(R) + tach\owledgmcnl +1 prapagation + tproccss(S) . (3 1)

The following situations may be considered as variations to the above approach:

(a) Data is transmitted in one direction only, that is, data frames do not travel in reverse direction. This is
the simplex mode of the protocol. Here, only acknowledgment frames or other coatrol frames travel in
the reverse direction.

(b) Data is transmitted in both directions. In this scenario, the two data link layers need to be capable of
bidirectional information transfer. This is the half-duplex mode of the protocol.

3.5.3 Simplex Protocol for Noisy Channel

In noisy channel, there will be errors due to which frames will get damaged or will get lost. If we assume ac-
knowledgments for correct receipt of frame, then the loss of a frame will mean that sender should retransmit
that particular frame. The sender can retransmit a lost frame only when he/she knows that the frame is lost.
This can be achieved if we associate a timer with every transmitted frame at thie sender. If the acknowledg-
ment arrives before the timer times out, then it is okay. If the timer times out and the acknowledgment does
not come, then the sender must retransmit that particular frame. There is another possibility which is that
receiver uses error correction mechanism to correct the error. This will depend on the particular FEC method
only as each method can detect and corzgct limited number of bits in error. The sender can retransmit a lost
frame if it gets a negative acknowledgment from the receiver. A negative acknowledgment (NAK) informs

the peer that the particutar frame is incorrectly received. We may also use concept of cumulative acknowledg-
ment which we will explore in detail in the next chapter.

Objective-Type Questions

3.1 What are the roles of data link layer 3.2 Which layer decides about framing?
(2) Flow control (a) Physical layer
{b) Exror contro] (b) Data link layer
{c) Multiplexing (¢} Network layer
{(d) All of the above (d) Transport layer
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EER Sliding Window Protocols

* In sliding window protocol multiple data frames cari be transmitted continuously
~ without waiting for acknowledgements of individual data frames. This protocol
is called as sliding windows because of the method used to synchronize the

sending sequence numbers in the headers with the appropriate
“acknowledgements. '

¢ The transmitting station maintains a sending window that delineates the number
of messages with their sequence numbers. The receiving station maintains a
receiving window that performs complementary functions. These two sides use
the windows to co-ordinate the flow of messages between each other.

* Each data frame carries a sequence number for its identification. The number of
frames in a window is called its size. Its typical value is seven. A copy of each
transmitted frame is retained in the window till it is acknowledged.

Sequencing of frames :

All data frames are given a sequence number which is a binary number of a fixed

~ number of bits. If there are "n" bits, the length of the count sequence would be 2". The

two-bit numbering scheme counts from 0 to 3 and then again starts from 0. No sequence
number must be repeated within the window.

PEEE Go-Back-N

* As in Stop-and-Wait protocol senders has to wait for every ACK then next frame
is transmitted. But in Go-Back-N ARQ W frames can be transmitted without

waiting for ACK. A copy of each transmitted frame is maintained until the
respective ACK is received.

Additional features of Go-Back-N ARQ

1. Sequence numbers : Sequence numbers of transmitted frame are maintained in
the header of each frame. If k is the number of bits for sequence number, then
the numbering can range from 0 to 2k—1 e.g. for k = 3. Sequence numbers are
0107 (23-1).

2. Sender sliding window : Window is a set of frames in buffer waiting for
acknowledgement. This window keeps on sliding in forward direction. The
window size is fixed. As the ACK is received, the respective frame goes out of

window and new frame to sent come into window. Fig. 4.1.1 illustrates sliding of
window for window size = 7. '
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Before ’
sliding =" """ 6 L
After
sliding ----- 6 1l-=-----
one frame

Window size =7
Fig. 4.1.1 Sender sliding window

3. Receiver sliding window : In the receiver side the size of the window is always
one. The receiver is expecting to arrive frames in specific sequence. Any other
frame received which is out of order is discarded. The receiver slides over after
receiving the expected frame. Fig. 4.1.2 shows receiver sliding window.

R

ey

Fig. 4.1.2 Receiver sliding window

4. Control variables :

a) Sender variables

» The sender deals with three different variables.
S ->'sequence number of recently sent frame,
Sg - sequence number of first frame in window.
St - sequence number of last frame in window.
. Window size W = §; — Sp +1
e.g. In previous feature, W =7-0+1=8
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b) Receiver variable

:t ' ¢ The receiver deals with one variable only.
I R > sequence no. of frame expected.

If the number matches, then the frame is accepted otherwise not.
5. Timers

0o :

I The sender has a timer for each transmitted frame. The receiver don't have any
|1 S timer.

T e

[+2)

. Acknowledgement

*  The receiver responds for frames arriving safely by positive acknowledgements. For

damaged or lost frames receiver does not reply, the sender has to retransmit it
when timer of that frame elapsed.

* The receiver may acknowledge once for several frames.

~J

. Resending of frames

If the timer for any frame expires, the sender has to resend that frame and the
subsequent frames also, hence the protocol is called Go-Back-N ARQ.

Operation

a) Normal operation

* The sender sends frames and update the control variables ie. Sg.S.S. and

receiver updates variable R. Fig. 4.1.3 shows normal operation.

Sender Receiver

o [0 1213023

——
-
-
-
-
-
-

_________ (uiiBEuERE

—-———
o
ey
-

Frame 2

310[1[213]

DENVH

Time Time
Fig. 4.1.3 Go-Back-N ARQ, Normal operation
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b) Damaged or lost frame

¢ Suppose frame 2 is damaged or lost and if receiver receives frame 3, it will' be

discarded since it is expecting frame 2. Sender retransmits frame 2 and frame 3.
Fig. 4.14 shows this process. '

213101112

. R |

& lO]1i2i3|0I 11213]

1 R .
Frame 3 will be discarded

, since frame 2 is not received

g
1@TMHNM

5

| [OI112[3[002[3

Fig. 4.1.4 Go-Back-N, Damaged frame

Selective Repeat

e Selective repeat ARQ retransmitts, only the damaged or lost frames instead of
sending multiple frames. The selective retransmission increases the efficiency of

transmission and is more suitable for noisy channel. The circuit complexities at
the receiver side increases. '

o The size of sender window is one half of 2¥. The receiver window size is of
same length as that of sender. The receiver window includes the set of expected
frames. The boundries of receiver windows are defined by Rp and Ry . Fig. 415
shows the sender and receiver windows.

¢ Negative acknowledgement (NAK) is used for lost or damaged frames.

S8 S

Sender window
Fig. 4.1.5 Selective repeat windows

Receiver window
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Operation

* In sequential transmission of frame 0, 1, 2, 3, suppose frame 2 is lost and the
next frame 3 is already received then receiver sends NAK 2 frame to sender.
Then sender retransmits frame 2 only. Fig. 4.1.6 shows operation of selective
repeat ARQ.

Sender Receiver

[T[21301 112 a
‘ ~ 1]23]011]2
THZEOZE  fleeo- - rn
S e e )
: - o[ T[2[30[ 712
[OTT[2[3[01112] : [
S . Mo ~aZan]
ALY 0 1 0 1 2 3
[OTT|2[3[0T1213] ;_;.-. T 2T3Tor 23]
M | o
(O[T 2[3[01112[3] ] g
‘S %‘E 5% = oo
 QUEHHOEP
Time Time
Fig. 4.1.6 Selective repeat ARQ

Comparison of Flow Control Protocols

e T rur
;

%S h Patametess

‘Sending window
size

Receiving window
size

where : k - number of bits used for frame no.
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