UNIT -V

SYLLABUS

Transaction Management and Concurrency Control:

Transaction, properties of transactions, transaction log, and transaction management with
SQL using commit rollback and save point. Concurrency control for lost updates,
uncommitted data, inconsistent retrievals and the Scheduler. Concurrency control with
locking methods : lock granularity, lock types, two phase locking for ensuring
serializability, deadlocks, Concurrency control with time stamp ordering : Wait/Die and
Wound/Wait Schemes, Database Recovery management : Transaction recovery.

Transaction:-

A transaction can be defined as a group of tasks. A single task is the minimum processing
unit which cannot be divided further.

Let’s take an example of a simple transaction. Suppose a bank employee transfers Rs 500

from A's account to B's account. This very simple and small transaction involves several
low-level tasks.

A’'s Account

Open_Account(A)

01d_Balance = A.balance
New_Balance = 0ld_Balance - 500
A.balance = New_Balance
Close_Account(A)

B’'s Account

Open_Account(B)

0ld_Balance = B.balance
New_Balance = 0ld_Balance + 500
B.balance = New_Balance
Close_Account(B)

Properties of Transactions:-

A transaction is a very small unit of a program and it may contain several lowlevel tasks. A
transaction in a database system must maintain Atomicity, Consistency, Isolation,

and Durability — commonly known as ACID properties — in order to ensure accuracy,
completeness, and data integrity.

o Atomicity — This property states that a transaction must be treated as an atomic unit,
that is, either all of its operations are executed or none. There must be no state in a
database where a transaction is left partially completed. States should be defined
either before the execution of the transaction or after the execution/abortion/failure of
the transaction.

o Consistency — The database must remain in a consistent state after any transaction.
No transaction should have any adverse effect on the data residing in the database. If
the database was in a consistent state before the execution of a transaction, it must

remain consistent after the ex c tiqgn o{ the dI ransaction as well.
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e Durability — The database should be durable enough to hold all its latest updates
even if the system fails or restarts. If a transaction updates a chunk of data in a
database and commits, then the database will hold the modified data. If a transaction
commits but the system fails before the data could be written on to the disk, then that
data will be updated once the system springs back into action.

o Isolation — In a database system where more than one transaction are being executed
simultaneously and in parallel, the property of isolation states that all the transactions
will be carried out and executed as if it is the only transaction in the system. No
transaction will affect the existence of any other transaction.

Transaction LoqQ:-

A transaction log (also transaction journal, database log, binary log or audit
trail) is a history of actions executed by a database management system used to
guarantee ACID properties over crashes or hardware failures. Physically, a log is
a file listing changes to the database, stored in a stable storage format.

If, after a start, the database is found in an inconsistent state or not been shut down
properly, the database management system reviews the database logs

for uncommittedtransactions and rolls back the changes made by these transactions.
Additionally, all transactions that are already committed but whose changes were
not yet materialized in the database are re-applied. Both are done to

ensure atomicity and durability of transactions.

This term is not to be confused with other, human-readable logs that a database
management system usually provides.

Transaction Management with SOL Commit, Rollback and Savepoint :-

Transaction Control Language(TCL) commands are used to manage transactions in the
database. These are used to manage the changes made to the data in a table by DML
statements. It also allows statements to be grouped together into logical transactions.

COMMIT command:-
comMiT command is used to permanently save any transaction into the database.

When we use any DML command like INSERT, UPDATE or DELETE, the changes made by
these commands are not permanent, until the current session is closed, the changes
made by these commands can be rolled back.

To avoid that, we use the covmIT command to mark the changes as permanent.
Following is commit command's syntax,
COMMIT;
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ROLLBACK command:-

This command restores the database to last commited state. It is also used with
SAVEPOINT command to jump to a savepoint in an ongoing transaction.

If we have used the UPDATE command to make some changes into the database, and realise
that those changes were not required, then we can use the ROLLBACK command to
rollback those changes, if they were not commited using the COMMIT command.

Following is rollback command's syntax,
ROLLBACK TO savepoint_name;

SAVEPOINT command:-

SAVEPOINT command is used to temporarily save a transaction so that you can rollback
to that point whenever required.

Following is savepoint command's syntax,
SAVEPOINT savepoint_name;

Concurrency Control:-

In a multiprogramming environment where multiple transactions can be executed
simultaneously, it is highly important to control the concurrency of transactions. We have
concurrency control protocols to ensure atomicity, isolation, and serializability of concurrent
transactions. Concurrency control protocols can be broadly divided into two categories

e Lock based protocols
e Time stamp based protocols

Lock-based Protocols

Database systems equipped with lock-based protocols use a mechanism by which any
transaction cannot read or write data until it acquires an appropriate lock on it. Locks are of

two kinds —

e Binary Locks — A lock on a data item can be in two states; it is either locked or
unlocked.

o Shared/exclusive — This type of locking mechanism differentiates the locks based on
their uses. If a lock is acquired on a data item to perform a write operation, it is an
exclusive lock. Allowing more than one transaction to write on the same data item
would lead the database into an inconsistent state. Read locks are shared because no
data value is being changed.

There are four types of lock protocols available —
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Simplistic Lock Protocol

Simplistic lock-based protocols allow transactions to obtain a lock on every object before a

‘write' operation is performed. Transactions may unlock the data item after completing the
‘write’ operation.

Pre-claiming Lock Protocol

Pre-claiming protocols evaluate their operations and create a list of data items on which they
need locks. Before initiating an execution, the transaction requests the system for all the
locks it needs beforehand. If all the locks are granted, the transaction executes and releases
all the locks when all its operations are over. If all the locks are not granted, the transaction
rolls back and waits until all the locks are granted.

Lock acquisition
phase

R

T begin Tend T'Me

Two-Phase Locking 2PL

This locking protocol divides the execution phase of a transaction into three parts. In the
first part, when the transaction starts executing, it seeks permission for the locks it requires.
The second part is where the transaction acquires all the locks. As soon as the transaction

releases its first lock, the third phase starts. In this phase, the transaction cannot demand any
new locks; it only releases the acquired locks.

Lock acquisition releasing
phase phase
T begin Tend M€

Two-phase locking has two phases, one is growing, where all the locks are being acquired

by the transaction; and the second phase is shrinking, where the locks held by the transaction
are being released.

To claim an exclusive (write) lock, a transaction must first acquire a shared (read) lock and
then upgrade it to an exclusive lock.

Strict Two-Phase Locking

The first phase of Strict-2PL is same as 2PL. After acquiring all the locks in the first phase,
the transaction continues to execute normally. But in contrast to 2PL, Strict-2PL does not
release a lock after using it. Strict-2PL holds all the locks until the commit point

and releases all the lockg @y 3 Hiiistupdates.com 4



Lock acquisition release at
phase commit

\ﬂ/

T begin T end

Time

Strict-2PL does not have cascading abort as 2PL does.

Timestamp-based Protocols

The most commonly used concurrency protocol is the timestamp based protocol. This
protocol uses either system time or logical counter as a timestamp.

Lock-based protocols manage the order between the conflicting pairs among transactions at
the time of execution, whereas timestamp-based protocols start working as soon as a
transaction is created.

Every transaction has a timestamp associated with it, and the ordering is determined by the
age of the transaction. A transaction created at 0002 clock time would be older than all other
transactions that come after it. For example, any transaction 'y' entering the system at 0004 is
two seconds younger and the priority would be given to the older one.

In addition, every data item is given the latest read and write-timestamp. This lets the system
know when the last ‘read and write’ operation was performed on the data item.

Timestamp Ordering Protocol

The timestamp-ordering protocol ensures serializability among transactions in their
conflicting read and write operations. This is the responsibility of the protocol system that
the conflicting pair of tasks should be executed according to the timestamp values of the
transactions.

e The timestamp of transaction Ti is denoted as TS(Ti).
e Read time-stamp of data-item X is denoted by R-timestamp(X).
o Write time-stamp of data-item X is denoted by W-timestamp(X).

Timestamp ordering protocol works as follows —

o If a transaction Ti issues a read(X) operation —
o IfTS(Ti) < W-timestamp(X)
= Operation rejected.
o IFTS(Ti) >= W-timestamp(X)
= Operation executed.
o All data-item timestamps updated.

o If a transaction Ti issues a write(X) operation —
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= Operation rejected.
o IfTS(Ti) < W-timestamp(X)
= Operation rejected and Ti rolled back.
o Otherwise, operation executed.
Serializability

When multiple transactions are being executed by the operating system in a
multiprogramming environment, there are possibilities that instructions of one transactions
are interleaved with some other transaction.

e Schedule — A chronological execution sequence of a transaction is called a schedule.
A schedule can have many transactions in it, each comprising of a number of
instructions/tasks.

o Serial Schedule — It is a schedule in which transactions are aligned in such a way
that one transaction is executed first. When the first transaction completes its cycle,
then the next transaction is executed. Transactions are ordered one after the other.
This type of schedule is called a serial schedule, as transactions are executed in a
serial manner.

In a multi-transaction environment, serial schedules are considered as a benchmark. The
execution sequence of an instruction in a transaction cannot be changed, but two transactions
can have their instructions executed in a random fashion. This execution does no harm if two
transactions are mutually independent and working on different segments of data; but in case
these two transactions are working on the same data, then the results may vary. This ever-
varying result may bring the database to an inconsistent state.

To resolve this problem, we allow parallel execution of a transaction schedule, if its
transactions are either serializable or have some equivalence relation among them.

Equivalence Schedules

An equivalence schedule can be of the following types

— Result Equivalence

f two schedules produce the same result after execution, they are said to be result
equivalent. They may yield the same result for some value and different results for another
set of values. That's why this equivalence is not generally considered significant.

View Equivalence

Two schedules would be view equivalence if the transactions in both the schedules perform
similar actions in a similar manner.

For example —
e |If T reads the initial data in S1, then it also reads the initial data in S2.

o |If T reads the value written by J in S1, then it also reads the value written by J in S2.
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e If T performs the final write on the data value in S1, then it also performs the final write on the
data value in S2.

Conflict Equivalence

Two schedules would be conflicting if they have the following properties

o Both belong to separate transactions.
o Both accesses the same data item.
e At least one of them is "write" operation.

Two schedules having multiple transactions with conflicting operations are said to be
conflict equivalent if and only if —

o Both the schedules contain the same set of Transactions.
e The order of conflicting pairs of operation is maintained in both the schedules.

Note — View equivalent schedules are view serializable and conflict equivalent schedules
are conflict serializable. All conflict serializable schedules are view serializable too.

Concurrency control with time stamp ordering : Wait/Die and Wound/Wait Schemes: -

In a multi-process system, deadlock is an unwanted situation that arises in a shared resource
environment, where a process indefinitely waits for a resource that is held by another
process.

For example, assume a set of transactions {To, T1, T2, ...,Tn}. To needs a resource X to
complete its task. Resource X is held by T1, and Tz is waiting for a resource Y, which is held
by T2. T2 is waiting for resource Z, which is held by To. Thus, all the processes wait for each
other to release resources. In this situation, none of the processes can finish their task. This
situation is known as a deadlock.

Deadlocks are not healthy for a system. In case a system is stuck in a deadlock, the
transactions involved in the deadlock are either rolled back or restarted.

Deadlock Prevention

To prevent any deadlock situation in the system, the DBMS aggressively inspects all the
operations, where transactions are about to execute. The DBMS inspects the operations and
analyzes if they can create a deadlock situation. If it finds that a deadlock situation might
occur, then that transaction is never allowed to be executed.

There are deadlock prevention schemes that use timestamp ordering mechanism of
transactions in order to predetermine a deadlock situation.

Wait-Die Scheme

In this scheme, if a transaction requests to lock a resource (data item), which is already held
with a conflicting lock by another transaction, then one of the two possibilities may occur —

o If TS(Ti) < TS(Tj) — that is Ti, which is requesting a conflicting lock, is older than T;
— then Ti is allowed toMAWHMtHEEI AR RS GBI, 7



o IfTS(Ti) > TS(tj) — that is Ti is younger than Tj — then Ti dies. Ti is restarted later
with a random delay but with the same timestamp.

This scheme allows the older transaction to wait but kills the younger one.

Wound-Wait Scheme

In this scheme, if a transaction requests to lock a resource (data item), which is already held
with conflicting lock by some another transaction, one of the two possibilities may occur —

e IfTS(Ti) < TS(Tj), then Ti forces Tj to be rolled back — that is Tiwounds Tj. Tj is
restarted later with a random delay but with the same timestamp.

o If TS(Ti) > TS(T;j), then Ti is forced to wait until the resource is available.

This scheme, allows the younger transaction to wait; but when an older transaction requests
an item held by a younger one, the older transaction forces the younger one to abort and
release the item.

In both the cases, the transaction that enters the system at a later stage is

aborted. Transaction recovery:-

Crash Recovery

DBMS is a highly complex system with hundreds of transactions being executed every
second. The durability and robustness of a DBMS depends on its complex architecture and
its underlying hardware and system software. If it fails or crashes amid transactions, it is
expected that the system would follow some sort of algorithm or techniques to recover lost
data.

Failure Classification

To see where the problem has occurred, we generalize a failure into various categories, as

follows —

Transaction failure

A transaction has to abort when it fails to execute or when it reaches a point from where it
can’t go any further. This is called transaction failure where only a few transactions or
processes are hurt.

Reasons for a transaction failure could be —

o Logical errors — Where a transaction cannot complete because it has some code
error or any internal error condition.

o System errors — Where the database system itself terminates an active transaction
because the DBMS is not able to execute it, or it has to stop because of some system
condition. For example, in case of deadlock or resource unavailability, the system
aborts an active transaction.
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System Crash

There are problems — external to the system — that may cause the system to stop abruptly
and cause the system to crash. For example, interruptions in power supply may cause the
failure of underlying hardware or software failure.

Examples may include operating system errors.

Disk Failure

In early days of technology evolution, it was a common problem where hard-disk drives or
storage drives used to fail frequently.

Disk failures include formation of bad sectors, unreachability to the disk, disk head crash or
any other failure, which destroys all or a part of disk storage.
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